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1. Equipment 
  
 A FORTIKA Gateway (F-GW) package contains the F-GW unit and its corresponding power supply.  The following figures 
depict these units and identify the F-GW’s external hardware interfaces. 

 
 

 
Figure 1 FORTIKA GW: Top side view 

 
 

 

 
Figure 2 FORTIKA GW: Front side view 
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Figure 3 FORTIKA GW: Back side view 

 

 
Figure 4 Power supply adaptor 
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2. Installation 
The F-GW can be installed in two basic configurations: Following a mirroring configuration or an inline configuration.  For the 
first phase of the pilots, we recommend using the mirroring configuration (if applicable).   

2.1 Mirroring configuration 
 

 
Figure 5 Examples of mirroring configuration 

 

As  Figure 5 depicts, In the mirroring configuration, the F-GW is connected to a switch’s mirroring port; the network traffic 
intended to be analysed from the F-GW’s cyber security modules is forwarded to the F-GW via this mirroring port.   

To implement this configuration just connect your F-GW to the switch’s mirroring port via the eth0 or eth1 network interface.  
 

 

2.2 Inline configuration 
 
As Figure 6 depicts, the inline configuration, the F-GW is installed between the assets it aims to protect and their network 
gateways; in this way, all the traffic entering or leaving the assets network it has to pass via the F-GW.   
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Figure 6 Examples of inline configuration 

 
To implement this configuration just connect your F-GW eth0 network card to the external network and eth1 to the internal 
network (or vice versa depending of the cards network configuration parameters).  

 

 

2.3 Network configuration 
 
Please refer to Figure 2. 

The eth0 network interface is set to be configured by dhcp. 

The eth1 network interface is configured with the following parameters: 
IP address: 192.168.1.111 

Subnet mask: /24 (255.255.255.0) 

 
If you want to change the configuration of the network interfaces, so far you can do it via an SSH or via a serial terminal (soon 
this will be also available via a Web Dashboard.)  

 

2.3.1 SSH connection 
 
Open a SSH terminal using the following command: 

 

 ssh fortika@192.168.1.111 (or the IP your DHCP  provided if you connect via eth0) 

 Type the password (The password will be forwarded to you via a secure channel.) 

 When logged in open with a text editor (e.g. emacs, vim, nano) /etc/network/interfaces and change the 
configuration as you see fit [1]. 
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o Example: sudo emacs /etc/network/interfaces (if prompted use the login password.) 

 

2.3.2 Serial connection 
 

 Use a type B micro-usb cable to connect your device (e.g. Laptop, Desktop) and the F-GW (use the micro USB port 
of the F-GW, see Figure 2). 

 Using a terminal emulator program (e.g. minicom) connect to the F-GW using the following configuration: 

o Port:  /dev/ttyUSB0 (or whatever port your OS displays) 

o Speed: 115200 

o Data bits: 8 

o Parity bit: N 
o Stop bit: 1 

 When prompt enter username and password: 

o Username: fortika 

o Password: (The password will be forwarded to you via a secure channel.) 

 When logged in open with a text editor (e.g. emacs, vim, nano) /etc/network/interfaces and change the 
configuration as you see fit [1]. 

o Example: sudo emacs /etc/network/interfaces (if prompted use the login password.) 

 

References 
[1] https://wiki.debian.org/NetworkConfiguration#Setting_up_an_Ethernet_Interface   

 
 
 
 
 
  

  


