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1. Introduction
This document aims to explain fast the basic elements of the FORTIKA technology and its
documentation, in order to allow end users to install and use it in the business environment of their
firms (SMEs).
This technology developed in the frame of project FORTIKA. This is an EU funded project under Horizon
2020 program. The FORTIKA consortium includes sixteen partners from nine countries, among them
three Universities, two Research Institutes, six IT companies and five companies as end users.
The vision of FORTIKA project is to develop and demonstrate new technologies to minimise the exposure
of small and medium sized businesses to cyber security risks and threats and, at the same time, to relieve
them from all efforts of identifying, acquiring and using the appropriate cyber security solutions.
The FORTIKA technology is now available and ready for application.
It includes the FORTIKA Gateway (a device placed in the corporate network of the FORTIKA-protected
SME) and a marketplace offering a collection of cybersecurity tools with different functionality. The tools
are either downloaded to the gateway or operating in the cloud, depending on their nature and the
preferred configuration.
The FORTIKA consortium developed a thorough and comprehensive documentation of this technology
intended for end users that will apply the FORTIKA technology in their SMEs. Usually they are staff
members of the IT department, network admins, etc.
This document serves as an introductory guide to FORTIKA technology and to the way it can be applied
and used. The end users are advised to start by reading this document first.
The following sections focus on three objectives set to facilitate the familiarization of end users with
FORTIKA technology, namely:




To explain fast the basics of the FORTIKA technology
To describe the required steps to install and start using this technology
To present the various elements of FORTIKA solution and a reference
to the documentation created for end users (FORTIKA Guides)

2. The FORTIKA technology in brief
The overall target of FORTIKA is to develop a new technology to minimise the exposure of SMEs to cyber
security risks and threats. As the cyber-threats become more sophisticated with time, it is required to
deploy advanced and effective countermeasures.
The FORTIKA approach is to engage artificial intelligence algorithms that watch the company network,
identify the threats and initiate the countermeasures. All this functionality implies very heavy
computational tasks that need to be executed fast, close to real time. To fulfil this, FORTIKA adopted a
hybrid security solution combining hardware and software in order to protect the assets of the SMEs.
The FORTIKA platform consists of two main elements:



The FORTIKA Gateway and
The FORTIKA Marketplace

The FORTIKA Gateway is a small affordable device deployed within SME’s premises. The FORTIKA
Marketplace hosts various security bundles (tools) and offers cloud-based services. This structure allows
deployment of security services in the domain of the SME, and cloud-counterparts of the security
services.
The Gateway incorporates two types of processors with different architectures: an ARM-based and an
FPGA-based processor the later also known as “accelerator”. ARM denotes a processor based on
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the architecture developed by Advanced RISC Machines (ARM). FPGA stands for Field Programmable
Gate Array, also known as “the accelerator”.
The FORTIKA platform offers an embedded, smart and robust hardware security layer (provided by the
Gateway) enhanced with cyber security services (provided by the Marketplace) and backed by cloud
services of the solutions supporting these with back-end APIs (Application Programing Interfaces),
storage and other processing capabilities. Error! Reference source not found. shows a high-level
overview of the complete FORTIKA platform.

Error! Reference source not found.. Overview of the FORTIKA platform
An SME seeking cyber-protection for its network and which has already put in place in its premises the
FORTIKA Gateway, will just need to download from the marketplace the security bundles it needs, install
these bundles, and configure them. This transaction is represented by the gold stripes in Figure 1.
Currently, FORTIKA marketplace provides seven distinct cyber security solutions, namely: the Attribute
Based Access Control (ABAC), Intrusion Detection System (IDS), Firewall, Real Time Network Traffic
Analysis (RTNTA), Risk Detection Module, Social Engineering Attack Recognition System (SEARS), and
Security Information and Event Management (SIEM). More details on these tools provided in section 4
below.
The Marketplace incorporates the required functionality in order to host new additional tools developed
either by FORTIKA or other third-party developers as well. This is represented by the green stripe in
Figure 1.
June 2019
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3. Steps to install and use FORTIKA
The steps required to deploy and use the FORTIKA technology in an SME are described in the following
paragraphs.
A variety of detailed user guides and installation guides that cover all aspects of deploying and using
FORTIKA technology in an SME are available at the FORTIKA website under section “Training Material”
( https://fortika-project.eu/content/training-material ).

A. Install the FORTIKA Gateway
In order to install the FORTIKA solution in an SME some preparatory actions should be taken. We
recommend, first to get a basic advice regarding the best possible configuration of the FORTIKA solution
for the specific SME. To do this, it is required to gather and communicate to the FORTIKA consortium
some elementary data regarding the network infrastructure of the SME.
Directions to perform this task are available in the guide entitled
“Setting up a FORTIKA pilot”.
Following this, or in parallel, you can order and get the FORTIKA Gateway. Next, you have to install this
device in the company network.
Directions for installing and configuring the FORTIKA Gateway are
available in the guide entitled “FORTIKA Gateway Installation
Guidelines”.
The Gateway in its basic setup offers routing and encryption functionalities. As soon as it is installed in
the SME premises can be equipped with FORTIKA software bundles that are deployed on it, from the
Marketplace in order to provide advances next-generation cyber security services to the SME.
A detailed presentation on how to use the Gateway Dashboard is
provided in the guide entitled “FORTIKA Gateway Dashboard User
Guide”.

B. Access the FORTIKA Marketplace – Get and deploy the bundles (modules)
The second step is to download the FORTIKA bundles that are required for the cyber-protection of the
specific SME and deploy them in the Gateway. At the same stage, the user may enable a set of services
that will run on the FORTIKA cloud to protect the SME.
In order to do this, the user must access the FORTIKA Marketplace. At the marketplace the user may
search, select the required bundles and purchase them. Following this, the user has to deploy the
selected bundles in the FORITKA Gateway.
Detailed directions for accessing the FORTIKA Marketplace, and
getting and deploying the selected bundles in the FORTIKA Gateway
are available in the guide entitled “FORTIKA UX and Marketplace User
Guide”.
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C. Adjust and configure the bundles – Use and monitoring and use the FORTIKA solution
The third and last step is to adjust and configure the FORTIKA bundles (if/where needed) and then start
to use and monitor the FORTIKA solution in the protected SME.
A variety of user guides and installation guides are available at the FORTIKA website under section
“Training Material”.
These documents present all required details to deploy and use the several FORTIKA bundles that are
available to the SMEs. The following table provides a reference to the available documentation at the
FORTIKA website per FORTIKA bundle.
Documentation of FORTIKA bundles available at:
https://fortika-project.eu/content/training-material

#

FORTIKA Bundles

Documentation items

1

This is a module that provides risk analysis, modelling and
level assessment and it is available on the FORTIKA marketplace.
Its main functionality is the continuous assessing of risks over
the checking of the certain security controls to determine that
they are running as expected. Each break on some of the
security controls will be processed against a set of rules and
finally generate an alert that indicates that the processes
analysed have been compromised.

FORTIKA Risk Assessment Module
User & Installation Guide

2

The Real Time Network Traffic Analysis bundle (RTNTA) allows
network analysis in real time. The deployment of this bundle
makes it possible to know the state and functioning of the
network within a certain organization, allowing detection of
possible anomalies, variations in network performance of even
cyber-attacks.

FORTIKA Real-Time Network Traffic
Analysis Module User Guide

3

A detailed user guide on how to configure and use the FORTIKA Back-End Guide
Back-End services of the FORTIKA marketplace.

4

SIEM is the FORTIKA Security Information and Event
Management solution that acts as the core FORTIKA component
for threat detection and mitigation. SIEM runs on the FORTIKA
Gateway and orchestrates all operations for threat detection. It
includes the Visual Analytics Module (VAM) that provides
information through a flexible and efficient user interface,
giving an overview of network events combined with alert
signals in case of suspicious activities.

FORTIKA Visual Analytics Module
User Guide

5

ABAC is a solution that provides authorization services, based on
the Attribute-Based Access Control model. The solution
provides a private Authorization as a Service (AuthZaaS) offering
to the SMEs.

FORTIKA ABAC and SEARS User
Manual

The Social Engineering Attack Recognition System (SEARS) is a
software bundle that provides a safer internet utilization for
SMEs by protecting their users from online data leakage via
legitimate users participating in social media discussions.

6
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The Homomorphic Encryption (HE) bundle acts as a market
place application that provides the secure data storage and
search. The user is given the flexibility of pushing encrypted data
onto the cloud and then perform search in the encrypted
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domain. This bundle ensures that no third-party adversary can
exploit the search mechanism for its own iniquitous gains.

7
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The Virtual Security Appliance (VSA) is a software module that
provides the functionality of a Security Appliance running in a
virtual environment. It can be seen as a combination of a
firewall and an Intrusion Detection System (IDS). It supports the
typical IDS features: collection of traffic data and formating
them for further investigation, intrusion detection and
generation of alerts in case an intrusion is detected. The IDS
outputs feed the other FORTIKA bundles.
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