PROJECT
ANNOUNCEMENT
FORTIKA - Cyber Security Accelerator for trusted SMEs IT Ecosystems
THE PROJECT

The FORTIKA project aims to provide SMEs with an embedded, smart and robust hardware security layer enhanced with an
adaptive security service management ecosystem (FORTIKA marketplace). The project will explore the capabilities of the
secure-by-design FPGA SoC platform, as a CPU enhancement module. The long-term goal of the FORTIKA project is to provide
a low-cost, dynamic, security layer for small and medium-sized businesses, individually tailored to meet each beneficiary’s
requirements.
CHALLENGES

Exposure of small-sized businesses to
cyber security risks and threats
Inability to respond to cyber security
incidents
Costly efforts to identify, acquire, use
and maintain appropriate cyber security
solutions

AMBITION

Hardware enabled middleware security
layer as add-on to existing network
gateways
Resilient overall cyber security
solution that can be easily tailored and
adjusted to the versatile and
dynamically changing needs of small
businesses

KEY TECHNOLOGIES

FPGA accelerator
Bring Your Own Device(BYOD)/Bring Your Own Technology (BOYT) Access Control
Attribute-Based Access Control (ABAC)
Social Engineering Attacks Recognition System (SEARS)
Risk analysis, modelling and level assessment
Real-time Network Traffic Analysis
Homomorphic Encryption
Data Minimization
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FORTIKA VISION

FORTIKA aims to (1) minimize the exposure of small and medium-sized businesses to cybersecurity risks and threats, and (2) help them
successfully respond to cybersecurity incidents, while relieving them from all unnecessary and costly efforts of identifying, acquiring and using
the appropriate cybersecurity solutions.
To fulfil its vision, the project adopts a security by design hybrid approach that adequately integrates hardware and software with business needs
and behavioural patterns at individual and organizational level to: introduce a hardware-enabled middleware security layer as add-on to existing
network gateways; orientate small business users to trusted cybersecurity services (through FORTIKA’s marketplace) packaged to tailored
solutions for each enterprise and further extended to accommodate security intelligence and to encourage security-friendly behavioural and
organizational changes. Ultimately, FORTIKA proposes a resilient overall cyber security solution that can be easily tailored and adjusted to the
versatile and dynamically changing needs of small businesses.
To this end, the project ambitiously aims to make systematic and extensive use of the existing service and product portfolio of security solution
providers across Europe. Finally, the introduction of a software-defined smart ecosystem in “FORTIKA Marketplace”, will provide the feature of a
light mode solution, which will offer virtualized security services (with minimum downloading requirements).

AMBITION

FORTIKA VISION
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FORTIKA USE CASES

The FORTIKA solution will be demonstrated and validated under real operating conditions on 5 pilot sites in 4 European countries

PROTECTION FROM MALICIOUS THREATS OF A MOBILE MARKETING SME

The first use case will involve Motivian SME. Its main operation Market is the dynamic development of technologies for providing mobile services.
Flexibility, innovation, creativity are key factors in maintaining the competitiveness of the company and its subsequent development. With a view
to these circumstances, the company constantly searches and develops innovative technologies, processes, methods by which can provide
better/higher-quality service to customers with high added value, higher efficiency and effectiveness. In this aspect, the company creates
several innovative services. Currently, Motivian runs three large-scale projects which include:
(a) SMS / MMS services in Deutsche Telekom and Vodafone Germany
(b) BURGAS M-PARKING
(c) COCA-COLA CAMPAIGN (Bulgaria & Greece).
AMBITION non-repudiation
All of the above projects are considered as high-risk with respect to security issues, including data transmission, vulnerability,
etc. All of the above customers are Tier-1 customers and all transactions offered in the above projects, include money transfers and exchanges,
thus making quality of service a primary issue for Motivian BG. Motivian is always looking for new methods and technologies to enhance security
in our data centre and in offered services, hence FORTIKA proposal is of key importance to Motivian BG.
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PROTECTION FROM MALICIOUS THREATS OF AN ENERGY DATA ANALYTICS SME

The second use case involves Obrela Security Industries LTD an SME that provides Enterprise Cybersecurity Services, Intelligence and
Technology in order to Enable, Defend, and Preserve Client’s proprietary information, corporate activities and their business interests.
Currently, Obrela Security Industries runs many large-scale projects which include: i) Financial Institutions, ii) Telecommunications, iii)
Shipping Companies, iv) Airports, v) Stock exchanges. All the above projects are considered as high-risk with respect to security issues,
including data transmission, vulnerability, non-repudiation etc. All of the above customers are Tier-1 customers and all transactions that
are offered in all above projects, include money transfers and exchanges, thus making quality of service a primary issue for Obrela
Security Industries.
Obrela will use the virtual mode of FORTIKA solution, to achieve the instantaneous business information protection and adaptation of its
IT infrastructure to its customers' information security policies.

This project has received funding from the European
Union’s Horizon 2020 Research and Innovation
Programme under grant agreement No 740690.

Visit: http://fortika-project.eu
https://www.facebook.com/groups/1077584985707469
https://twitter.com/H2020Fortika
https://www.linkedin.com/groups/13534953
https://www.youtube.com/channel/UCScAHEyJARMVOrsZANvbSRw

PROTECTION FROM MALICIOUS THREATS OF AN ENERGY DATA ANALYTICS SME

WATT SMEs operation on the utility segment is estimated to have the largest market share thanks to the emergence of cloud
platforms, declining cost of IoT components, and heterogeneous incentives driving the demand for energy use reduction. However,
adopting cloud-based energy management software globally is still a challenge for large organisations due to cyber threats. Lack of
technological awareness and apprehensions regarding privacy & security have raised a number of concerns for the Utilities and end
customers, thereby hindering global adoption.
Innovation and trust are key factors in maintaining competitiveness within the market. In this context, WATT aims to integrate a stateof-the-art security framework to complement its existing security mechanisms, to differentiate itself from the competition and set
itself as the leader in secure business software for energy management.
As WATT operates under a virtual IT ecosystem, thus company’s backend (APIs, servers, database, analytics engines, etc) runs on
Amazon Web Services and not within servers on its premises. Although a significant amount of sensitive consumers' data is handled
through company’s workstations and the need for enhanced data privacy and protection becomes a necessity. FORTIKA will adapt its
virtual CS services on WATT IT infrastructure.
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INTRANET INFORMATION PROTECTION UPGRADE AND SECURE COMMUNICATION
WITH VEHICLES IN A ELECTRICAL VEHICLE MANUFACTURER.

ALKE within the project will focus on the adoption of the developed security platform to its IT infrastructure, looking to two separate
but complementary areas. The second area refers to the already available possibility for ALKE’s latest models of vehicles to be
connected with an ALKE cloud-based platform and indirectly to its in-house servers. This link is important to provide remote support in
terms of vehicle maintenance and status monitoring and for future generations of ALKE vehicles to provide remote control for specific
vehicle activities. Each vehicle has an onboard computer and safety must be provided at communication and control level.
In the use case context described above, the project will help ALKE by providing:
A Fog architecture, wherein the basic elements are the heterogeneous enhanced Fog nodes. Thus, achieving better scalability, efficient
use of resources, and dealing with the complexity of the system. Lower elements inside this hierarchy, are the first aggregation nodes
that gather the data sent from the sensors and apply a first-level processing to obtain useful information.
A security system for a customized Fog infrastructure for IoT applications such as Smart cities or industrial automation, offering a
common platform where different applications will be securely executed. This will eliminate the silo's problem and allow a more efficient
use of resources.
An extension of the FORTIKA Fog architecture, allowing applications that could run on the Cloud to be executed on the FORTIKA edge
nodes if the system can support it or if the service requires it. This characteristic allows "up and down" decisions, from the Fog to the
Cloud or vice versa in a flexible manner.
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CUSTOMER TAILORING INFORMATION SECURITY SERVICES IN A SOFTWARE FIRM

Nemetschek Bulgaria is one of the first software companies in Bulgaria, with over 15 years of experience. Nemetschek is mainly working
on the Facility Management market. The discipline Facility Management covers all aspects related to the management and maintenance
of the property of one organization. This is related to very sensitive information about personal data, financial data, technical data, etc.
Through the company’s services and projects, Nemetschek has access to different SMEs from different business areas – Facility
Management, Logistic Centres, Retail Chains, Construction Companies, Banks, etc. Each business unit (of NEMETSCHEK) is connected
to a dedicated customer (business sector) with different information security policies and specific IT infrastructure, thus the
cybersecurity/information security is one of the main topics.
It’s very important to ensure that we can provide high-level of data security to customers. Some of Nemetschek’s customers are: i)
Allianz Bank, ii) Sofia Business Park, iii) Chain stores such as Lidl, Technomarket, Euro 07, iv) Residential Parks and v) Logistic Centres
UC3: The utilization of both FORTIKA modes (HW middleware & Virtual Services) will be demonstrated through these cases taking into
consideration the needs of each business unit. FORTIKA solution will operate under different settings and system configurations and
will handle heterogeneous traffic profiles.
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AMBITION
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