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1. Executive Summary
Standards offer the advantage of minimum guaranteed level of quality for products, services, and processes, to all stakeholders. Companies and organizations can be certain that
their products or services will not be considered inferior to those of their competitors, and
consumers that the products they buy, and use do offer the minimum expected behavior.
For this reason, not only large companies, but also SMEs should aim to adopt appropriate
standards, and even go as far as getting a certification of conformance to particular standards.
Nevertheless, there are many SDOs (Standard Development Organizations) at the national, European, and global level, all producing multiple standards. Also, due to continuous
technology evolution, standards have to be periodically reviewed, confirmed, amended or
even replaced by newer ones (e.g., ISO does this every five years). Moreover, new fields,
such as cybersecurity, contribute to the addition of more standards.
A typical SME, with its limited resources, is faced with an almost impossible task; it has
to search through the huge number of standards (with most of the relevant documents particularly expensive), select the most appropriate for its activities, and even pay for certification. Furthermore, standards try to cover as large set of possible scenarios as possible, thus
frequently offering a general framework rather than practical instructions. In addition, there
is a large body of national, regional, and international laws and regulations, either due to
different commercial interests, or simply because it is necessary to regulate the various economic sectors to allow for healthy competition, consumer, and environmental protection.
As a part of the work under the FORTIKA project, the goal of this report is to provide
SMEs with a practical, concise, and up-to-date overview of the most important standards for
cybersecurity, both at the European and the global level, together with the most important
EU regulations and directives. This is the first version of the report on synergies with EU cybersecurity eco-system and analysis, with two more to follow during the next two years of
the FORTIKA project as separate deliverables according to the respective Grant Agreement.
In this version, only a comprehensive overview of EU and international SDOs and standards
appears. In the next version, after the experience gained by the work under FORTIKA, there
will be separate sections describing a suggested methodology for SMEs so that it is easier for
them to examine, select, and apply the most suitable of the available standards for their
case.

2. Introduction
One of the main goals of FORTIKA is to design and provide SMEs with a realistic and costeffective solution towards addressing the complex, multi-faced, and highly demanding problem of cybersecurity. Such a solution should provide a way of guaranteeing compliance with
standards on cybersecurity for SMEs. This means applying cybersecurity best practices as
well as achieving compliance with the most applicable standards.
The benefits of using standardization and best practices can lead to a high degree of
confidence that the FORTIKA solution will be delivered properly considering the adequate
guarantees for cybersecurity services in the EU. After all, a standard can potentially be used
for assessing the overall cybersecurity stance of a product, service, or organization. Another
dimension is the frequent requirement that a product, service, or organization is certified to
follow one or more standards.
Hence, the purpose of this document is to provide a list of standards and specifications
related to cybersecurity in a broad way, while focusing on those that could be applied to the
FORTIKA ecosystem. While investigating suitable standards and guidance for implementing
effective cybersecurity, it is important to establish the role that each standard fulfils, its
scope and how it interacts (or will interact) with other standards and guidance.
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There are many national and international organizations producing standards (e.g., ISO,
ITU, IEEE, NIST). Nevertheless, since FORTIKA is focused on cybersecurity for SMEs within the
EU, this document presents and discusses respective standards that are mainly applicable in
the EU.
In general, selecting any standard should follow some specific criteria and answer certain questions. ECSO (European Cyber Security Organization) is such a non-profit organization, established in June 2016, that has produced the report: “State of the Art Syllabus,
Overview of existing Cybersecurity standards and certification schemes v2”, in December
2017 [1]. It presents cybersecurity standards and certification, based on the following questions:
● Focus: What is (mainly) the applicability area of this standard?
● Associated Scheme and Governance: Does a scheme exist to assess, test or certify
people, products, services, organizations or infrastructures against this standard? If
there is an associated scheme, how is the scheme governed? Who is the standard
developing organization, who is the certification scheme owner? What are the accredited third-party labs, if any?
● Process: How does the assessment or certification process work? Is self-declaration
allowed? Are several different levels of security defined?
● Practice: Is this standard used in practice for assessments or certifications? If so,
what is the experience and perceived value in the market? How many subjects are
certified?
● Formal Status: Is there any associated legislation, official mandate or other government involvement?
● Relation to other standards/schemes: Is there any official relation with other standards or schemes described in this document?
Taking many of the issues above into consideration, this report presents an overview of the
most important standards from both International and European standards organization.
Such an overview is important, so that the existing standards landscape is determined, prior
to designing and testing any FORTIKA solution for conformance with security standards. The
rest of this report is organized as follows.
The basic terms on information security are presented in Section 3. Section 4 outlines
the principal standards organizations on cybersecurity, both within the EU, as well as internationally. Section 5 discusses the relevant EU regulations and directives. Section 6 presents
an overview of the relevant standards produced by the principal European organizations.
Section 7 presents the relevant standards produced by the principal International organizations. Finally, the conclusions are presented in Section 8.

3. Background
The ongoing technological revolution in computer systems and networks has led to enormous processing, transmission and storage capacity at a very low cost, allowing SMEs to easily interconnect their systems with others through the Internet. Nevertheless, such vast
amount of information (processed or raw), transmitted and stored daily, represents an invaluable asset for both individuals and companies; hence, it must be protected. In any context, protection can be depicted as a three-step process including measures to:
● prevent any damage to assets (Prevention),
● detect when, how and who caused any damage to the assets (Detection),
● repair damaged assets (Response).
Information security is defined as the protection afforded to an automated information system to attain the applicable objectives of preserving the security principles, i.e. confidentialiMay 2018
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ty, integrity, and availability of information system resources. These three terms, also known
as the security triad, are defined as follows:
● Confidentiality is the prevention of unauthorized access to information and/or information disclosure. As such, confidentiality includes both secrecy and privacy. Secrecy is necessary so that information remains unavailable to unauthorized individuals. Privacy, on the other hand, is necessary so that a respective entity can control or
influence who can collect or store specific pieces of information concerning oneself
and to whom this can be disclosed.
● Integrity is the prevention of unauthorized information changes (either alteration or
deletion) for both the cases of information where data is changed only by authorized
entities, as well as the case of systems where deliberate or inadvertent unauthorized
manipulation towards operating in an unimpaired manner should be prohibited.
● Availability is the capability of making all respective services constantly available to
authorized entities.
Threat is a potential violation of security (i.e., a possible danger that may lead to an existing
vulnerability). On the other hand, an attack is an actual assault against system security that
derives from an intelligent threat: an intelligent act that is a deliberate attempt (especially in
the sense of a method or technique) to evade security services and violate the security policy of a system. Attacks are either passive, where the attacker aims in obtaining information,
or active where the attacker modifies information or interrupts system operation. To eliminate threats and mitigate attacks, countermeasures need to be deployed.
Given the rising amount of actual attacks that have been reported during recent years
and even the widespread availability of attacking kits for a relatively small amount of money,
combined with the advent of the IoT (Internet of Things), ensuring information security is
becoming an ever more difficult task. Large organizations can afford to establish and maintain a special task force capable of facing such threats successfully. SMEs, however, cannot
afford it, whilst any information security breach can threaten their very existence, due to
bad publicity and subsequent loss of revenue.
Consequently, it is of no surprise that many international bodies and organizations have
studied this problem and have come up with certain general standards of cybersecurity,
some aspects of which are directly applicable to SMEs.

4. Cybersecurity Standards Development
The standardization process facilitates system integration and interoperability, thus allowing
different products or methods to be compared in a meaningful manner. Moreover, standardization allows users to assess new products or services and increase the transparency
level of the product or service to the end-user. Finally, standardization structures the approach to deploying new technologies or business models.
A great number of Standards Developing Organizations (SDOs) [2] are taking part in
standardization development activities related to cybersecurity together with certain industrial associations, as listed in the ENISA Definition of Cybersecurity [3] and mostly outlined in
the table below.

Table 1. Main SDOs.
Acronym

Organization Name

3GPP

3rd Generation Partnership Project [4]

CL

CableLabs [5]
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CEN

Comité Européen de Normalisation [6]

CENELEC

European Committee for Electrotechnical Standardization [7]

CSA

Cloud Security Alliance [8]

ETSI

European Telecommunication Standards Institute [9]

FIDO

FIDO Alliance [10]

GP

GlobalPlatform [11]

GSMA

GSM Association [12]

IEC

International Electrotechnical Commission [13]

IEEE

Institute for Electrical and Electronic Engineers [14]

IETF

Internet Engineering Task Force [15]

ISO

International Organization for Standardization [16]

ITU

International Telecommunication Union [17]

OASIS
OMG

Organization for the Advancement of Structured Information Standards
[18]
Object Management Group [19]

TCG

Trusted Computing Group [20]

W3C

World Wide Web Consortium [21]

The large number of SDOs and the plurality of standards results in a huge organizational
challenge, which is summarized in the following questions:
● How to distinguish between the number of published standards?
● How to find the most applicable on each case?
● How to combine different cybersecurity standards, whose knowledge and guides are
fragmented between different areas of cybersecurity?
Figure 1 [22] shows an indicative example of how challenging it is to go through the SDOs
ecosystem for IoT.
In general, standardization improves efficiency and effectiveness of key processes;
standardized procedures are critical and important in cross-border and community communication in the EU. Furthermore, standard operating procedures have a key role in EU response mechanisms to cyber incidents, and as far as industry is concerned, standards such as
ISO/IEC 27001 encourage the adoption of standard organizational structures.
The challenges on the domain of standardization in the European Union have been described in detail by ENISA [23] and are listed below:
● Lack of consistent strategy towards standards.
● Recognized shortcoming of the current approach.
● Need establishing a small number of initiatives at EU level.
May 2018
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Improve coordination between EU funded R&D and the SDOs.

In order to have a broad, yet concise view of the most important, relevant standards, this
report presents an overview in the following sections.

Figure 1. Indicative SDOs Landscape for IoT.

5. EU Security and Privacy Regulations and Directives
This section describes EU initiatives, in terms of Directives and Regulations to promote cybersecurity strategy in the EU. There are two main EU legislations to take into consideration,
namely, The General Data Protection Regulation (GDPR) and the Network and Information
Security (NIS) Directive. Both will have a considerable impact on enhancing cybersecurity of
provided services and processes involved in the years to come.

5.1

Directive (EU) 2016/1148

Directive (EU) 2016/1148 [24], known as the NIS Directive, describes measures for common,
high-level of network and information systems security, across the European Union. The NIS
Directive was published in July 2016 and is the first piece of EU legislation specifically aimed
at improving cybersecurity throughout the EU. The deadline for its transposition into national legislation was 9 May 2018.
The NIS Directive provides legal measures to boost the overall level of cybersecurity in
the EU by ensuring:
 Member state preparedness.
 Cooperation among all member states.
 A culture of security across sectors which are vital for the economy and the society
and rely heavily on ICTs (Information Communication Technologies).
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The NIS Directive will help ensure a consistent approach to cybersecurity. This directive represents a very significant step towards securing EU information systems and improving the
functioning of the internal market.
The EU Commission prepared the so-called “NIS toolkit” in the effort to provide practical
information to Member States, thus assisting them in its swift incorporation at the national
level. Where information is considered confidential in accordance with Union and national
rules on business confidentiality, such confidentiality should be ensured when carrying out
the activities and fulfilling the objectives set by this Directive.
This Directive applies only to those public administrations which are identified as Operators of Essential Services (OESs), as well as to Digital Service Providers (DSPs). Therefore, it is
the responsibility of the Member States themselves to ensure the security of network and
information systems of all organizations whose services are considered critical for economic
and societal activities. The sectors of services that are considered essential appear in an annex of the Directive, but it is up to each Member State to draw up a specific list of organizations or enterprises that belong to any of those sectors.
In addition, it is the responsibility of those organizations to report any major security incidents to the Computer Security Incident Response Teams (CSIRT) that are also to be established by each Member country. This accountability remains with the same organizations
even if they organizations outsource all or even parts of their respective activities. In the
case of other DSPs, the respective framework is similar but lighter.

5.2

Regulation (EU) 2016/679

Regulation (EU) 2016/679 [25] is known as the General Data Protection Regulation (GDPR)
on the protection of natural persons regarding the processing of personal data and on the
free movement of such data. It was published in April 2016, allowing a two-year transition
period until 25 May 2018, when it became enforceable. Since it is thoroughly described in
other FORTIKA reports, only a brief description appears here.
The GDPR is designed to control the processing of personal data, not only within, but also any export of such data outside the EU. This simplifies non-European companies to comply with such regulations throughout the EU, but also prescribes fines of up to 20 million Euros. Furthermore, it specifies a sort of “Bill-of-Digital-Rights” for all EU citizens (right to
know).
Its rules are in the form of a regulation, thus imposing data protection standards that
will be the same in all 28 EU Member States. Since it is a Regulation, it is directly applicable,
without the necessity of national enabling legislation. Enforcement will be the responsibility
of each member state, but the GDPR also encourages centralized coordination of enforcement across the EU. It does not address the protection of critical infrastructures.
The GDPR and the NIS Directive are complementary initiatives. They share the same ambition for providing a data protection framework in the EU. GDPR deals with personal data
protection and the objective of the NIS Directive is the protection of IT systems in critical
national infrastructure within the EU.

5.3

Directive 2013/40/EU

This is also known as “The Directive on attacks against information systems” [26]. The aim of
this Directive is to homogenize the criminal law of the Member States regarding certain cybercrime incidents against information systems, via a minimum set of rules on the definition
of criminal offenses and related sanctions. This Directive imposes new obligations and tasks,
but also streamlines respective procedures for stakeholders such as CERTs, security experts,
and information system providers. A transition period of two years was allowed until 4 September 2015.
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Criminal provisions include: Illegal access, illegal interception, and tools for committing
offenses. Specific mention of botnets and identity theft is given. This is followed by cooperation and information exchange procedures, and good practices for data collection and reporting.

5.4

Directive 2009/136/EC
Directive 2009/136/EC [27] amends Directive 2002/22/EC (“ePrivacy Directive”) on universal
service and users’ rights, relating to electronic communications networks and services. This
legislation is widely known as “The Cookie Law”. It was adopted by all EU Member States in
2011. Although it is still in effect, its simultaneous existence with the GDPR has been a cause
by several groups to question its usefulness.

6. European Standards on Security
6.1

CEN

As stated above, CEN (European Committee for Standardization) has produced many European standards, spanning a plethora of areas and sectors. The security-related standards
produced by CEN that are still valid are outlined in this section. All information is derived
from their web site.
 CEN ISO/TS 14441:2013. Health informatics - Security and privacy requirements of
EHR systems for use in conformity assessment. It examines electronic patient record
systems at the clinical point of care that are also interoperable with EHRs. It includes
a cross-mapping of 82 security and privacy requirements against the Common Criteria categories in ISO/IEC 15408 (all parts).
 CEN ISO/TS 19299:2015. Electronic fee collection - Security framework. It is an information security framework for all organizational and technical entities of an EFC
scheme and in detail for the interfaces between them, based on the system architecture defined in ISO 17573.
 CEN/TR 15300:2006. Health informatics - Framework for formal modelling of
healthcare security policies. This does not intend to indicate an exhaustive spectrum
of all the published formal security policy models; it only gives a readable and understandable flavor of the most well-known formal models and the most interesting
ones from the healthcare activity and needs point of view.
 CEN/TR 16412:2012. Supply chain security (SCS) - Good practice guide for small and
medium sized operators. This aims to provide SMEs with basic knowledge about how
to manage and mitigate the risk of criminal and terrorist activities.
 CEN/TR 16968:2016. Electronic Fee Collection - Assessment of security measures for
applications using Dedicated Short-Range Communication. It includes a threat analysis, based on ISO/TS 19299.
 CEN/TS 15480-2:2012. Identification card systems - European Citizen Card - Part 2:
Logical data structures and security services. It specifies the logical characteristics
and security features at the card/system interface for the European Citizen Card.
The latter is a smart card with Identification, Authentication and electronic Signature
(IAS) services.
 CEN/TS 16850:2015. Societal and Citizen Security - Guidance for managing security
in healthcare facilities.
 CEN/TS 419241:2014. Security Requirements for Trustworthy Systems Supporting
Server Signing.
 CEN/TS 419261:2015. Security requirements for trustworthy systems managing certificates and time-stamps.
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CR 14301:2002. Health informatics - Framework for security protection of healthcare
communication.
CR 14302:2002. Health informatics - Framework for security requirements for intermittently connected devices.
CWA 14170:2004. Security requirements for signature creation applications.
CWA 16871-1:2015. Requirements and Recommendations for Assurance in Cloud
Security - Part 1: Contributed recommendations from European projects.
CWA 17260:2018. Guidelines on evaluation systems and schemes for physical security products.

ETSI

The European Telecommunications Standards Institute (ETSI) produces globally-applicable
standards for ICTs, including fixed, mobile, radio, converged, broadcast and internet technologies. Its standards related to security are specific to communication technologies, such
as LTE, UMTS, GSM, and to feasibility studies on 3GPP system to Wireless Local Area Network (WLAN) interworking.
Nevertheless, ETSI has placed considerable effort in producing a set of standards that
are of relevance to cyber security, whilst they are available to anyone for free from their site
[28]. These are outlined below:
 ETSI TR 103 303 V1.1.1 (2016-04): CYBER; Protection measures for ICT in the context
of Critical Infrastructure.
 ETSI TR 103 304 V1.1.1 (2016-07): CYBER; Personally Identifiable Information (PII)
Protection in mobile and cloud services.
 ETSI TR 103 305-1 V2.1.1 (2016-08): CYBER; Critical Security Controls for Effective
Cyber Defence; Part 1: The Critical Security Controls.
 ETSI TR 103 305-2 V1.1.1 (2016-08): CYBER; Critical Security Controls for Effective
Cyber Defence; Part 2: Measurement and auditing.
 ETSI TR 103 305-3 V1.1.1 (2016-08): CYBER; Critical Security Controls for Effective
Cyber Defence; Part 3: Service Sector Implementations.
 ETSI TR 103 305-4 V1.1.1 (2016-08): CYBER; Critical Security Controls for Effective
Cyber Defence; Part 4: Facilitation Mechanisms.
 ETSI TR 103 306 V1.2.1 (2017-03): CYBER; Global Cyber Security Ecosystem.
 ETSI TR 103 309 V1.1.1 (2015-08): CYBER; Secure by Default - platform security technology.
 ETSI EG 203 310 V1.1.1 (2016-06): CYBER; Quantum Computing Impact on security of
ICT Systems; Recommendations on Business Continuity and Algorithm Selection.
 ETSI TR 103 331 V1.1.1 (2016-08): CYBER; Structured threat information sharing.
 ETSI TR 103 369 V1.1.1 (2016-07): CYBER; Design requirements ecosystem.
 ETSI TR 103 421 V1.1.1 (2017-04): CYBER; Network Gateway Cyber Defence.
 ETSI TR 103 456 V1.1.1 (2017-10): CYBER; Implementation of the Network and Information Security (NIS) Directive.
The advantages of using the ETSI standards are:
1. They come from an established European Organization, hence applicable within the
European Union.
2. They represent a suitable combination of multiple standards from many standards
organizations.
3. They are free of charge, accessible by anyone, which represents a major issue for
SMEs with limited resources.
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7. International Standards on Security
An SME, as the main application domain of FORTIKA, will implement some security mechanisms in terms of protection from cyber threats. The international organizations with the
most widespread standards in Informatics are ISO, IEC, ITU, and IETF. This section presents
related standards of those organizations.

7.1

ISO

ISO and IEC have established several subcommittees for standardization purposes. Many
nations have endorsed or extended the ISO specifications (the ISO specifications themselves
have been derived from many national and international security frameworks).
Of interest in this report is the Joint Technical Committee ISO/IEC JTC 1, and more specifically ISO/IEC JTC 1/SC 27. The latter develops international standard in Informatics and IT
security. The most important of these standards are briefly presented below. All information
is derived from their web site.

7.1.1

ISO/IEC 27000 Family of Standards

ISO/IEC 27001 (published in 2013) represents an important milestone, essentially being a
reference framework for cybersecurity standards implementation. An overview of the whole
family of those standards, together with the related vocabulary of Information Security
Management Systems (ISMS) are included in ISO/IEC 27000:2018 (fifth edition) [29].
ISO/IEC 27001 is the first of a family of standards, and provides requirements for “establishing, implementing, maintaining and continually improving an information security management system”. An ISMS represents a strategic decision for a company or an organization,
“influenced by its needs and objectives, security requirements, organizational processes
used and the size and structure of the organization” [30]. This standard presents as a systematic approach to managing sensitive company information so that the latter remains secure.
This standard describes how an organization must set its security objectives and determine the risks that threaten these objectives by including people, processes, and IT systems.
After the risks are identified, a risk treatment plan can be drawn with suitable controls. Although the whole process is, in general, applicable to any organization, the actual implementation is not completely mandatory, but rather it is assumed to be scaled accordingly to the
specific needs, goals, and available resources.
To guide the whole process, ISO/IEC 27001 considers the organization leadership as the
most important driving force. The leadership should define the actual policy and determine
the roles and responsibilities of each entity within the organization. This is followed by Planning, which involves the definition of actions to address risks, setting security objectives, and
the planning necessary to achieve them. Supporting elements need to be identified such as
resources, competence, awareness, communication, and documentation. This is followed by
information security risk assessment and treatment. Such a complex process, however,
would not be complete without some form of evaluation. Hence, specific processes are outlined for monitoring, measurement, analysis, internal auditing, and (if necessary) management review, with corrective actions and improvement.
The ISO 27000 family of standards includes a set of many standards. The following list
provides a brief overview of the most significant members of this family, grouped by their
main content.
Standards specifying requirements
 ISO/IEC 27001:2013. Already described above.
 ISO/IEC 27006:2015. Requirements for bodies providing audit and certification
of information security management systems (third edition).
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ISO/IEC 27009:2016. Sector-specific application of ISO/IEC 27001 – Requirements. It explains how to include requirements additional to those in ISO/IEC
27001, how to refine any of the ISO/IEC 27001 requirements, and how to include
controls or control sets in addition to ISO/IEC 27001:2013, Annex A.

Standards describing general guidelines
 ISO/IEC 27002:2013. Code of practice for information security controls. This is an
advisory framework that an organization may adopt to its specific information
security risks and focuses on the respective controls it should establish. Topics
include many security aspects such as Human Resource, Asset Management, Access Control, Cryptography, and Communication.
 ISO/IEC 27003:2017. This standard provides explanation and guidance on
ISO/IEC 27001:2013.
 ISO/IEC 27004:2016. Guidance on monitoring, measurements, analysis and evaluation of an ISMS.
 ISO/IEC 27005:2011. Provides guidelines for information security risk management. Current release has failed to reflect the updates to 27001 and 27002.
Hence, its update has been restarted.
 ISO/IEC 27007:2017. Guidelines for information security management systems
auditing. Applicable to those that need to understand or conduct internal or external audits of an ISMS or to manage an ISMS audit programme.
 ISO/IEC TR 27008:2011. Guidelines for auditors on information security controls.
The focus here is on the controls.
 ISO/IEC 27013:2015. Guidance on the integrated implementation of ISO/IEC
27001 and ISO/IEC 20000-1 for organizations that intend to either:
o implement ISO/IEC 27001 when ISO/IEC 20000‑1 is already implemented, or vice versa,
o implement both ISO/IEC 27001 and ISO/IEC 20000‑1 together, or
o integrate existing management systems based on ISO/IEC 27001 and
ISO/IEC 20000‑1.
 ISO/IEC 27014:2013. Guidance on governance of information security.
 ISO/IEC TR 27016:2014. It provides guidelines on how an organization can make
decisions to protect information and understand the economic consequences of
these decisions in the context of competing requirements for resources.
 ISO/IEC 27021:2017. It specifies the requirements of competence for ISMS professionals leading or involved in establishing, implementing, maintaining, and
continually improving one or more information security management system
processes that conform to ISO/IEC 27001.
Standards describing sector-specific guidelines
 ISO/IEC 27010:2015. This standard provides controls and guidance specifically
relating to initiating, implementing, maintaining, and improving information security in inter-organizational and inter-sector communications. It provides guidelines and general principles on how the specified requirements can be met using
established messaging and other technical methods.
 ISO/IEC 27011:2016. It provides interpretation guidelines for the implementation and management of information security controls in telecommunications
organizations based on ISO/IEC 27002.
 ISO/IEC 27017:2015. This standard provides guidelines for information security
controls applicable to the provision and use of cloud services by providing:
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7.1.2

additional implementation guidance for relevant controls specified in
ISO/IEC 27002;
o additional controls with implementation guidance that specifically relate
to cloud services.
It is applicable to both cloud service providers and cloud service customers,
since it includes guidelines for the implementation of information security control for both. Topics include Cloud definitions and specific concepts, Human resource security, Asset management, Access control, Cryptography, Physical and
environmental security, Operations and Communications security, related incident, and business continuity management.
ISO/IEC 27018:2014. Code of practice for protection of personally identifiable information (PII) in public clouds acting as PII processors. It is applicable to both
public and private companies, government entities, and not-for-profit organizations, which provide information processing services as PII processors via cloud
computing under contract to other organizations. However, PII controllers can
be subject to additional PII protection legislation, regulations, and obligations,
not applying to PII processors. ISO/IEC 27018:2014 is not intended to cover such
additional obligations.
ISO/IEC 27019:2017. Information security controls for the energy utility industry.
This covers programming and parameterization of devices, digital controllers
and automation components including digital sensor and actuator elements,
communication technology used in the process control domain, e.g. networks,
telemetry, tele control applications and remote-control technology; energy
management systems, etc. does not apply to the process control domain of nuclear facilities (this is covered by ISO/IEC 63645).
ISO 27799:2016. This standard provides implementation guidance for the controls described in ISO/IEC 27002 and supplements them where necessary, so
that they can be effectively used for managing health information security.
However, the following areas of information security are outside its scope:
o Methodologies and statistical tests for effective anonymization of personal health information.
o Methodologies for pseudonymization of personal health information
(see Bibliography for a brief description of a Technical Specification that
deals specifically with this topic).
o Network quality of service and methods for measuring availability of
networks used for health informatics.
o Data quality (as distinct from data integrity).

ISO/IEC 27032

ISO/IEC 27032:2012 (Guidelines for Cybesecurity) is the international Standard, explicitly
focusing on cybersecurity. While the controls recommended are not as precise or prescriptive as those described in ISO/IEC 27001, this standard recognizes the vectors that cyberattacks rely upon, including those that originate outside cyberspace itself. Furthermore, it
includes guidelines for protecting information beyond the borders of an organization, such
as in partnerships, collaborations, or other information-sharing arrangements with clients
and suppliers. Due to its focus on cybersecurity, it is presented in more detail.
Cybersecurity controls identified in ISO/IEC 27032:2012, should be a reference for mapping to security features covered by the FORTIKA solution in different technical security domains, such as:
● Application level controls.
● Server protection.
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End-user controls.
Controls against social engineering attacks.

ISO/IEC 27032:2012 provides guidance for improving the state of cybersecurity, drawing out
its unique aspects and its dependencies on other security domains. It covers the baseline
security practices for stakeholders in cyberspace. This standard provides:
● An overview of cybersecurity.
● An explanation of the relationship between cybersecurity and other types of security, namely: information security, network security, internet security, and critical information infrastructure protection.
● A definition of stakeholders and a description of their roles in cybersecurity.
● Guidance and controls (over and above those in ISO/IEC 27001) for addressing
common cybersecurity issues.
● A framework to enable stakeholders to collaborate on resolving cybersecurity issues,
by information sharing, coordination, and incident handling. For this reason, key elements for establishing trust, systems integration, and interoperability are also included.
Given the broad scope of this standard, the controls provided are at a high level. The standard does refer to several other standards for more details.

7.1.3

Other ISO Standards of Interest

There are many other standards that are of interest to Information security. Nevertheless,
they are covered in this section briefly, either because they are not as important, or because
they refer to techniques and methods that are typically integrated in readily available products or available as APIs (Application Programming Interfaces) for application programmers
to use them in the final products:
 ISO/IEC 21827:2008 is an International Standard based on the Systems Security Engineering Capability Maturity Model (SSE-CMM) that can measure the maturity of
the implementation of ISO 27001/ISO 27002 security controls for securityconsciensous products (mainly applications). It is essentially a reference model for
security engineering practices, that can also be used as a standard metric. It was last
reviewed and confirmed in 2014. Hence, the 2008 version remains current.
 ISO/IEC 24760:2011+. This standard provides a framework for identity management.
It consists of the following parts:
o ISO/IEC 24760-1:2011. This part describes the terminology and concepts. It
was last reviewed and confirmed in 2017, thus remaining current.
o ISO/IEC 24760-2:2015. This part describes a reference architecture and requirements.
o ISO/IEC 24760-3:2016. This part provides guidance for the management of
identity information and for ensuring that an identity management system
conforms to ISO/IEC 24760-1 and ISO/IEC 24760-2. The specification of Authentication Context for Biometrics (ACBio) is applicable not only to single
modal biometric verification but also to multimodal fusion. There has been a
2013 corrigenda/amendments document and is currently under review. This
standard will be replaced by ISO/IEC DIS 24761 (Authentication context for
biometrics).
 ISO/IEC 24761:2009. This standard specifies the structure and the data elements of
ACBio, which is used for checking the validity of the result of a biometric verification
process executed at a remote site.
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ISO/IEC 27031:2011 provides guidelines for information and communication technology readiness for business continuity management. This includes incident preparedness, disaster recovery planning, and emergency response and management,
so that business can then be conducted at an acceptable level, mitigating any negative impact. It is based on the principal cycle of: Plan-Do-Check-Act.
ISO/IEC 27033:2010+. This standard offers guidance on information security in a
network environment. It consists of the following parts:
o ISO/IEC 27033-1:2015. Overview and concepts.
o ISO/IEC 27033-2:2012. Guidelines for the design and implementation of
network security.
o ISO/IEC 27033-3:2010. Reference networking scenarios - Threats, design
techniques and control issues.
o ISO/IEC 27033-4:2014. Securing communications between networks using
security gateways.
o ISO/IEC 27033-5:2013. Securing communications across networks using Virtual Private Networks (VPNs).
o ISO/IEC 27033-6:2016. Securing wireless IP network access.
ISO/IEC 27034:2011+. This standard offers guidance on information security to those
specifying, designing, and programming or procuring, implementing, and using application systems. Due to its large scope it is of no surprise that it is split in several
parts with different versions considered as current:
o ISO/IEC 27034-1:2011. This part describes the necessary concepts for security techniques that need to be included in application programming. Three
minor corrections plus a revised figure were published in 2014 as a technical
corrigendum.
o ISO/IEC 27034-2:2015. Application security - Organization normative framework. This part explains the structure, relationships and interdependencies
between processes in the Organization Normative Framework (ONF) - a
suite of application security-related policies, procedures, roles and tools.
o ISO/IEC 27034-3. Application security management process; still in draft status.
o ISO/IEC 27034-4. Application security validation; still in draft status.
o ISO/IEC 27034-5:2017. Protocols and application security control data structure. This part defines the so-called Application Security Control (ASC) data
structure providing requirements, descriptions, graphical representations,
and XML schema for the data model. It also enables the establishment of libraries of reusable application security functions that may be shared both
within and between organizations.
o ISO/IEC 27034-6:2016. This part provides examples of how Application Security Controls (ASCs) might be developed and documented, defining how information security is to be handled during software development.
o ISO/IEC 27034-7. Assurance prediction framework; still in draft status.
ISO/IEC 27035:2016. This standard provides the framework for information security
management. It consists of two parts:
o ISO/IEC 27035-1:2016. Principles of incident management.
o ISO/IEC 27035-2:2016. Guidelines to plan and prepare for incident response.
ISO/IEC 27037:2012. This standard provides guidelines for specific activities in the
handling of digital evidence, which are identification, collection, acquisition, and
preservation of potential digital evidence that can be of evidential value. As such, it
gives guidance for the following (indicative) devices and circumstances:
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Digital storage media used in standard computers like hard drives, floppy
disks, optical and magneto optical disks, data devices with similar functions.
o Mobile phones, Personal Digital Assistants (PDAs), Personal Electronic Devices (PEDs), memory cards.
o Mobile navigation systems.
o Digital still and video cameras (including CCTV).
o Standard computer with network connections.
o Networks based on TCP/IP and other digital protocols.
o Devices with similar functions as above.
ISO/IEC 27039:2015. This standard provides guidelines to assist organizations in preparing to deploy intrusion detection and prevention systems (IDPS). More specifically, it addresses the selection, deployment, and operations of IDPS. It also provides
background information from which these guidelines are derived.
ISO/IEC 27040:2015. This standard provides detailed technical guidance on how organizations can define an appropriate level of risk mitigation by employing a wellproven and consistent approach to the planning, design, documentation, and implementation of data storage security.
ISO/IEC 27041:2015. This standard provides guidance on mechanisms for ensuring
that methods and processes used in the investigation of information security incidents are suitable. It encapsulates best practice on defining requirements, describing methods, and providing evidence that implementations of methods can be
shown to satisfy requirements. It includes consideration of how vendor and thirdparty testing can be used to assist this assurance process.
ISO/IEC 27042:2015. This standard provides guidance on the analysis and interpretation of digital evidence in a manner which addresses issues of continuity, validity,
reproducibility, and repeatability. It encapsulates best practice for selection, design,
and implementation of analytical processes and recording sufficient information to
allow such processes to be subjected to independent scrutiny when required. It provides guidance on appropriate mechanisms for demonstrating proficiency and competence of the investigative team.
ISO/IEC 27043:2015. This standard provides a general overview of all incident investigation principles and processes without prescribing details within each of the investigation principles and processes covered in this International Standard. Many
other relevant International Standards, where referenced in this International
Standard, provide more detailed content of specific investigation principles and processes.
ISO/IEC 27050:2016+. Security techniques – Electronic discovery. This standard concerns the discovery phase, specifically the discovery of Electronically Stored Information (ESI), a legal term-of-art meaning (in essence) forensic evidence in the form
of computer data. This discovery involves the following main steps: Identification,
Preservation, Collection, Processing, Review, Analysis, and Production. This is a multi-part standard that consists of the following parts:
o ISO/IEC 27050-1:2016. Overview and concepts.
o ISO/IEC 27050-2. Guidance for governance and management of electronic
discovery; still in draft status.
o ISO/IEC 27050-3:2017. Code of practice for electronic discovery.
o ISO/IEC 27050-4. ICT readiness for electronic discovery; still in draft status.
ISO/IEC 29100:2011. This standard provides a framework which specifies a common
privacy terminology, defines the actors and their roles in processing personally identifiable information, describes privacy safeguarding considerations, and provides
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references to known privacy principles for information technology. It has been reviewed and confirmed in 2017, thus remaining current.
ISO/IEC 29101: 2013. This standard defines a privacy architecture framework that
specifies concerns for ICT systems that process personally identifiable information;
lists components for the implementation of such systems; and provides architectural
views contextualizing these components.

ITU

According to their site there are a total of over 2,200 standards from various organizations
that deal with ICT security [31]. Of those, 32 standards are exclusive to cybersecurity at the
time of writing this report [32]. The 18 ITU standards are listed below:
 ITU-T X Suppl. 9 (09/2011): ITU-T X.1205 - Supplement on guidelines for reducing
malware in ICT networks. It provides guidelines that can be utilized by end users to
reduce malware in Information and ICT networks.
 ITU-T X Suppl. 10 (10/2014): ITU-T X.1205 - Supplement on usability of network
traceback. It provides an overview of traceback for responsive measures to certain
network issues within a single or a more complex array of service providers. Traceback may assist in discovering ingress points, paths, partial paths or sources of problematic network events. This information may aid service providers in mitigating
such events.
 ITU-T X.1208 (01/2014): A cybersecurity indicator of risk to enhance confidence and
security in the use of telecommunication/information and communication technologies. It describes a methodology for organizations to use cybersecurity indicators
when computing a risk measure and it provides a list of potential cybersecurity indicators. It is intended to help organizations that implement or operate a portion of
the global infrastructure of information and communication technologies to evaluate their own cybersecurity capability and risk.
 ITU-T X.1500 (04/2011): Overview of cybersecurity information exchange. It describes techniques for exchanging cybersecurity information. These techniques can
be used individually or in combinations, as desired or appropriate, to enhance cybersecurity through coherent, comprehensive, global, timely and assured information exchange.
 ITU-T X.1500.1 (03/2012): Procedures for the registration of arcs under the object
identifier arc for cybersecurity information exchange. It provides for the registration
of OID (Object IDentifier) arcs which enable coherent, unique, and global identification of cybersecurity information as well as for organizations exchanging that information and associated policies.
 ITU-T X.1520 (01/2014): Common vulnerabilities and exposures. It provides a structured means to exchange information security vulnerabilities and exposures, which
provides common names for publicly known problems in the commercial or open
source software used in communication networks, end-user devices or any of the
other types of ICT capable of running software.
 ITU-T X.1521 (03/2016): Common vulnerability scoring system. It provides an open
framework for communicating the characteristics and impacts of ICT vulnerabilities
in the commercial or open source software used in communications networks, end
user devices, or any of the other types of ICT capable of running software.
 ITU-T X.1524 (03/2012): Common weakness enumeration. It provides a structured
means to exchange information security weaknesses that provides common names
for publicly known problems in the commercial or open source software used in
communication networks, end user devices, or any of the other types of ICT capable
of running software.
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ITU-T X.1528 (09/2012): Common platform enumeration. It provides a structured
method of describing and identifying classes of applications, operating systems, and
hardware devices present among an enterprise's computing assets.
ITU-T X.1528.1 (09/2012): Common platform enumeration naming. It defines the
logical structure of names for IT product classes and the procedures for binding and
unbinding these names to and from machine-readable encodings.
ITU-T X.1528.2 (09/2012): Common platform enumeration (CPE) name matching.
The name matching specification provides a method for conducting a one-to-one
comparison of a source CPE name to a target CPE name.
ITU-T X.1528.3 (09/2012): Common platform enumeration dictionary.
ITU-T X.1528.4 (09/2012): Common platform enumeration applicability language.
ITU-T X.1541 (09/2012): Incident object description exchange format.
ITU-T X.1570 (09/2011): Discovery mechanisms in the exchange of cybersecurity information. It provides a framework for discovering cybersecurity information and
the mechanism that enables this.
ITU-T X.1580 (09/2012): Real-time inter-network defence. It outlines a proactive inter-network communication method to facilitate the automation of sharing incident
handling information. Implementations may integrate with existing incident management systems as well as detection, source identification, and mitigation mechanisms for a more complete incident handling solution.
ITU-T X.1581 (09/2012): Transport of real-time inter-network defence messages. It
specifies a transport protocol for real-time inter-network defence (RID) based upon
the passing of RID messages over hypertext transfer protocol/transport layer security (HTTP/TLS).
ITU-T X.1582 (01/2014): Transport protocols supporting cybersecurity information
exchange. It provides an overview of transport protocols that have been adopted
and adapted for use within the Cybersecurity Information Exchange.

IETF

IETF (Internet Engineering Task Force) is a well-known organization producing Internet
standards in the form of RFC documents. According to its site [33], the current Internet
standards on security are as follows:
 RFC 3141: User-based Security Model (USM) for version 3 of the Simple Network
Management Protocol (SNMPv3).
 RFC 5011: Automated Updates of DNS Security (DNSSEC) Trust Anchors.
 RFC 5591: Transport Security Model for the Simple Network Management Protocol
(SNMP).
 RFC 6353: Transport Layer Security (TLS) Transport Model for the Simple Network
Management Protocol (SNMP).
Furthermore, two RFCs are proposed standards, namely:
 RFC 7203 (2014): An Incident Object Description Exchange Format (IODEF) Extension
for Structured Cybersecurity Information.
 RFC 7970 (2016): The Incident Object Description Exchange Format Version 2.

8. Conclusions and Future Work
There are many SDOs and even more standards related to the area of cybersecurity, whose
documents represent a significant cost for the average SME. Standards are useful because
they offer assurance to both producers (that their products or services do provide a certain
level of features and quality) and consumers. Nevertheless, standards frequently provide a
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general framework, since they try to address many scenarios, environments, and circumstances. Standards are also connected with respective enterprise certification, and are under
continual creation, review, confirmation or amendment, and even replacement.
Since FORTIKA focuses on cybersecurity for SMEs that are active within the EU, this report presents the most important security related standards from SDOs at the European and
global level (i.e., CEN, ETSI, ISO, ITU, and IETF). Also, the related EU regulations and directives are presented in order to provide a complete picture of the cybersecurity regulatory
landscape. Although the goal of this report is to provide concise information regarding existing EU and International SDOs and standards for SMEs, additional guidance is necessary for
SMEs, in practice. Even if an SME has already selected and implemented a particular standard(s) how can it be certain that it covers its present and planned activities?
For this reason, in the next two versions of this document, additional sections will appear trying to address issues such as the following:
 How will FORTIKA liaise with all these standardization bodies?
 How will synergies be achieved?
 How will the FORTIKA consortium decide which standard to abide to for the
hardware and software to be offered as products outcome of the project?
 How will this huge standardization ecosystem will be exploited?
 Can there be a methodology to guide an SME towards examining, selecting, and
applying one or more standards for both its present and planned activities in a
cost-effective way, while simultaneously abiding by all EU regulations and directives?
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