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Executive Summary 
This deliverable (D7.4) is a report which is developed as a market and financial analysis to a 
cybersecurity product developed by FORTIKA consortium as well as a pack of services and 
bundles associated with the main product (FPGA). The first instance, with the main objective 
to understand the state of the art of cybersecurity context, it has been done a sector analysis 
to understand the topic of the principal competitors, needs of our possible customer, actual 
position of cybersecurity in the market, products that are running or prices of these solutions, 
topics like sector analysis will be analyzed looking for the general situation of cybersecurity 
market from small enterprises to medium, large, governments, and even universities. On the 
other hand, the competence analysis, four of the most relevant competitors in the market will 
be analyzed and covered point by point like their international position, main customers, their 
products, prices, markets, etc. Finally, market analysis will be useful to explore topics like the 
amount of incomes invested in every market, which countries have more representatives, 
which business has more representatives, etc.  

Next step will be focused in development CBA which will classify the different costs associated 

to the FORTIKA solution such as: 

1. Direct Investments: They should be the biggest type of investment in any project. In 
this part costs like new machines, land and building necessary, possible extension of 
fixed assets, etc. must be included. 

2. Initial costs: They include the different type of costs that must be necessary to start 
with the commercialization of some product or service, like consulting services, 
training and education costs or R&D expenses. 

3. Working capital: It depends on demand analysis and the stock management 
4. Operation and management cost: It is integrated by items such as goods and services 

necessary, maintenance or administration costs, to name a few. 

Furthermore, the revenues of FORTIKA solution will be estimated according to the data 

collected in the second section (State of the art of cybersecurity context). 

In order to develop an accurate CBA & CEA, different financial tools like NPV, IRR, ratio Bº/Cost 

and Payback period will be used, as well as software like Crystal Ball (to simulate several 

possible scenarios as if it were a product with real sales). 

A third step will be focused on developing a CEA that is an alternative to CBA. This method 

compares the relative costs to the results (effects). Whereas the CBA measures costs in a 

monetary value (e.g. €), the CEA is focused in physical units like for example number of cyber-

attacks prevented. This section will therefore use different tools such as questionnaires or 

models.  

Therefore, this analysis might be useful to establish possible adaptations, new costs, etc. The 
information integrated in this document will be useful to determine if the financial items of 
the project are solid enough to go to the market, or they need to be adapted in order to 
achieve acceptance. 
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1. Introduction 
The main goal of CBA & CEA is to determine the feasibility of FORTIKA solution from a financial 
point of view. A model based on CBA & CEA is an investment process according to which a 
project is analysed in order to discover their profit potential. CBA measures costs and 
outcomes in monetary terms. On the other hand, CEA can only be used in comparing 
alternatives that might produce similar security outcomes. In this project, the CBA will be 
adapted to discover the numbers of cyber-attack avoided with the help of the FORTIKA 
solution. 

2. State of the art of cybersecurity context 
The Information and Communication Technology, services, new tools and IoT devices have 
highly increased over the last years. Furthermore, according to Gartner around 3.5 billion of 
citizen are using the internet daily as part of their personal or professional life in 2016, and 
there will be 12 billion machine-to-machine devices connected to the Internet by 2020. 
Therefore, there is a real issue that could expand in the following years and may cause the 
world great damage in the near future if not controlled.  

Indeed, according to Gartner, in the following years these five trends will be carried out 
(infotechlead, 2017): 

A. “Skills and organization for cyber security continue to change”  

The industry is immersed in a process of continuous adaptation, for that reason some 
kind of skills in data science and analytics are needed. 

B. “Cloud security becomes a top priority for many”  

C. “Shift your focus from protection and prevention” 
D. “Application and data security are led by development operations centre” 
E. “Digital ecosystems drive next generation security” 

 
The cybersecurity will continue to be one of the most important topics in the following 
years, it is not a secret that there is a trend toward an environment where the uses of 
internet will be indispensable in developing professional tasks in any business, regardless of 
their size. With the goal to provide a global idea about past, present and future trends, this 
section will be divided in three sub tasks: Sector analysis, competence and market analysis.  

2.1 Sector analysis  

2.1.1 General sector analysis 

This subsection will be focused on the general situation of cybersecurity market from small to 
medium and large enterprises, government, universities, etc. Therefore, this section should 
be able to provide the sufficient information to cover topics like the importance of 
cybersecurity in the different groups of organization, types of solution for every group of 
organization, etc. 

Focusing on European level analysis, there is a historical cybersecurity development whose 
main aim is to protect any organizations from any attacks. The evolution of different actions 
carried out in Europe is described in the following figure. 
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Figure 1. Cybersecurity context at European level. Source: own elaboration with data from magazine 
UNISCI / UNISCI journal nº 42, October 2016. 

By 2003, considering the Common Security and Defence Policy (CSDP) of 1999, the 
cybersecurity European strategy has approved guidelines that are focused on terrorism, the 
proliferation of weapons of mass destruction, regional conflict and organised crime. 

By 2004, the European Union created the European Union Agency for Network and 
Information Security (ENISA) after becoming conscientious that cybersecurity was one of the 
main topics to be covered in the European context. 

By 2007 appeared the European programme for critical infrastructure protection.  

By 2009 the European Public-Private for Resilience (EP3R) was developed to include the 
cybersecurity as a close threat that needed to be prevented by the European Union. 

By 2010 after that the internal security strategy is approved, the security has become one of 
the biggest common challenges that needed to be controlled by Europe. 

Finally, by 2013 the European strategy of cybersecurity appeared with five different 
behavioural guidelines:  

• The first guideline is focused on increasing the cyber-resilient capacities around 
different organization like SME enterprises or public corporations. 

• The second guideline is focused on reducing the cybercrime. 

• The third step encourages working in a single cyber defence policy. 

• The fourth guideline is focused on achieving a single digital market. 

• The last guideline is focused on establishing a single international policy coherent with 
the promotion of European values, promoting the democracy as policy mechanism 
that promotes equality.  
 

And if it is added that the Internet has become in an indispensable part for economic growth 
and without any doubt will increase its importance in the following years. The global context 
needed a bigger adaptation in order to support several economical and productive sectors 
such as: 

• Financial that is considered one of the most important activities inside the European 
context.  

• Transport which is achieving a higher importance due to the use of ICT  

• Another sector is health in which are being implemented news services like electronic 
patient record, electronic health record or other management.  

• Energy sectors focusing on technologies that are developed solutions to save energy 
sources. 

 

Therefore, cyberspace is integrated by a package of elements that are connected to a network 
in order to store and use the information for their processing, manipulation and exploitation. 
Thus, both the information and people are indispensable parts that could suffer cyberattacks. 

Cybersecurity elements 

• Data 

• Public 

• Private 

Common 
Security and 
Defense Policy 
(CSDP)        1999

Cybersecurity 
European 
Strategy    2003

European Union 
Agency for Nework 
and Information 
Security (ENISA)   2004

European Programme 
for critical infractuture 
protection    2007

European-
Public-Private fro 
resilience (EP3R)    
2009

European 
Strategy of 
cibersecurity    
2013
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• Cloud Computing Technology 

• Hardware 

• Software 

• Computer Network 

• Wearables 

• Cloud Computing 

• Understanding / Analysis of information technology 

• Machine Learning 

• Deep Learning 

• Interaction / Management of information technology 

• Interaction between man – machine 

• Database technology 

• Intelligent agent technology 

• Personalization technology 

Table 1. Cybersecurity elements. Data source: magazine UNISCI / UNISCI journal nº 42, October 2016. 

 

In fact, according to information collected from magazine UNISCI (2016), a cyberattack is 
considered any attack against whatever element described on table 1. 

Globally, according to data from Department of Homeland Security United States Computer 
Emergency Readiness Team (US-CERT), by 2016, more than 4.000 ransomware attacks have 
occurred daily since January 1, 2016. This is a 300 percent increase according to the number 
of ransomwares occurred in 2015. Nevertheless, the most dramatic new resides in the large 
increase that will appear in following years (Federal Government Resources, 2017).  

At European level, where there are great economics powers like Germany or France according 
to reputational industries like the automobile industry, the situation does not make it less 
dramatic, and according to a report provided by European Commission, the Security incidents 
across all industries rose by 38% in 2015 that it is the biggest increase in the past 12 years 
(European Commission , 2017). Also, up to 80% of European companies experienced at least 
one cybersecurity incident last year with negative impact in their results and reputation like 
for example the situation happened with Telefonica on 12 May 2017. 

In fact, there are several sources recounting the effects of cybersecurity, costing hundreds and 
billion dollars like the report provided by Figueroa who affirm that the economic impact of 
cyberattacks is higher, causing losses of 3 trillion dollars annually that it is equivalent to the 
GDP of countries like France or Germany. (Figueroa, 2018), or the information provided by 
reputational journal like Forbes that estimated the total cost in cybersecurity market in 75 
billion dollars in 2015 and is estimated that will grow at a rate of 9,8 percent annually from 
2015 to 2020. Indeed, by 2020 the prevision estimated that the cyber-security will be fixed in 
170 billion dollars in 2020. (George Washington University, 2017). Another example which 
includes Elena´s publication Cherlenko, Oleg Demidov and Fyodor Lukyanov in Council on 
Foreign Relations from data of International Institution and global governance program, 
annually, the cost of cyber-attack is established up to $300 billion and this amount will 
increase until $8 trillion from 2018 to 2022. (Cherlenko, 2018)   

According to a report provided by International Telecommunication Union (ITC) with Michel´s 
support Minges, only 38% countries have published cybersecurity strategy that it is pretty low 
and just 11% of them have a dedicated standard strategy. On the other hand, 12% have a 
cybersecurity strategy under development, and around 50% have not published any 
cybersecurity strategy.  
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2.1.2 Specific Sector Analysis 

In this subsection, the different bundles which will be sold after the development phase are 
analysed. The information collected is related with context of this specific bundle, potential 
customer, possible providers or actual or future solution.  

2.1.2.1 Embedded Homomorphic Encryption 

The Homomorphic Encryption is a system performed with a concrete algebraic operation on 
a given text, equal to another algebraic operation (not necessarily the same one) on the 
ciphered result of that original text. In this way, if we perform operations on encrypted data, 
and then decipher the result, it is obtained the same as if we perform equivalent operations 
on the original data. 

 
The trends of the Homomorphic Encryption system are directed toward the Fully 
Homomorphic Encryption system is possible to perform any type of operation, however 
complex it may be.  

There are some suppliers of Homomorphic Encryption such as: 

1. Geobridge. This enterprise was founded in 1997, being one of the leading providers 
of encryption solutions, offers cryptography and payment solutions for payment 
processors, virtualisation compliance of HSM. Its portfolio includes applications of 
cryptography and payment processors to financial institutions and retail companies. 

2. Forsta. This company works in encryption solutions offers security service of payment 
and virtualization of HSM. Forsta uses an end to end encrypted protocol for Open 
whisper Systems signals and provides API, SDK to facilitate fast iteration to enterprise 
environments. 

3. Appriver. This organization offers solutions of encryption and protection of email 
based on cloud. The company has solutions web security, email security in cloud with 
the filter email not desire and virus on 2002. 

Therefore, the Embedded Homomorphic Encryption is oriented in data protection in cloud 
with match formula, being useful for any kind of organization public or private with data 
allocated in servers or cloud. 

2.1.2.2 Embedded SIEM  

Embedded SIEM (security information and event management), is a technology capable of 
quickly detecting, responding and neutralizing computer threats. Its main goal is to provide a 
global vision of the security of information technology. By having information and total 
management on all events that happen second by second, it is easier to detect trends and 
focus on unusual patterns. 

SIEM technology comes from the combination of the functions of two product categories: SEM 
(security event management) centralizes storage and allows an analysis in almost real time 
and SIM (security information management) collects long-term data in a central repository 
and then analyses it. 
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Figure 2. Magic Quadrant for Security Information and Event Management Source: Gartner 
(December 2018). 

There are some suppliers of Embedded SIEM such as: 

1. Splunk. Established in San Francisco, California, U.S. It provides log management, 
analytics and statistical commands that facilitate real time correlation and 
visualization. Running on Splunk Enterprise, the Splunk App for Enterprise Security 
provides predefined dashboard, searches, reports and alerts to support security 
monitoring and analytics use cases.  

2. IBM. It is a multinational information technology and consulting corporation 
headquartered in   Armonk, New York, the United States. The company is one of the 
few information technology companies with a continuous history dating back to the 
19th century. 

3. LogRhythm Product (s). Established in Boulder, Colorado, U.S. is providing SIEM 
appliance and software technology to midsize and large enterprises. The SIEM 
technology can be deployed as a single appliance or software instance in smaller 
environments and configured to provide log management, event management and 
real-time analytics. In larger environments, it can be scaled as a set of specialized 
appliances and/or software instances (log management, event management and real-
time analytics)  

Thus, Embedded SIEM is a bundle which can be offered to all types of companies or 
associations, for its detection system theft in information and incident management. 

2.1.2.3 ABAC 

ABAC is a System utilized to ensure or deny the access to information of the enterprise, system 
or resources for the purposes of this information, the entity to which access is granted or 
denied is referred to as the subject. 

The attributes in this scenario comes from multiple sources.  Some are sent from the 
application, and these are often attributes related to the user and the environment, such as 
the user's identifier, the strength of authentication (security level), the resource identifier 
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(medical record # 123) and the action (see, edit, etc.). These key attributes activate the policy 
and then evaluate the rules.   

Data access control has evolved to meet the changing data protection challenges faced by 
organizations in the age of unlimited data. By evolving from ACLs and RBACs, ABAC is now the 
standard model for organizations to ensure that employees only have access to the 
information they need in the right circumstances.  

 
Figure 3. Magic Quadrant for Identify Government and Administration. Source: Gartner (Febrary 
2018). 

There are few providers of ABAC solution such as: 

1. Axiomatics. This enterprise is the premier vendor of dynamic authorization delivered 
through Attribute Based Access Control (ABAC). The company is headquartered in 
Stockholm, Sweden and has offices across the US. Axiomatics is a driving force behind 
dynamic access control through its suite of industry standard products. These 
products are used by Global Fortune 2000 companies and federal government 
agencies to balance compliance, information sharing, and the protection of critical 
assets and Intellectual Property. 

2. Oracle (Nasdaq: ORCL). It is an organization headquarters Redwood Shores, 
California, is the first stereotype software company that develops and implements 
applications for companies one hundred percent activated on the Internet through its 
entire product line: database, commercial applications and tools of application 
development and decision support. Oracle is the global provider of software for 
information management throughout the world, well ahead of the second in its 
segment (Software). 

3. IBM. It is a multinational information technology and consulting corporation that 
offers its solution all over the world. 

The function of the ABAC is to protect operations attached to a text file (read, modify, delete) 
that are different from those that can be attached to a banking application (view account, 
transfer money, modify profile). This bundle restricts the flow of information in companies as 
a protocol and thus control it and have a good follow-up. 
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2.1.2.4 SEARS 

Social engineering attack recognition is a software based on a deal of recognition the attack 
social engineering. The general representation of the social engineering life cycle in three main 
stages would be: Foot printing, Confidence relationship, Psychological manipulation of the 
information. 

 
Figure 4. Magic Quadrant for Security Awareness Computer-Based Training. Source: Gartner (2018). 

 

There are some competitors of SEAR solution such as: 

1. Knowbe4. As can be seen from Figure 4. Magic Quadrant for Security Awareness 
Computer-Based Training, this business is one of the leaders according to Gartner 
Magic Quadrant and the fastest growing provider in this space. KnowBe4 is the world's 
largest simulated phishing platform and security awareness training that helps you 
manage the current problem of social engineering. The KnowBe4 platform is easy to 
use and intuitive. 

2. Cofense. The solution provided by Cofense combines technologies to respond to 
market-leading incidents with intelligence of attacks from employees for a full 
collective defense against cyber-attacks by email. Through Cofense solution, you can 
interrupt delivery attacks and stay ahead of infractions. 

Nowadays this is one of the social attacks that is growing because the most vulnerable factor 
is people and impacts all types of companies regardless of size or sector. For this reason, this 
package is necessary to give advice to the people that should not do and put these protocols. 
Thereby, they can avoid falling into the traps of hackers. 

2.1.2.5 Real Time Network Traffic Analyses 

This bundle is based on Network traffic monitoring with NetFlow, J-Flow and Flow data. There 
are a few suppliers of this service such as: 

1. SolarWinds MSP. This enterprise provided an excellent level of functionality in remote 
administration and monitoring, backup and recovery after a disaster, remote control, 
assistance, email and intelligence on risk. The company covers the needs of their 
customers in a complementary way. One focused on small and medium-sized 
companies, while the others orient their work towards MSP of medium and large size. 
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2. Datadog. It is established in New York City. Its solution is a platform that analyzes and 
explore log data in context, proactively monitor your user experience, build real time 
dashboard. 

3. Atera. This enterprise is allocated in New York, its solution is a platform designed for 
Managed Service Providers (MSPs) and internal IT departments; Combining Remote 
Monitoring and Management (RMM), Help Desk, Remote Support, Billing and 
Reporting —it’s a complete, one-stop-shop that enables MSPs to manage their entire 
business. 

The Real time Network Traffic is a good bundle for Financial services, health cares, 
manufacturing, energy and utilities or government, to name but a few, due to monitoring 
real time for detecting the incidents and solving mistakes in traffic of information. 

2.1.2.6 Risk Management 

IT risk management is the application of risk management methods to information technology   
to manage the risks inherent in that space of the work evaluating the business risks associated 
with the utility, ownership, operation and adoption of IT in a company or institution. 

Figure 5. Magic Quadrant for Real Time Network Traffic Analyses. Source: Gartner (2018) 

 

There are some providers of Real Time Network Traffic Analyses: 

1. R-sam. This company helps organizations overcome the daily challenges of integrated 
risk management. GRC software platform can be implemented in as few as 30 days.  

2. IBM Risk Management. Throughout the company, the approach to identifying and 
managing risk, IBM considers and assesses potential financial, operational, regulatory 
and other risks to business, which could be driven by several factors such as where 
we do business, how we do business and the nature of the offerings 

3. Metric Stream. Metric Stream is established in California, MetricStream IT Risk 
Management App empowers organizations to adopt a focused and business-driven 
approach when managing and mitigating their IT risks. The app streamlines IT risk 
identification, IT risk assessments, and risk treatment. 

It is expected by 2020 75% of fortune global 500 companies will treat vendor Risk 
management a board level initiative to mitigate brand and reputation risk. 

Therefore, Risk management is oriented for Financial services, health cares, manufacturing, 
energy and utilities, government, as well as, measure risk of the operations or services 
centered in the management and the use of decisions. 
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2.1.2.7 Virtual security 

Virtual security appliance is an image file that runs inside virtual environments. It is called a 
device because it is pre-packaged with a reinforced operating system and a security 
application, runs on a virtualized hardware.  

 
Figure 6. Magic Quadrant for Application Security Testing. Source: Gartner (March 2018) 

 

There are some providers of Virtual security solution such as: 

1. Micro focus, headquarters in the United Kingdom Newbury, Berkshire, is one of the 
largest specialized software companies in the world, focused on the creation, sale and 
support of software from scratch. This allows them to offer high-quality, expandable 
business software. They help customers unite the old with the modern by maximizing 
the return on existing software investment and enabling innovation to be part of the 
new hybrid model for business IT. 

2. Veracode, headquarters is in Burlington, MA, defects in software means breaches are 
increasing, and the need for vulnerability testing will only grow. Veracode solves some 
of the toughest challenges and create innovative solutions to secure the software that 
powers our world. Veracode is the leader in the application security space. 

3. Checkmarx, headquarters Paramus NJ. USA, offers a platform for the DevOps and CI 
environments to redefine the security function in the SDLC while operating at the 
speed of DevOps. The fast feedback loop makes security testing of new or edited code 
snippets faster with rapid remediation by developers. 

This bundle is oriented to minimize costs and storage space whether physical or operating as 
an operating system to restrict the threats of data theft. 

2.1.2.8 FORTIKA gateway (FPGA) 

FPGAs are devices that allow users to describe a digital circuit using a specific language (the 
two most common are VHDL and Verilog) and that is after loading it into the integrated one, 
it is physically created on the chip. Its name is an English acronym that means reprogrammable 
door matrix or Field Programmable Gate Array. 

Internally, this consists mainly of cables, logic gates, flip-flops, and unconnected input and 
output ports, such as a blank template, until they are loaded with a bitstream a file generated 
from the description of the circuit. They are designed to reduce response time, that is, it is an 
accelerator that is used to be more efficient in the collection of data. 
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The FPGA market was valued at USD 5.34 billion in 2016 and is expected to be valued at 9.50 
billion in 2023 to grow at a CAGR of 8.5% between 2017 and 2023. The growing demand for 
advanced systems Driver Assistance (ADAS), IoT growth and reduced time to market are the 
key factors driving the market. 

 
Figure 7. Magic Quadrant for FPGAs. Source: Gartner (November 2018) 

 

There are many providers of FPGA solutions such us: 

1. Cisco, Headquarters in San Jose, California, the United States, is dedicated to the 
manufacture, sale, maintenance and consulting of telecommunications equipment. 

2. Symantec, headquarters in mountain view, California, which Develops and markets 
software for computers, particularly in a domain of computer security a network. 

3. Zscaler, Headquarters in San Jose, California, US. your application moving in the cloud, 
network security, Firewalls, sandboxing, antivirus, vulnerability management ang 
control of user activity in cloud computing and internet of thing (LOT). 

The Gateway is an accelerator for other bundles that helps to avoid high costs in 
infrastructure, facilitating data and monitoring them. Therefore, FORTIKA will be a more 
effective solution when presents incidents, in SMEs. 

2.2 Competence analysis 

The security industry is growing and every day there are news enterprises offering solutions, 
new problems to cover and the most important news users in an environment where there 
are too many incidents to cover. 

In this sub-section four of the most representative business providers of security solutions will 
be defined. 

2.2.1 CISCO 

Cisco Systems, Inc. is the world's leading supplier of computer networking products, systems, 
and services. The company's product line includes routers, switches, remote access devices, 
protocol translators, Internet services devices, and networking and network management 
software, all of which link together geographically dispersed local area networks (LANs), wide 
area networks (WANs), and the Internet itself. Cisco serves three main market segments: large 
organizations--including corporations, government entities, utilities, and educational 
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institutions--needing complex networking solutions that typically bridges multiple locations; 
service providers, including Internet accesses providers, telephone and cable companies, and 
providers of wireless communications; and small and medium-sized businesses whose needs 
include operating networks, connecting to the Internet, and/or connecting with business 
partners. 

Nevertheless, the global outcome of Cisco has been kept stabling during the entire period 
analysed with a total revenue that achieving until 49,247 million dollars in 2016. On the other 
hand, the lowest revenues registered was in 2014 with a total of 47,142 million of dollars. In 
the following table, there are represented the last five years of incomes to Cisco Systems. 

  Year 2013 2014 2015 2016 2017 

Amount 48,607 47,142 49,161 49,247 48,005 

Table 2. Cisco Networks Annual Revenue (Million US $). Source: own elaboration with data from 
Macrotrends. 

 

The percentage evolution per year shown that there are positive and negative rate during the 
entire period analyzed. As is shown in Table 2. Cisco Networks Annual Revenue (Million US 
$). Source: own elaboration with data from Macrotrends, the largest growth was seen in 
2014 with is a positive rate of 4.28 %. On the other hand, the worst rate was seen in 2013 with 
a negative rate of 3.01 %. The global revenue´s situation in Cisco Systems is quite stable with 
a negative variation of 1.24% in five years. 

Year 2013 2014 2015 2016 2017 

AVR % -3.01 4.28 0.17 -2.52 - 

PVR % -1.24 

Table 3. Cisco Annual Value Rate and Period Value Rate (%). Source: own elaboration with data from 
Macrotrends. 

2.2.2 JUNIPER 

Juniper is an American multinational corporation headquartered in Sunnyvale, California that 
develops and markets networking management software, network security products and 
software-defined networking technology. This enterprise is listed Nasdaq with a capitalization 
of $11.000 million in 2016. 

Juniper is globally known as a router provider with global share of 16-17% with a special grown 
in Pacify Asian and Japan. 

Juniper offered a large portfolio of routers for business and services provider networks with 
high capabilities such as MX Series 5G Universal Routing Platforms that it is a robust portfolio 
of SDN-enabled routing platforms that provide industry-leading system capacity, density, and 
performance with unparalleled longevity; T4000 Core Router that it is a true multiservice core 
system that delivers reliable and flexible core backbone architecture to carry a wide breadth 
of services over a common IP/MPLS infrastructure; CTP Series Circuit to packet Platform; PTX 
series packet transport router providing performance, optical transport integration, and 
elegant deployment. They support high-density 100GbE environments, with energy efficiency 
of less than half a watt per Gbps. Furthermore, the route sales to Juniper represented around 
35% of the total business income in 2016. 

Also, there is another income source that has lot of importance in Juniper result like network 
security with an economic result of $320 million in 2016. Although this outcome was very 
important to the total result, in the last year his contributed has less weight in the annual 
business result. Indeed, by 2010 the network cybersecurity represented $750 million whereas 
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the quantity is reduced to $320 million in 2016, and according to the own business, this 
situation is result of a worse adaptation by Juniper to the news market requirements. 

The global outcomes of Juniper have been registered a lumpy progressive from 2013 with a 
total outcome of 4,669 million $ to 5,027 million $ in 2017. Juniper Networks is ringleader 
enabling secure and assured communication over a single IP network. (Macrotrends, 2018)  

Year 2013 2014 2015 2016 2017 

Amount 4,669 4,627 4,858 4,990 5,027 

Table 4 Juniper Networks annual Revenue (Millions US $); Source: own elaboration with data from 
Macrotrends. 

 

Developing a more detailed analysis year per year, the biggest variation has been recorded in 
2014 with an Annual Value Rate of 4.99 % whereas the lowest variation has been recorded in 
2013 with a decrease of 0.90% in 2013. The outcome Juniper increase during the period of 
analysis 2013-2017 has been recorded in 7.67% that is $358 million more of sales that the 
registered in 2013.  

Year 2013 2014 2015 2016 2017 

AVR % -0.90 4.99 2.72 0.74 - 

PVR % 7.67 

Table 5. Juniper Networks Value Rate and Period Value Rate (%). Source: own elaboration with data 
from Macrotrends. 

2.2.3 FORTINET  

Fortinet is a US publicly traded company. They produce networks and security products 
covering from small office to large enterprise level. Predominantly focused on the appliance 
market with the product Fortigate, but they also have other specialized appliances such 
wireless access point, VOIP load balancing and others. They market software for centralized 
security management and reporting work with their appliances. Cloud security services are 
also part of their portfolio. 

Fortinet positions itself as a UTM and Next Generation Firewall Network Security Appliance 
with a blend of Application Control, IPS, Antivirus, Botnet and DDoS protection, Web Filtering 
and Messaging Security along with centralized network security management and reporting 
solutions. They position themselves as provider for enterprises of all sizes, managed service 
providers and telcos. 

The global outcomes of Fortinet have been registered a great progressive from 2013 with a 
total outcome of 615.3 million $ to 1.3 Billion of $ in 2017. In Table 6. Juniper Networks Annual 
Revenue (Millions of US $). Source: own elaboration with data from Macrotrends, there are 
represented five last year of outcomes: 

Year 2013 2014 2015 2016 2017 

Amount 615.3 770.4 1,000 1,300 1,490 

Table 6. Juniper Networks Annual Revenue (Millions of US $). Source: own elaboration with data from 
Macrotrends. 

Developing a more detailed analysis year per year, the biggest variation has been recorded in 
2014 with an Annual Value Rate of 4.99 % whereas the lowest variation has been recorded in 
2013 with a decrease of 0.90% in 2013. The outcome Juniper increase during the period of 
analysis 2013-2017 has been recorded in 7.67% that is $358 million more of sales that the 
registered in 2013.  
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Year 2013 2014 2015 2016 2017 

AVR % 15.3 25.2 31 26,4 - 

PVR % 142.16 

Table 7. Juniper Networks Annual Value Rate and Period Value Rate (%). Source: own elaboration 
with data from Macrotrends. 

2.2.4 PALO ALTO NETWORKS 

Palo Alto Networks is large enterprise with a high market position. This enterprise has direct 
commercial contact with more than 50.000 costumer in more than 150 countries across 
multiple industries. Its portfolio is principally composed by Next-Generation Firewall, Cloud 
SECURITY, Endpoint Protection, Threat Detection and Protection and Application Framework. 
Furthermore, Palo Alto Networks has partnered with elite leader, such as Accenture, Amazon, 
Google, Microsoft or PWC that allowing it achieves a great market position in the cybersecurity 
market. 

According to Macrotrends (Macrotrends, 2018), the revenue´s evolution in Palo Alto is 
impressive with a Period Variation Rate of 344,95% in a period of five year (from 2013 until 
2017). Although, in every year is registered a positive grow rate, the biggest change appeared 
in 2015 with an increase of 55,18% of revenues in just one year. On the other hand, the year 
with less contribution is registered in 2016 with an increase rate of 27.78%. 

2.3 Market Analysis 

2.3.1 General Market Analysis 

The growing demand of products and solutions which ensures the protection of ICT 
infrastructure and online communication, for private business as well as public bodies have 
changed the cybersecurity sector. Thus, this section will be focused on the analysis of the 
general situation, for that reason the most relevant data will be presented in order to support 
the potential of cyber-security sector, as well as the impact of cybersecurity in agents and 
activities sector. 

The cybersecurity market is expected to grow, the major forces driving the cybersecurity 
market are strict data protection directives and cyber terrorism. The cybersecurity market is 
growing rapidly because of the growing security needs of Internet of Things (IoT) and Bring 
Your Own Device (BYOD) trends, and increased deployment of web and cloud-based business 
applications. 

According to PWC analysis, the global cyber security market spent $115.9bn in 2015, of which 
North America, Europe & Russia, Asia, Latin America, Africa represented 47.7%, 34.3%, 26.5%, 
4.5% and 2.5% respectively. Also, SMEs are expected to increase their investment in 
cybersecurity due to the fact that its contribution is underpenetrated (+12.8% p.a. in 
cybersecurity spent). In fact, news players will appear offering cost-effective solution 
dedicated to this market. (PWC, 2016) 

According to Gartner, inc., by 2018 the world investment will be $93 billion that represent an 
increment of 8% regarding the date from 2017. But if the analysis is focused with the $82,225 
million registered in 2016, the grow rate in the period is established in 17,11%. 

By segments, the Identity Access Management contribution is the least representative with 
an investment of $3,911 million in 2016, this among is expected to be rise to $4.695 million 
for 2018 that will represent an increase of 20.05% in that period. On the other hand, the 
security services registered the most representative investment in all the years with a quantity 
of $57,719 million in 2018. For this segment, the increase rate is over the registering average 
with a rate of 18.27%. 
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Finally, the contribution of Customer Security Software is forecasted an increase until $4,746 
million to 2018 that represented and rise rate of 3.78%. (Gartner, 2017) 

Segment 2016 2017 2018 PRC (18/16) % 

Identity Access Management 3,911 4,279 4,695 20.05 

Infrastructure protection 15,156 16,217 17,467 15.25 

Network Security Equipment 9,789 10,934 11,669 19.21 

Security Services 48,796 53,065 57,719 18.27 

Consumer Security Software 4,573 4,637 4,746 3.78 

Total 82,225 89,133 96,296 17.11 

Table 8. Worldwide security spending by segment, 2016-2018 (M$) Source: own elaboration based 
on data from Gartner (December 2017) 

 

By 2020, more than 60% of enterprises will invest in security tools like data loss prevention, 
encryption and data-centric and protection tools. (Gartner, 2017). 

2.3.2 European Start-up of Cybersecurity 

In this subsection is explained seven real cases of European start-up which start with an idea 
and now these enterprises have a good position in the market with good growth expectations. 

2.3.2.1 CounterCraft 

Basque company, born in 2015 by Daniel´s Brett and David´s Barroso hand and financed by a 
value of 4.1 million euros. CounterCraft is a deception platform that allows organizations to 
automate counterintelligence campaigns to discover targeted attacks with real-time 
response. It offers a cost reduction of 95% compared to manual techniques, and without false 
positives. Its great specialization goes through cybersecurity counterintelligence solutions and 
deception games that allow detecting, studying and manipulating cybercriminals in the digital 
arena. Among its client Fortunes 500 companies, governments, law enforcement, 
manufacturing, retail. 

 

COUNTERCRAFT SL. 

Value € 

Accounts 2017 2016 2015 

Invoicing 479.581 257.043 45.147 

Asset Total 2.303.146 821.355 49.393 

Number of employees 12 4 2 
Table 9.  CounterCraft Business career. (Euros) Source: Own elaboration based on data from Sabi. 

 

In Table 9.  CounterCraft Business career a good evolution in invoicing from a bit more than 
45,000 euros by 2015 to almost 480.000 euros by 2017 is shown. In that respect the 
employment, this enterprise is creating employment each year from a company of 2 
employees to an employee workforce of 12 employees. 

2.3.2.2 Syneidis 

Syneidis is a Spanish cybersecurity business founded in 2015 which helps European 
institutions and companies to protect their privacy by protecting themselves from 
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cyberattacks, regardless of where they come from, and specifically, to help protect their 
confidential data both at rest and in transit, by marketing a growing set of easy-to-use 
cybersecurity products to use and that solves the proverbial enigma between security and 
usability, services storage on the cloud, encrypt data, and secure network. 

 

SYNEIDIS SL 

Value € 

Accounts 2017 2016 

Operating income 116.925 104.000 

Asset Total 220.167 113.368 

Number of employees 5 3 
Table 10. Syneidis Business Career. (Euros) Source: Own elaboration based on data from Sabi. 

 

Although the economic evolution is not as good as CounterCraft, the invoicing is growing 
from 104,000 euros for the first year to 116,925 euros by 2016. Also, the employment is 
good with an increase of two employees in just a year which is almost an increase of 50 
percent. 

2.3.2.3 Electronic Identification 

Headquarters in Madrid was founded in 2013 by Ivan Nabalon Barrientos who is a Spanish 
software manufacturer that promotes new solutions for personal verification by combining 
video and artificial intelligence with the same guarantees as face-to-face identification. Their 
services are Cert ID, video ID and identity evidence services. 

Its technology, designed in an origin for participation in electoral processes, it is now at the 
service of many kinds of companies from different sectors, especially in the banking sector. 
Among its clients stand out SelfBank, Nettit, LoanBook Capital or EVO Bank, all of them 
belonging to the fintech field. 

Electronic ID 

Value € 

Accounts 2017 2016 2015 2014 2013 

Operating income 773.370 295.045 350 n.d. n.d. 

Asset Total 1.435.982 905.097 254.524 155.024 69.901 

Number of employees 6 5 2 2 1 
Table 11. Electronic ID Business career (Euro) Source: Own elaboracion based on data from Sabi 

 

In that respect Table11, the invoicing is good, reaching over 770,000 euros by 2017. This 
technology is quite efficient not being necessary a large work force to achieve it. By 2017, the 
number of employees is 6 and the total asset is 1,435,982 euros. 

2.3.2.4 Tessian 

Tessian is located in London focus on provided a cybersecurity platform. Tessian technology 
uses Machine Learning to eliminate the extensive security vulnerabilities that surround the 
company's email, such as phishing and poorly targeted emails. The platform analyses email 
data to understand the context of human relations and communication. By knowing what 
normal e-mail activity looks like, it can automatically detect any anomaly that may involve a 
security threat. Emails that look like security threats are marked with warning notifications for 
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employees, which alert them to the specific reason why something seems unusual. Security 
administrators can also receive notifications in real time when threats are detected and with 
information about the actions the employee took when the warning was issued. 

Other services are the cloud apps and mobile devices, and we adopted endpoint protection. 
But in spite of these protections, data breaches are at an all-time high. The reason is humans, 
people are the most important decision makers in the enterprise and process extremely 
sensitive information on a daily basis, yet they’re more vulnerable than ever before. Tessian’s 
mission is “to help organizations protect people processing data using technology that 
empowers, rather than restricts the way they work.”  

Tessian grew over 300% in 2018, and the company plans to use its funds to accelerate its 
global expansion, it has raised €37 million in Series B funding. The round was led by Sequoia, 
with participation from Latitude and existing investors Balderton Capital and Accel. Founded 
in 2013, Tim Sadler, CEO and co-founder of Tessian. 

2.3.2.5 YesWeHack 

Founded in 2013, YesWeHack has now raised €4 million from Open CNP, the corporate 
venture program of CNP Assurances, along with Normandie Participations. The deal aims to 
further develop the company’s presence in France and accelerate its international 
development, especially in Europe and Asia. 

YesWeHack offers to companies an innovative approach to cybersecurity with its Bug Bounty 
program (pay-per-vulnerability discovered), connecting more than 7,000 cybersecurity 
experts (ethical hackers) across 120 countries with organizations, reporting vulnerabilities in 
their websites, mobile apps, infrastructure and connected devices.  

“YesWeHack mobilizes collective intelligence to plug the widening gap in cybersecurity skills 
one of the big challenges of the next few decades,” explained Guillaume Vassault-Houlière, 
YesWeHack’s CEO.   

In the new funding, YesWeHack intends to have a key role in the development of an agile focus 
on security as a way to accelerate digital transformation. Bug Bounty fits into the DevSecOps 
trend (development-security-operations), which includes security into projects in a more 
proactive way from their inception. 

2.3.2.6 EclecticIQ 

EclecticIQ (formerly Intelworks) was founded in 2014 by Joep Gommers and Raymon van der 
Velde in Amsterdam, the Netherlands with the mission to build analyst-centric products and 
services that optimize their clients' cybersecurity efforts against their threat reality. 

EclecticIQ is the global provider of Cyber Threat Intelligence technology solutions and Fusion 
Center operator in 2017 with a Series B investment of € 14 million. The funding round was led 
by Keen Ventures Partners with the participation of existing investors. This investment 
followed a Series A investment in May 2016 of € 5.5 million led by INKEF with KPN Ventures 
also participating. In total, the Amsterdam-based company EclecticQ was able to raise more 
than € 20 million in funding. 

EclecticIQ is a Platform helping intelligence-powered cybersecurity for government 
organizations and commercial enterprises. EclecticIQ develop analyst-centric products and 
services that align clients' cybersecurity focus with their threat reality, its intelligence-led 
security, increase detection and prevention, and cost-efficient security investments. 

EclecticIQ Platform: Collect, distribute and analyse your cybernetic intelligence. 

EclecticIQ Fusion Center: Structured intelligence about cyber threats (CTI) feeds open-source 
software Improves STIX and TAXII. 

https://yeswehack.com/
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2.3.2.7 Zonefox 

The Edinburgh-headquaters cyber-security software specialist ZoneFox, in 2017, this 
enterprise got €4.2 million Series A funding round. The round was led by Scottish business 
angel investment syndicate, Archangels, with co-investment from the Scottish Investment 
Bank, and TriCap and follows the €2.9 million in seed funding the company has secured since 
its start in 2010. 

ZoneFox objective is supply world level security systems that effectively combats the growing 
issue of hackers to businesses across the financial, pharma, gaming and other business 
sectors. It recently launched a new machine learning based solution, called ZoneFox 
Augmented Intelligence (AI). The product, which is probably the most advanced of its 
developments in the UK, has been created over the course of six years and is targeted at a 
wide range of business sectors. 

 

This analysis presents the growth of the cyber security sector and its projections towards 2023 
according to Market and Market, as well as the different services offered according to industry 
sector, Banking or transportation, to name but a few. In order to demonstrate if it is feasible 
to develop this cyber security project. 

3. SWOT Analysis 
In this section will be analysis the internal and external position of FORTIKA solution. To obtain 
this information, it will be done a SWOT analysis in order to assess internal and external fac-
tors, as well as current and future potential. 

Strengths Weaknesses 

• Product with high capacities hardly imi-
table by competitors 

• Engineering team highly qualified, and 
highly involved 

• FORTIKA solution has been developing 
by many European enterprises with up-
dated knowledge in cybersecurity 

• The latest technologies have been im-
plemented in FORTIKA solution 

• Taylor solution adapted to SMEs 

• Supplier will offer cheaper electronic 
component to large seller such as 
FORTINET or Cisco 

• Poor market position in comparation 
with large seller 

• Poor market experience in selling this 
kind of solution 

Opportunities Threats 

• The market is growing fast 

• Few competitors in the market 

• Most competitor are from America. 
Therefore, an European enterprise can 
get the market acceptance in Europe 
most faster due to cultural behaviour 
“Develop in Europe by European busi-
ness” 

• The concern with feeling unsafe in what 
respect cyber security is growing, being 
more enterprises looking for a solution 
to avoid it 

• The potential clients can be public and 
private bodies 

• Most competitors are large enterprises 
with strong market position such as 
Cisco or Palo Alto 

• This kind of solution should be expen-
sive ( > 700 euros per year). 

Table 12. SWOT Analysis 
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4. Unique Selling Proposition (USP) 
A unique selling proposition is a factor that differentiates a product from its competitors, such 
as the highest quality, the market position, the customer support or the first-ever product of 
its kind. Focusing on FORTIKA solution, the advantages are: 

• It focuses on SMEs sector which it is the biggest group of enterprises around the world 
and specially in Europe. 

• The solution includes a wide portfolio of bundles which are required or will be de-
manded by market. (Look section Specific Sector Analysis) 

• Unify different solution (Bundles, services and FPGA) in a unique solution. 

• The price is viable for the whole solution. (Look section Financial profitability). 

• The whole solution has been developed by European experts in cybersecurity. There 
is also some enterprise with high reputation like Nextel both commercial and tech-
nical. 

• The main objective is developed a business strategy of closing customer relationship. 
This strategy allows to compete with large enterprises such as Cisco with does not 
offers a customized solution. 

5. Cost Benefit Analysis (CBA) 
Cost Benefit Analysis is considered a technique for enumerating and evaluating the total social 
costs and social benefit of a specific project. It is generally used by medium and large 
enterprises that need to evaluate the development of news products, incorporate new 
machines or even news factories. Also, Cost Benefit Analysis is generally used by public 
corporation when they want to evaluate large-scale public investment like new motorways, 
Bridge, etc. 

The CBA results should provide sufficient evidence to: 

A. Determine its potential desirability from a socio-economic point of view in order to 
decide its applicability in the market. 
B. Disaggregate costs related with the project. 
C. Monetise non-market impacts. 
D. Include additional indirect effects. 
E. Discount the estimated costs and benefits. 

5.1 Investment Cost classification 

In this section the costs for the product and the different services which have been developing 
by FORTIKA consortium will be analysed. It is divided in one Hardware middleware solution, 
two services (Marketplace, Cloud Orchestration) and seven bundles (Embedded SIEM, 
Embedded homomorphic encryption, Engineering Attack Recognition, Social Engineer At-tack 
Recognition System, Real-Time Network Traffic Analysis Module, Risk Assessment Service and 
Virtual Security). The cost analysis will be done for each different group of cost, such as 
personal costs, equipment cost as well as the indirect cost that must be assumed by any 
industrial or services provider enterprise, as part of their typical production process.  

5.1.1 Hardware middleware 

This is a hardware device using FPGAs and ARM including a hardware-enabled middleware 
security layer that acts as an add-on to dedicated new and/or existing network. The cost 
analysis is divided in three subsections: direct investment, initial costs, operational and 
management costs and finally COPEX and OPEX cots. This classification will allow discovering 
which costs are more representative for the development of FORTIKA gateway. 
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5.1.1.1 Direct Investment 

Defined by the International Monetary Fund (IMF) as “Investment that is made to acquire a 
lasting interest in an enterprise operating in an economy other than that of the investor, the 
investor´s purpose being to have an effective voice in the management of the enterprise.” In 
this part, costs like news machines, land and building necessary, possible extension of fixed 
assets, etc. must be included. Focused on FORTIKA gateway, the direct investment cost for a 
level of production of 1, 100 or 1000 devices are expressed below: 

Direct Investment For 1 device For 100 devices For 1000 devices 

Machine 5,000 5,000 7,460 

Tools 230 230 730 

Factory rent 1,000 1,000 1,000 

Third party costs 1,000 1,000 1,000 

Production Basic Equipment 2,000 15,000 52,500 

Furniture for office 1,500 2,000 2,500 

Furniture for factory 1,500 3,000 5,000 

Total Direct Investment Cost 12,230 17,230 70,190 

Table 13. Direct Investment FORTIKA Cybersecurity Booster 

 

ítem For 1 device For 100 devices For 1,000 devices 

Cost per unit (€) 12,230 172,30 70,19 

Saving percentage (%) 1 to 100 100 to 100 

 98.59 59.26 

Table 14. Cost per unit in Direct Investment Cost (euros; %) 

 

As can be seen from Table 13. Direct Investment FORTIKA Cybersecurity Booster there are five 
different costs which are directly linked to the direct investment: 

1. Two machines are needed for making the devices, one program machine and one 
industrial printer. For a production level up to 1,000 units the investment required is 
5,000 euros whereas when this level of production is exceeded, it is necessary to get 
new machines more productive. The cost for the new machines is 10,460 euros but 
there is a divestment as a result of the sale of the firsts machine, getting 3,000 euros. 
For that reason, the total investment will be 7,460 euros (10,460 € - 3,000 € = 7,460 
euros).  

2. In that respect, the tools when the level of production is over 1,000 devices, new 
equipment for a value of 730 euros is needed. 

3. The value of factory rent is constant for all levels of production (1,000 euros per 
month).  

4. The investment required for Third Party Costs is 1,000 euros. 
5. The Product Basic Equipment is the biggest group of cost with an investment of 

52,500 euros for a level of production of 1,000 devices. 

5.1.1.2 Operation and Management Costs 

In this cost segment, daily expenses needed to develop the complete solution are included. 
Focused on FORTIKA solution, costs like goods, working capital, maintenance or 
administration to the solution described in previous section, are needed. Data for a level of 
production of 1, 100 or 1,000 devices are showed below: 
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 For 1 device For 100 devices For 1,000 devices 

FORTIKA Solution 943.25 51,210 379,400 

Raw material 726.6 44,350 321,500 

Labour force 36 3,600 36,000 

Energy 0.65 60 900 

Maintenance 20 1,500 5,000 

Administration Cost 10 200 1,000 

Third party costs 150 1,500 15,000 

Installation 50 5,000 50,000 

Table 15. Operation and Management costs FPGA (Euros) 

 

Item For 1 device For 100 devices For 1,000 devices 

Raw Material 726.60 443.50 321.50 

Labour Force 36 36 36 

Energy 0.65 0.60 0.9 

Maintenance 20 15 5 

Administration cost 10 2 1 

Third Party Cost 150 15 15 

Installation 50 50 50 

 

Saving percentage (%) 1 to 100 100 to 100 

Raw Material 38.96 27.51 

Labour Force 0.00 0.00 

Energy 7.69 - 50.00 

Maintenance 25.00 66.67 

Administration cost 80.00 50.00 

Third Party Cost 90.00 0.00 

Installation 95.00 0.00 

Table 16. Cost per unit Operation and Management costs FPGAs (Euros; %) 

 

As can be seen from Table 15. Operation and Management costs FPGA, the most representative 
cost into the operational and management costs is raw material. This is because FORTIKA 
gateway is a physical product and as most industrial products, expenditure on electronic 
component and other complementary materials is often elevated. For this specific case, the 
cost for making one single device is 943.25 euros because of the scale economies has not been 
implemented. However, when the production level achieves 1,000 units, the scale economies 
allows over 50 percent reduction in cost in raw material.  There are also two groups of cost 
with medium contribution such as Labour force and Installation with a total investment of 
36,000 euros and 50,000 euros respectively for a production level of 1,000 units. Finally, there 
are other groups of costs with less contribution such as energy, maintenance, administration 
and third-party costs. 
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5.1.1.3 COPEX and OPEX cost 

Once the different costs have been divided, it is necessary gathering them into two bigger 
group according to the nature of the costs. The two groups will be CAPEX and OPEX cost. 

CAPEX cost refers to a CAPital EXpenditure which it is investment incurred when a business 
acquires assets that could be beneficial beyond the current tax year. In this group might be 
integrated costs such as new equipment, buildings, etc. CAPEX is also known as a Capital 
expense. These costs need to be assumed by organizations independently of sales volume. On 
the other hand, OPEX refers to an OPerational EXpenditure. Operational expenditure consists 
of those expenses that a business incurs to run every single day. They are the costs that a 
business incurs while in the process of turning its inventory into an end product. There are 
also some costs which need to be assumed independently of sales volume as rent. The CAPEX 
and OPEX cost estimated for security booster has been described below: 

The CAPEX cost has been divided into five different parts: 

1. The machines necessary for making devices 
2. The tools needed for making devices 
3. The production Basic Equipment 
4. Furniture needed in office 
5. Furniture needed in factory 

The OPEX cost has been divided into two different groups: Those which are assumed 
independently of volume sales and those which are assumed according to volume sales. 

 

Those costs which need to be paid independently of volume sales are divided into two parts: 

A. Factory rentals cost necessary for making devices, the business must pay the same fee 
with a production of zero devices or 3.000 devices 
B. The third-party costs to support business are fixed to any production level 
 

Those costs which are directly related with the volume sales: 

1. Raw material needed for making devices 
2. Labour force necessary for making devices 
3. Power consumed for making devices 
4. Maintenance cost required for making devices 
5. Administration costs 
6. Third party costs 
7. Installation Costs 

 

Thus, for a sales level detailed in Table 17, the OPEX / CAPEX value for the three years forecast 
is shown in Table 18 

Year Number of new devices 

1 180 

2 580 

3 1,350 

Table 17. Sales forecast for next three years (Units) 

 

As can be seen from Table 17, there is an increase in the number of units sold. These numbers 
have been estimated with information from market and sector analysis which had been 
explained in the previous section. These sections show that the market is growing and the 
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most important is that there will be a great increase in following years. Also, there was a 
dedicated meeting related with task 7.4 where most partners agree that this number can be 
feasible. 

 

Year CAPEX OPEX 

FIRST YEAR 

1 Machines 5,000 Factory rental 12,000 

Tools 230 Raw material 79,830 

Production Basic Equipment 7,000 Labour force 6,480 

Office Furniture 1,500 Power consumed 108 

Factory Furniture 1,500 Maintenance 2,700 

 Administration 360 

Third party Production 2,700 

Installation 9,000 

Third-party cost (other 
costs) 

12,000 

 Total Cost 15,230 Total Cost 125,178 

SECOND YEAR 

2 Machines 0 Factory rental 12,000 

Tools 200 Raw material 248,360 

Product Basic Equipment 8,000 Labour force 20,160 

Office Furniture 500 Power consumed 336 

Factory Furniture 1,500 Maintenance 8,400 

 Administration 1,120 

Third party Production 8,400 

Installation 28,000 

Third-party cost (Other 
costs) 

12,000 

 Total Costs 10,200 Total Cost 338,776 

THIRD YEAR 

3 Machines 7,460 Factory rental 12,000 

Tools 300 Raw material 434,025 

Production Basic Equipment 37,500 Labour force 48,600 

Office Furniture 500 Power consumed 1,215 

Factory Furniture 2,000 Maintenance 6,750 

 Administration 1,350 

Third party Production 20,250 

Installation 67,500 
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Third-party cost (Other 
costs) 

12,000 

 Total Cost 47,760 Total Cost 603,690 

Table 18. CAPEX and OPEX costs FORTIKA Cybersecurity Booster 

 

As can be seen from Table 18. CAPEX and OPEX costs FORTIKA Cybersecurity Booster, most 
costs are integrated into the OPEX group. This is because producing physical product (devices) 
entails a huge number of materials, as well as other operation costs. This situation is common 
in electronic solutions. The three main costs are raw material, installation and labour force, 
whereas factory rental and Third-party cost are those with the less impact. On the other hand, 
CAPEX costs’ contribution is lower because FORTIKA solution is already developed and is ready 
to be offered into the market at that moment. Besides, the factory where the devices will be 
manufactured will be rented, thus it should be considered as OPEX rather than CAPEX. 

The sales volume is expected to grow by 705,56 % in just three years from 180 devices sales 
forecast to the first year to 1.350 devices forecast to the third year. The total costs assigned 
to OPEX is expected to grow from 125,178 euros to 603,690 euros to the first and third year 
respectively. Finally, the CAPEX costs in the first year of commercialization has five different 
items, due to the fact that this year it will be necessary to get machines, tools, production 
basic equipment, furniture for office and furniture for factory to begin the production. It Is 
also necessary to buy new more effective machines for the third year of commercialization. 
The price of this new machine will be 10,460 euros, but it will actually cost 7,460 euros, as we 
are going to sell the old machine for 3,000 euros. New tools will be necessary in order to 
support the production increase, being necessary disburse of 500 euros (200 euros in the first 
year and 300 euros in the third year). 

 

Figure 8. Total Cost per Unit according to manufacturing volume (Euros) 

 

As can be seen from Figure 8. Total Cost per Unit according to manufacturing volume (Euros), 
there are three costs per unit depending on the manufacturing volume. If the level of 
production is just one unit, the total cost for making these devices is 10,173.25 euros because 
there are many fixed costs which must be assumed independly of the level of production such 
as the invoice for renting, machines, tools, to name but a few. However, if the number of FPGA 
manufactured are 100, the cost for each FPGA is decreased until 684.40 euros. Finally, when 
the number of FPGA manufactured is over 1,000 units, the total cost will be 446,63 euros.  
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5.1.1.4 Revenue Stream 

As needed in any project, it is necessary to valorize the product or services which are offered. 
For that reason, the sales based on the results of direct competitors, sector grow rate and 
costs borne will be estimated.  

 

  First Year Second Year Third Year 

Units sold 180 560 1.350 

Price (euros) 684.4 684.4 570 

Income (euros) 123,192 383,264 769,500 

Table 19. Economics Result FORTIKA Cybersecurity Booster (Euros) 

As can be seen from Table 19. Economics Result FORTIKA Cybersecurity Booster (Euros) 

in the first two years of commercialization the price will be fixed in 684.4 euros which is the 
costs for making it. Also, we need to keep in mind that FPGA (FORTIKA gateway) is an 
innovative solution that will operate in a market niche with few direct competitors. Besides, 
the market is growing and it will increasingly demand it. However, as it happens in any growing 
market, there will be more enterprises attracted by good economic results, thus it will be 
necessary for us to reduce prices to 570 euros in the third year of commercialization in order 
to increase market position. The income for selling FORTIKA gateway will be 123,192 euros by 
the first year which will increase to 769,500 euros for the third year of commercialization. 

5.1.2 Marketplace of Security 

Marketplace is a software-defined smart ecosystem which offers virtualized security services.  

5.1.2.1 Main costs 

Regarding the marketplace service, there are three groups of costs (Labour force, Equipment 
and Indirect costs) which will be explained in this section. Before starting with cost analysis, it 
should be important to clarify the following point: 

 

1. The Labour force represents the cost for paying salaries to each professional who is 
necessary to take part in these tasks. The real cost for this group is allocated in the 
following subsection (ii. Salary costs for each different service), where the number of 
professionals required is detailed, as well as the investment necessary for each pro-
fessional profile (Commercial, Technical manager, maintenance and configuration 
professional). The number of professionals required to this project is detailed below: 

a. There will be one employee during the whole period who is focused in tech-
nical management task. Its contribution has been divided equitably among all 
the bundles and services (215 hours per year and bundle/service) 

b.   In that respect commercial profile, in the first year there will be one com-
mercial whereas in the second and third year the number of commercial will 
be two. Its contribution has been divided equitably   among all bundles and 
services (215 hours per year and bundle/service in the first year and 430 hours 
per year and bundle/service in the second and third year) 

c. The person who is focused on maintenance will do tasks such as clients sup-
porting, regular updates, service improvements or check service, to name but 
a few. Its contribution per bundle depend on the number of clients who can 
manage annually by one person. This information which has been provided 
by bundle developers. For instance, if one bundle developers say that annu-
ally an employee can manage 4200 requests which is 350 requests per 
months, which is 15,22 requests per day, which is 1,90 requests per hour. 
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Therefore, if there 180 clients in the first year and each client does one re-
quest, it will be necessary an implication of 94,63 hours (180 (numbers of cli-
ents) ÷ 1.90 (Requests per hour)). The idea is that this employee can support 
in any request related with any bundles and services. 

d. Finally, the same situation with the person who is focused on configuration.  
2. The equipment costs include any material or any tangible fixed assets which are 

necessary to do these tasks. The real cost for this group is allocated in the following 
subsection (iii. Equipment costs for each different service), in which the number of 
equipment required is detailed. 

3. The indirect cost includes all costs that must be assumed by any businesses, but they 
are difficult to establish. There are two bigger groups of indirect cost: 

a. Operational indirect costs. In this group, those costs that are necessary to its 
production such as provisioning costs or manufacturing costs are integrated. 
For instance, those people who develop some task in the production process, 
but they also work in other sections in the enterprises, find difficulty in 
determining the cost of his work for this specific task (for example, the salary 
of an engineer in a factory which make four different products).  

b. General indirect costs. In this group, those cots which are no directly 
assignable to the production process, such as depreciation of tangible, taxes, 
insurance policy, supplies, financial cost, etc. are integrated. 

Group of 
costs 

Year 1 Year 2 Year 3 TOTAL Contribution (%) 

Labour Force 18,521.01 29.716,79 44.572,49 92,810.29 86.08 

Equipment 767.32 607.60 658.05 2,032.98 1,89 

Indirect Cost 4,275.00 4,323.00 4,371.96 12,969.96 12.03 

TOTAL 23,563.34 34,647.39 49,602.49 107,813.22 100 

Table 20. Main costs Marketplace service (Euros) 

 

As can be seen from Table 20. Main costs Marketplace service, the biggest group of costs is 
labour force which includes all the professional’s requirements for developing the different 
tasks in this service. Its contribution to the total cost is 94,546.00 euros that is 86.30% of the 
total cost. The equipment for this specific case is the lowest group of costs, with a contribution 
to the total cost of 2.032,98 euros. Ultimately, the indirect costs which are those costs that 
must be assumed by any business are difficult to establish such as depreciation of tangible, 
taxes, insurance policy, support personnel (direction, administration, personnel department, 
etc.), supplies, etc. This group represents 12,969.96 euros of the total costs.  

 

As can be seen from Figure 9. Total costs for Marketplace service (Euro), the labour Force (Blue 
Line) is the longest one in all of the years, whereas the shortest is equipment (Red Line). 
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Figure 9. Total costs for Marketplace service (Euro) 

5.1.2.2 Salary costs 

This subsection will focus on detailing the personnel cost of each different group of 
professionals who will work on developing tasks in this service. The salary is based on the 
salary average provided by all the partners to the same task. 

Year Year 1 Year 2 Year 3 TOTAL 

Service sold 
(Units) 

180 560 1,350 2,090 

ítem 
Nº of 
hours 

Cost (Euro) 
Nº of 
hours 

Cost (Euro) 
Nº of 
hours 

Cost (Euro) 
Nº of 
hours 

Cost 
(Euro) 

Maintenanc
e 

132.48 3,384.84 412.16 10,530.62 993.60 25,386.31 1,538.24 39,301.78 

Technical 
Manageme

nt 
215 7,500 215 7,500 215 7,500 645 22,500 

Configuratio
n 

206.92 3,586.17 206.92 3,586.17 215 3,586.17 620.75 10,758.51 

Commercial 215 3,586.17 430 8,100.00 430 8,100 1,075 20,250 

Total 769.40 18.521.01 1,264.08 29.716.79 1,845.52 44,572.49 3,878.99 92,810.29 

Nº of 
employees 

0.45  0.73  1.07  

Table 21. Salary costs per year (Euro) 

 

As can be seen from Table 21. Salary costs per year (Euro), there are four different job profiles 
to develop this service. The employee focuses on maintenance will do tasks such as clients 
supporting, regular updates, service improvements and check service. The number of hours is 
increased, depending on the number of services sold from 132.48 hours in the first year of 
commercialization for 180 services sold to 993.60 hours for the third year of 
commercialization for 1,350 services sold. On the other hand, there are two profiles that focus 
on Technical management and configuration. Finally, there is an investment in commercial 
tasks which are developed by one commercial expert in the first year and two ones for the 
second and third year. The number of employees necessary for this service will range from 
0.48 for the first year to 1,07 to the third year. This means that one person who works in the 
FORTIKA enterprise, must work 45 percent of their annual working days in marketplace tasks 
for the first year and there will be working one full time worker and another who dedicated 7 
percent of his annual working day in marketplace tasks for the third year.  
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5.1.2.3 Equipment costs 

In this subsection the kind of equipment necessary to develop the task required is detailed. 
The cost assigned for computer is directly related with the number of employees working in 
this specific service. For instance, for the first year of commercialization, one employee will 
work around the 45 percent of his time in this service. Therefore, the computer cost assigned 
to this service will 45 percent of the computer which will be bought. For the following years, 
the cost assigned will be the increase in employees allocated in this service. For the second 
year will be the difference between 0.73 (Nº of employees in the second year) and 0.45 (Nº of 
employees in the first year) due to the fact that the employees in the first year have their 
computer and it is only necessary get computer for the increase in employees.  For servers, it 
will be use one server for two services.  

Equipment Year 1 Year 2 Year 3 Total cost 

Computer 282.09 67.75 140.85 490.70 

Server 320 320 320 960 

Total 602.09 387.75 460.85 1,450.70 

Table 22. Equipment cost for Marketplace service 

 

As can be seen from Table 22. Equipment cost for Marketplace service, the monetary amount 
dedicated for paying computers is low because the number of brokers. On the other hand, the 
annual fee for renting one server is 640 euros, therefore as one server will be used by two 
different services/ bundles the annual fee will be 320 euros for each year. 

5.1.2.4 Indirect costs 

In this subsection is detailed the indirect costs which are necessary to develop this service. 
There are some costs that will be similar to each service such as rental cost whereas other cost 
will vary such as external work. 

Indirect Cost Year 1 Year 2 Year 3 Total 

Rental 1,875 1,875 1,875 5,625 

Energy 720 734,40 749,09 2,203.49 

Network supplies 840 856.80 873.94 2,570.74 

Other indirect 
costs 

840 856.80 873.94 2,570.74 

Total  4,275 4,323 4,371.96 12,969.96 

Table 23. Indirect costs for Marketplace services (Euro) 

 

As can be seen from Table 23. Indirect costs for Marketplace services, there are two indirect 
costs with a great representation on the total indirect costs which are rental with an annual 
fee of 1,875 [the total annual fee for renting is 15,000 euros which has been divided 
proportionally for each service(15,000 euros ÷ 8 services = 1,875 euros/service)] and other 
indirect costs have also a high representation in this group is included office supplies, cleaning 
supplies, heating, services of independent professionals, furniture, etc. On the other hand, 
there is another group of indirect costs with a less contribution which is network supplies with 
only 240 euros per year. 
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5.1.3 Embedded SIEM 

A customized SIEM solution able to deal with specifications of FORTIKA technologies and 
components Module: Security Information and Event Management System (SIEM) module. 

5.1.3.1 Main costs 

In that respect the Embedded SIEM service, there are three groups of costs (Labour force, 
Equipment and Indirect costs) which will be explained in this section. 

Group of 
costs 

Year 1 Year 2 Year 3 TOTAL Contribution (%) 

Labour Force 18,315.49 28,320.70 40,700.05 87,335.84 71.75 

Equipment 766.52 580.50 601.71 1,948.73 1.60 

Indirect Cost 10,635 10,810.20 10.988.90 32,434.10 26.65 

TOTAL 29,717.01 39,711.01 52,290.66 121,718.67 100 

Table 24. Main costs for Embedded SIEM (Euros) 

 

As can be seen in Table 24. Main costs for Embedded SIEM labour force is the highest cost 
group  of Embedded SIEM service with a total cost of 87,335.84 euros for the three years of 
commercialization, which is over the 71 percent of the total cost. On the other hand, the 
money needed for buying equipment is below 2 percent of total cost which it is less than 2,000 
euros for all the years of the period considered. Finally, the investment required in concepts 
of Indirect costs is estimated in 32,434.10 euros for the whole period of commercialization. 

 

 

Figure 10. Total Cost for Embedded SIEM (Euros) 

 

As can be seen in Figure 10. Total Cost for Embedded SIEM (Euros), the main group of cost is 
allocated in labour force for all the years analyzed. In that respect Equipment and Indirect 
cost, its contribution is lower.  

5.1.3.2 Salary costs 

This subsection will focus on detailed the salary of each different professional who is necessary 
to develop different tasks for this specific bundle. The salary is based on the salary average 
provided by all the partners to this same task. 
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Year Year 1 Year 2 Year 3 TOTAL 

Service sold 
(Units) 

180 560 1,350 2,090 

 

Nº of 
hours 

Cost 
(Euro) 

Nº of 
hours 

Cost 
(Euro) 

Nº of 
hours 

Cost 
(Euro) 

Nº of 
hours 

Cost 
(Euro) 

Maintenance 110.40 2,820.70 343.47 8,775.52 828 21,155.26 1,281.87 32,751.48 

Technical 
Management 

215 7,500 215 7,500 215 7,500 645 22,500 

Configuration 227.61 3,944.79 227.61 3,944.79 227.61 3,944.79 682.83 11,834.36 

Commercial 215 4,050 430 8,100 430 8,100 1,075 20,250 

Total 768.01 18,315.49 1,216.08 28,320.30 1,700.61 40,700.05 3,684.69 87.335.84 

Nº of 
employees 

0.45  0.71  0.99  

Table 25. Salary costs and allotted time for Embedded SIEM (Euro/ hour) 

 

As can be seen in Table 25. Salary costs and allotted time for Embedded SIEM (Euro/ hour), 
there are four job profiles required to develop this service. The employee focus on 
maintenance will do tasks such as clients supporting, regular updates, service improvements 
and check service. The number of hours is increased, depending on the number of services 
sold. For this particular service, the number of hours worked will be from 110.40 hours in the 
first year of commercialization for 180 services sold to 828 hours for the third year of 
commercialization for 1,350 services sold.  

On the other hand, it must be necessary a profile of configuration to update this bundle as 
well as a profile of technical management. Finally, it must be necessary a market profile. The 
number of employees necessary for this service will be from 0.42 for the first year to 0.99 to 
the third year. This meant that the number of hours per one person who is working into the 
FORTIKA enterprise must be work 42 percent of their annual working day in embedded SIEM 
tasks for the first year and it will be necessary almost one full-time person who dedicated 99 
percent of his working day for the third year of commercialization.  

That mean if the annual working day is 1,720 hours,  for the third year of commercialization 
the employee focus on maintenance will dedicate 828 hours, the employee who develops 
technical management tasks will dedicate 215 hours, the labourer who is focus on market will 
work 430 hours and finally the person dedicated to configuration task will work 227,61 hours. 
The total amount of hours will be 1,700.61 hours which is 99 percent of one annual working 
day. 

5.1.3.3 Equipment costs 

The monetary value of the equipment assigned to Embedded SIEM is detailed in the following 
table: 

Equipment Year 1 Year 2 Year 3 Total cost 

Computer 446.52 260.50 281.71 988.73 

Server 320 320 320 960 

Total 766.52 580.50 601.71 1,948.73 

Table 26.Equipment cost for Embedded SIEM service (Euros) 

 

In that respect the Table 26.Equipment cost for Embedded SIEM service, the amount of money 
used for paying equipment is quite low in contacts with the amount of money used in labour 
force. The total investment will be from 766.52 euros for the first year to 601.71 euros for the 
third year, being the cost of computer the biggest investment. 
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5.1.3.4 Indirect cost 

In this subsection is detailed the indirect costs which are necessary to develop Embedded 
SIEM service. All the costs necessary is explained in the following table: 

Indirect Cost Year 1 Year 2 Year 3 Total 

Rental 1,875 1,875 1,875 5,625 

Energy 720 734.40 749.09 2,203.49 

Network supplies 840 856.80 873.94 5,570.74 

Other indirect 
costs 

7,200 7,344 7,490.88 22,034.88 

Total  10,635 10,810.20 10,988.90 32,434.10 

Table 27. Indirect costs for Embedded SIEM service (Euros) 

 

As can be seen from Table 27. Indirect costs for Embedded SIEM service, the bigger investment 
is allocated in other indirect cost with a total investment of 22,034.88 euros for the three year 
of commercialization due to the necessity to get the services of independent professional. For 
Embedded SIEM service the amount of total cost intended for energy is the lowest. 

5.1.4 Embedded homomorphic encryption 

Module Add-on based on HE for keyword search in the encrypted database. 

5.1.4.1 Main Costs 

In that respect the Embedded Homomorphic Encryption, there are three groups of costs 
(Labour force, Equipment and Indirect costs) which will be explained in this section. 

Group of 
costs 

Year 1 Year 2 Year 3 TOTAL Contribution (%) 

Labour Force 16,301.57 25,455.70 36,066.91 77,824.17 69.43 

Equipment 703.21 543.29 561.46 1,825.82 1,63 

Indirect Cost 10,635 10,810.20 10,988.90 32,434.10 28.94 

TOTAL 27,639.78 36,809.19 47,617.27 112,662.67 100 

Table 28. Main costs for Embedded homomorphic encryption (Euros) 

 

As can be seen from Table 28. Main costs for Embedded homomorphic encryption the highest 
investment is allocated in labour force as had been happened in previous services /Bundles. 
For this particular bundle, the investment use to labour force is 77,824.17 euros for the three 
years which is the 69.43 percent of total costs. On the other hand, as happened in other 
services, the equipment is the lowest group of cost for commercialize Embedded 
Homomorphic Encryption service. In that respect indirect costs, this group of cost is 32,434.10 
euros which is 28.94 percent of total costs.  

In that respect Figure 11, as it happened other bundles, the biggest group of cost is labour 
force with a contribution over 35,000 euros for the third year of commercialization. On the 
other hand, the contribution for equipment is the lowest with a contribution under 1,000 
euros for all the year analyzed. 
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Figure 11. Total Cost for Embedded Homomorphic Encryption (Euros) 

 

5.1.4.2 Salary Costs 

This subsection will focus on detailed the salary of each different professional who is necessary 
to develop maintenance and installation tasks for this specific service. The salary is based on 
the salary average provided by all the partners to this same task. 

Year Year 1 Year 2 Year 3 TOTAL 

Service sold 
(Units) 

180 560 1,350 2,090 

 

Nº of 
hours 

Cost 
(Euro) 

Nº of 
hours 

Cost 
(Euro) 

Nº of 
hours 

Cost 
(Euro) 

Nº of 
hours 

Cost 
(Euro) 

Maintenance 96,43 2,417.74 294.40 7,521.87 709.71 18,133.08 1,098.74 28,072.70 

Technical 
management  

215 7500 215 7500 215 7500 645 22,500 

Configuration 134.50 2,333.83 134.50 2,333.83 134.50 2,333.83 403,49 7,500 

Commercial 215 4,050 430 8,100 430 8,100 1,075 20,250 

Total 659.12 16,301.57 1,073.90 25,455.70 1,489.21 36,066.91 3,222.23 77,824.17 

Nº of 
employees 

0.38  0.62  0.87  

Table 29.Salary costs and allotted time for Embedded Homomorphic encryption (Euro/ hour) 

 

As can be seen from Table 29.Salary costs and allotted time for Embedded Homomorphic 
encryption (Euro/ hour), the labour cost of installation is the highest with a total amount of 
cost of 77,824.17 euros for the three year of commercialization. On the other hand, the Cost 
for tasks related with configuration is the lowest with an amount of investment of 7,500 euros. 
In that respect the employment, there is an employment growth from a dedication of the 38 
percent of one annual working time to a dedication of one and 87 percent of one annual 
working day. That mean, for instance, for the third year of commercialization the employee 
focus on maintenance will dedicate 709.71 hours, the employee who develops technical 
management tasks will dedicate 215 hours, the labourer who is focus on market will work 430 
hours and finally the person dedicated to configuration task will work 134.50 hours. The total 
amount of hours will be 1,489.21 hours which is 87 percent of one annual working day.   
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5.1.4.3 Equipment Costs 

The monetary value of the equipment assigned to Embedded Homomorphic Encryption is 
detailed in the following table: 

Equipment Year 1 Year 2 Year 3 Total cost 

Computer 383.21 241.15 241.46 865.82 

Server 320 320 320 960 

Total 703.21 561.15 561.46 1,825.82 

Table 30. Equipment cost for Embedded Homomorphic encryption (Euros) 

 

In that respect the Table 30. Equipment cost for Embedded Homomorphic encryption, the 
amount of money used for paying equipment is quite low in contacts with the amount of 
money invested in labour force. The total investment will be from 703.21 euros for the first 
year to 560.46 euros for the third year, being the cost of computer the biggest investment. 

5.1.4.4 Indirect costs 

In this subsection is detailed the indirect costs which are necessary to develop the Embedded 
Homomorphic encryption service. All the costs necessary is explained in the following table: 

Indirect Cost Year 1 Year 2 Year 3 Total 

Rental 1,875 1,875 1,875 5,625 

Energy 720 734.40 749.09 2,203.49 

Network supplies 840 856.80 873.94 2,570.74 

Other indirect 
costs 

7,200 7,344 7,490.88 22,034.88 

Total  10,635 10,810.20 10,988.90 32,434.10 

Table 31. Indirect costs for Embedded Homomorphic Encryption (Euros) 

 

As can be seen from Table 31. Indirect costs for Embedded Homomorphic Encryption, the 
highest investment is allocated in other indirect cost with a total investment of 32,434.10 
euros for the three year of commercialization, being other indirect costs (taxes, services of 
independent professional, etc.) the most representative cost into indirect costs For Embedded 
Homomorphic Encryption service, the amount of total cost intended for energy is the lowest. 

5.1.5 ABAC & SOCIAL 

5.1.5.1 Engineering Attack Recognition 

5.1.5.1.1.  Main Costs 

In this subsection is explained in general the three bigger groups of cost for Engineering Attack 
Recognition which are labour force, equipment and indirect costs. In the following table is 
detailed each one. 
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Group of 
costs 

Year 1 Year 2 Year 3 TOTAL Contribution (%) 

Labour Force 18,002.19 27,156.31 37,767.52 82,926.02 70.73 

Equipment 760.35 561.15 561.46 1,882.96 1.61 

Indirect Cost 10,635 10,810.20 10,988.90 32,464.10 10,35 

TOTAL 29,397.54 38,527.66 49,317.89 117,243.09 100 

Table 32. Main costs for Engineering Attack Recognition (Euros) 

 

As can be seen from Table 32. Main costs for Engineering Attack Recognition, the biggest 
group of cost is labour force which include all the professional’s requirement for developing 
the different tasks in this bundle, its contribution to the total cost is 82,926.02 euros that it is 
70.73% of total cost. The equipment for this specific case is the lowest group of cost with a 
contribution to the total cost of 1,882.96 euros. Ultimately, the indirect costs which are those 
costs that must be assumed by any business, but they are difficult to establish such as 
depreciation of tangible, taxes, insurance policy, support personnel (direction, administration 
or other departments, etc.), supplies, etc., this group represent 32,464.10 euros on the total 
costs.   

 
Figure 12. Total Cost for Engineering Attack Recognition (Euros) 

 

In Figure 12. Total Cost for Engineering Attack Recognition (Euros) is shown the contribution 
for the main costs to this specific bundle. As with other bundles, labour force is the biggest 
group of cost with a contribution over 35,000 euros for the third year of commercialization. 
The lowest group of cost is equipment because of it is a like a service and equipment needs is 
low. 

5.1.5.1.2. Salary Costs 

For engineering attack recognition salary of each different professional is detailed in the 
following table. The salary is based on the salary average provided by all the partners to this 
same task. 

Year Year 1 Year 2 Year 3 TOTAL 

Service sold 
(Units) 

180 560 1,350 2,090 

 

Nº of 
hours 

Cost 
(Euro) 

Nº of hours 
Cost 

(Euro) 
Nº of 
hours 

Cost 
(Euro) 

Nº of 
hours 

Cost 
(Euro) 

Maintenance 94.63 2,417.74 294.40 4,521.87 709.71 18,133.08 1,098.74 28,072.70 
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Technical 
management 

215 7,500 215 7,500 215 7,500 645 22,500.00 

Configuration 232.78 4,034.44 232.78 4,034.44 232.78 4,034.44 698.35 12,103.32 

Commercial 215 4,050.00 430 8,100.00 430 8,100.00 1,075.00 20,250.00 

Total 757.41 18,002.19 1,172.18 27,156.31 1,587.50 37,767.52 3,517.09 82,926.02 

Nº of employees 0.44  0.68  0.92  

Table 33. Salary costs and allotted time for Engineering Attack Recognition (Euro/ hour) 

 

As can be seen from Table 33. Salary costs and allotted time for Engineering Attack 
Recognition (Euro/ hour), there are four job profiles required to develop this service. The 
employee focus on maintenance cost will do tasks such as clients supporting, regular updates, 
service improvements and check service. The number of hours is increased, depending on the 
number of services sold from 94.63 hours in the first year of commercialization for 180 
services sold to 709.71 hours for the third year of commercialization for 1,350 services sold. It 
will also be necessary a profile of Installation to deploy this service to end users. On the other 
hand, this service will need one profile focus on technical management and another profile 
focus on configuration in order to manage and keep the software updated. The number of 
employees necessary for this service will be from 0.44 for the first year to 0.92 for the third 
year. This meant that will be necessary one worker who works 44 percent of his annual 
working day doing these four tasks for the first year of commercialization and it will be 
necessary another worker who dedicates 92 percent of his annual working day for the third 
year of commercialization. 

5.1.5.1.3. Equipment Costs 

In this subsection is detailed the monetary investment that must be used for developing 
necessary tasks. 

Equipment Year 1 Year 2 Year 3 Total cost 

Computer 440.35 241.15 241.46 922.96 

Server 320 320 320 960 

Total 760.35 561.15 561.46 1,882.96 

Table 34. Equipment cost for Engineering Attack Recognition (Euros) 

 

In that respect to Table 34. Equipment cost for Engineering Attack Recognition (Euros),  as it 
the case in previous services, the investment in computer is the major disbursement with a 
forecast of 922.96 euros invested for three years. The forecast monetary investment in servers 
will be 960 euros for three years. 

5.1.5.1.4. Indirect Costs 

In this subsection is detailed the indirect costs which are necessary to develop Engineering 
Attack Recognition service. All the costs necessary is explained in the following table: 

Indirect Cost Year 1 Year 2 Year 3 Total 

Rental 1,875 1,875 1,875 5,625 

Energy 720 734.40 749.09 2,203.49 

Network supplies 840 856.80 873.94 2,570.74 

Other indirect 
costs 

7,200 7,344 7,490.88 22,034.88 

Total  10,635 10,810.20 10,988.90 32,434.10 
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Table 35. Indirect costs for Engineering Attack Recognition (Euros) 

 

With regard to the Table 35. Indirect costs for Engineering Attack Recognition (Euros),  the 
large amount of investment is expected in the disbursements for other indirect costs with a 
total investment of 22,034.88 euros for the three years which have been analysed. On the 
other hand, energy is expected to be the lowest indirect cost. 

5.1.5.2 Social Engineer At-tack Recognition System 

5.1.5.2.1. Main costs 

In this subsection is detailed the three bigger group of costs necessary for commercializing 
one of the cyber security services which has been developing in FORTIKA (Social Engineer At-
tack Recognition System), In the following table: 

Group of 
costs 

Year 1 Year 2 Year 3 TOTAL Contribution (%) 

Labour Force 18,002.19 27,156.31 37,767.52 82,926.02 70.73 

Equipment 760.35 561.15 561.46 1,882.96 1.61 

Indirect Cost 10,635 10,810.20 10,988.90 32,434.10 27.66 

TOTAL 29,397.54 38,527.66 49,317.89 117,243.09 100 

Table 36. Main costs for Social Engineer At-tack Recognition System 

 

As shown in the Table 36. Main costs for Social Engineer At-tack Recognition System,  the large 
group of costs is labour force. Labour force is expected to increase his contribution due to new 
requirements for supporting the increase on the sales level. The total amount of money which 
will be necessary for this group of cost will be 82,926.02 euros for the three years. In that 
respect the indirect costs, the amount of money is fixed in 27.66 euros for all the period 
analysed. Finally, the equipment necessary for the period analysed is valorised in 1,882.96 
euros, being the lowest group of cost. 

As can be seen from Figure 13. Total Costs for Social Engineer At-tack Recognition (Euros), 
there are three groups of costs, being labour force the most representative in every year 
analyzed. As it was happening in other bundles, the equipment is the group of cost with less 
contribution due to it is a service which do not need a strong investment in equipment. 

 

Figure 13. Total Costs for Social Engineer At-tack Recognition (Euros) 
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5.1.5.2.2. Salary costs 

For engineering attack recognition salary of each different professional is detailed in the 
following table. The salary is based on the salary average provided by all the partners to this 
same task. 

Year Year 1 Year 2 Year 3 TOTAL 

Service sold 
(Units) 

180 560 1,350 2,090 

 

Nº of 
hours 

Cost 
(Euros) 

Nº of 
hours 

Cost 
(Euros) 

Nº of 
hours 

Cost 
(Euros) 

Nº of 
hours 

Cost 
(Euros) 

Maintenance 132.48 3,384.84 412.16 10,530.62 993.60 25,386.31 1,538.24 39,301.78 

Technical 
management 

215 7,500 215 7,500 215 7,500 
645 22,500 

Configuration 215 5,557.50 215 5,557.50 215 5,557.50 645 16,672.50 

Commercial 215 4,050 430 8,100 430 8,100 1,075 20,250 

Total 757.41 18,002.19 1,172.18 27,156.31 1,587.50 37,767.52 3,517.09 82,926.02 

Nº of 
employees 

0,44  0.68  0.92  

Table 37. Salary costs and allotted time for Social Engineer At-tack Recognition System (Euro/ hour) 

 

As can be seen from Table 37. Salary costs and allotted time for Social Engineer At-tack 
Recognition System (Euro/ hour), there are four job profiles required to develop this service. 
The employee focus on maintenance will do tasks such as clients supporting, regular updates, 
service improvements and check service. The number of hours is increased, depending on the 
number of services sold from 132.48 hours in the first year of commercialization for 180 
services sold to 993.60 hours for the third year of commercialization for 1,350 services sold.  

There will also be three employees who will dedicate part of his annual working time focus on 
Technical management who will do tasks such as coordination and business vision; one 
configurator who is focus on developing improvements in software n this and other bundles 
and services; and sales profiles who are focus in offered the FORTIKA solution to potential 
customer. The number of employees necessary for this service will be from 0.44 for the first 
year to 0.92 for the third year. This meant that though there are different workers, if all the 
hours worked are gathered, the total amount of hours will be 44 percent of one annual 
working day (1,720 hours) for the first year and 92 percent for the third year of 
commercialization. 

5.1.5.2.3. Equipment costs 

In this subsection is detailed the monetary investment that must be used for developing 
necessary tasks. 

Equipment Year 1 Year 2 Year 3 Total cost 

Computer 440.35 241.15 241.466 922.96 

Server 320 320 320 960 

Total 760.35 561.15 561.46 1,882.96 

Table 38. Equipment cost for Social Engineer At-tack Recognition System (euro) 

 

In that respect to Table 38. Equipment cost for Social Engineer At-tack Recognition System 
(euro) as it the case in previous services, the investment in computer is the major 
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disbursement with a forecast of 1,882.96 euros invested for three years. The forecast 
monetary investment in servers will be 960 euros for three years. 

5.1.5.2.4. Indirect costs 

In this subsection is detailed the indirect costs which are necessary to develop Engineering 
Attack Recognition service. All the costs necessary is explained in the following table: 

Indirect Cost Year 1 Year 2 Year 3 Total 

Rental 1,875 1,875 1,875 5,625 

Energy 720 734.40 749.09 2,203.49 

Network 
supplies 

840 856.80 873.94 2,570.74 

Other indirect 
costs 

7,200 7,344 7,490.88 22,034.88 

Total  10,875 11,055 11,238.60 33,168.60 

Table 39. Indirect costs for Social Engineering Attack Recognition (Euros) 

 

With regard to the Table 39. Indirect costs for Social Engineering Attack Recognition (Euros), 
the large amount of investment is expected in the disbursements for other indirect costs with 
a total investment of 22,034.88 euros for the three years which have been analysed, being 
invested in costs such as taxes, services of independent professional, depreciation, indirect 
labour or indirect material, among many others. Energy is expected to be the lowest indirect 
cost with a total contribution of 2,203.49 for the whole period. 

5.1.6 Real-time Network Traffic Analysis Module  

Module for active protection based on a correlation, reputation, Big Data, anomaly detection 
and sandboxing. 

5.1.6.1 Main costs 

In this subsection is explained at general level the three bigger groups of cost for Real time 
Network Traffic Analysis Module which are labour force, equipment and indirect costs. In the 
following table is detailed each one. 

Group of 
costs 

Year 1 Year 2 Year 3 TOTAL Contribution 
(%) 

Labour 
Force 

18,181.01 28,185.82 40,565.57 86,932.40 71.66 

Equipment 762.01 580.50 601.71 1,944.21 1.60 

Indirect Cost 10,635 10,810.20 10,988.90 32,434.10 26.74 

TOTAL 29,578.01 39,576.53 52,156.18 121,310.72 100 

Table 40. Main cost for Real Time Network Traffict Analysis Module 

 

As can be seen fromTable 40. Main cost for Real Time Network Traffict Analysis Module, the 
biggest group of costs is labour force which include all the professional’s required for 
developing the different tasks in this bundle, its contribution to the total cost is 86,932.40 
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euros that it is 71.66% of the total cost. The equipment for this specific case is the lowest 
group of cost with a contribution to the total cost of 1,944.21 euros.  

Ultimately, the indirect costs which are those costs that must be assumed by any business, 
but they are difficult to establish such as depreciation of tangible, taxes, insurance policy, 
support personnel (direction, administration or other departments, etc.), supplies, among 
many others, this group represent 32,434.10 euros on the total costs. 

 

 
Figure 14. Total costs for Real-Time Network Traffic Analysis Module (Euros) 

 

In that respect Figure 14. Total costs for Real-Time Network Traffic Analysis Module, labour 
force is the biggest group of cost for this especific bundle with a total investment over 40,000 
eruos for the third year of commercialization. On the other extreme, the cost is quite regular 
in 650 euros for all the years. 

5.1.6.2 Salary costs 

For Real-time Network Traffic Analysis Module, the salary of each different professional is 
detailed in the following table. The salary is based on the salary average provided by all the 
partners to this same task. 

Year Year 1 Year 2 Year 3 TOTAL 

Service sold 
(Units) 

180 560 1,350 2,090 

 

Nº of 
hours 

Cost 
(Euros) 

Nº of 
hours 

Cost 
(Euros) 

Nº of 
hours 

Cost 
(Euros) 

Nº of 
hours 

Cost 
(Euros) 

Maintenance 110.40 2,820.70 343.47 8,775.52 828 21,155.26 1,281.87 32,751.48 

Technical 
Management 

215 7,500 215 7,500 215 7,500 
645 22,500 

Configuration 219.85 3,810.31 219.85 3,810.31 219.85 3,810.31 659.55 11,430.92 

Commercial 215 4,050 430 8,100 430 8,100 1,075 20,250 

Total 760.25 18,181.01 1,208.32 28,185.82 1,692.85 40,565.57 3,661.42 86,932.40 

Nº of 
employees 

0.44  0.70  0.98  

Table 41. Salary costs and allotted time for Real Time Network Traffic Analysis Module (Euro/ hour) 
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As can be seen from Table 41. Salary costs and allotted time for Real Time Network Traffic 
Analysis Module (Euro/ hour), there are four job profiles required to develop this service. The 
professional focus on maintenance will do tasks such as clients supporting, regular updates, 
service improvements and check service. The number of hours is increased, depending on the 
number of services sold from 110.40 hours in the first year of commercialization for 180 
services sold to 828 hours for the third year of commercialization for 1,350 services sold.  

The second professional is a commercial role who as focus on offer the FORTIKA solution to 
the market, its contribution to the total labour costs is estimated from 4,050 euros for the first 
year to 8,100 euros for the third year. The third professional will be a technical manager, being 
estimated his investment in 22,500 for all the period analyzed.  

Finally, the fourth professional will be a profile focus on the configuration, being his monetary 
investment fixed in 11,430.92 euros for all the period analyzed. The number of employees 
necessary for this service will be from 0.41 for the first year to 0.98 for the third year. This 
meant that will be necessary dedicated 41 percent of one annual working day for the first year 
of commercialization, an amount that will increase to 98 percent of one annual working day 
for the third year of commercialization. 

5.1.6.3 Equipment costs 

In this subsection is detailed the monetary investment that must be used for developing 
necessary tasks. 

Equipment Year 1 Year 2 Year 3 Total cost 

Computer 442.01 260.50 281.71 984.21 

Server 320 320 320 960 

Total 762.01 580.50 601.71 1,944.21 

Table 42. Equipment for Real Time Network Traffic Analysis Module (Euro) 

 

In that respect the Table 42. Equipment for Real Time Network Traffic Analysis Module (Euro),  
as it the case in previous services, the investment in computer is the major disbursement with 
a forecast of 984.21 euros invested for three years. The forecast monetary investment in 
servers will be 960 euros for three years. 

5.1.6.4 Indirect costs 

In this subsection is detailed the indirect costs which are necessary to develop the Real Time 
Network service. All the costs necessary is explained in the following table: 

Indirect Cost Year 1 Year 2 Year 3 Total 

Rental 1,875 1,875 1,875 5,625 

Energy 720 734.40 749.09 2,203.49 

Network 
supplies 

840 856.80 873.94 2,570.74 

Other indirect 
costs 

7,200 7,344 7490.88 22,034.88 

Total  10,635 10,810.20 10,988.90 32,434.10 

Table 43. Indirect cost for Real Time Network Service 
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As can be seen from Table 43. Indirect cost for Real Time Network Service, the highest 
investment is allocated in other indirect cost with a total investment of 22,034.88 euros for 
the three year of commercialization due to the necessity to get services of independent 
professional. On the other hand, the lowest cost for indirect cost is allocated in energy with a 
total investment of 5,625 euros for the three year of commercialization. 

5.1.7 Risk Assessment 

Module for performing a risk assessment. 

Component: risk assessment bundle 

• Risk agent 

• Risk evaluator 

• Risk dashboard 

5.1.7.1 Main costs 

In this subsection is detailed the three bigger group of costs necessary for commercializing 
one of the cyber security services which has been developing in FORTIKA (Risk Assessment), 
In the following table: 

Group of 
costs 

Year 1 Year 2 Year 3 TOTAL Contribution (%) 

Labour Force 18,400.27 28,405.09 40,784.83 87,590.19 71.81 

Equipment 769.52 580.50 601.71 1,951.73 1.60 

Indirect Cost 10,635 10,810.20 10,988.90 32,434.10 26.59 

TOTAL 29,804.80 39,795.79 52,375.44 121,976.03 100 

Table 44. Main costs for Risk Assessment 

 

As shown in the Table 44. Main costs for Risk Assessment, the large group of costs is labour 
force. Labour force is expected to increase his contribution due to new requirements for 
supporting the increase in the sales level. The total amount of money which will be necessary 
for this group of cost will be 87,590.19 euros for the three years. In that respect the indirect 
costs, the amount of money is fixed in 32,434.10 euros for all the period analyzed.  

Finally, the equipment necessary for the period analyzed is valorized in 1,951.73 euros, being 
the lowest group of cost. 

 
Figure 15. Total Cost for Risk Assessment (Euros) 
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The Figure 15. Total Cost for Risk Assessment (Euros) shows the contribution for every group 
of cost for Risk Assessment bundle. In this particular case, labour force is the biggest group 
with a contribution over 40,000 euros for the third year of commercialization. On the other 
extreme, the equipment costs are the lowest. 

5.1.7.2 Salary costs 

For Risk Assessment, the salary of each different professional is detailed in the following table. 
The salary is based on the salary average provided by all the partners to this same task. 

Year Year 1 Year 2 Year 3 TOTAL 

Service sold 180 560 1,350 2,090 

 

Nº of 
hours 

Cost 
Nº of 
hours 

Cost 
Nº of 
hours 

Cost 
Nº of 
hours 

Cost 

Maintenance 110.40 2,820.70 343.47 8,775.52 828 21,155.26 1,281.87 32,751.48 

Technical 
manager 

215 7,500 215 7,500 215 7,500 
645 22,500 

Configuration 232.78 4,029.57 232.78 4,029.57 232.78 4,029.57 698.35 12,088.71 

Commercial 215 4,050 430 8,100 430 8,100 1,075 20,250 

Total 773.18 18,400.27 1,221.25 28,405.09 1,705.78 40,784.83 3,700.21 87,590.19 

Nº of 
employees 

0.45  0.71  0.99  

Table 45. Salary costs and allotted time for Risk Assessment (Euro/ hour) 

 

As can be seen from Table 45. Salary costs and allotted time for Risk Assessment (Euro/ hour), 
there are four job profiles required for this bundle. The professional focus on maintenance 
will do tasks such as clients supporting, regular updates, service improvements and check 
service. The number of hours is increased, depending on the number of services sold from 
110.40 hours in the first year of commercialization for 180 services sold to 828 hours for the 
third year of commercialization for 1,350 services sold. The second profile is a commercial role 
who is focus on offer the FORTIKA solution to potential clients, the number of hours 
destinated for the first year is 215 hours, amount with increases to 430 hours for the second 
and third year.  

The third professional will be a technical manager, being estimated his investment in 22,500 
euros for all the period analysed. Finally, the fourth professional will be focus on configuration 
tasks, being his monetary investment fixed in 12,088.71 euros for all the period analysed. 
Knowing that one annual working day is fixed in 1,720 hours, for the first years the number of 
hours worked is 733.18, that meant 45 percent of one annual working day that will be worked 
by at least four different people. For the third year, the number of hours necessary for this 
bundle will be 1,705.78 which is 99 percent of one annual working day. 

5.1.7.3 Equipment costs 

In this subsection is detailed the monetary investment that must be used for developing 
necessary tasks. 

Equipment Year 1 Year 2 Year 3 Total cost 

Computer 449.52 260.50 281.71 991.73 

Server 320 320 320 960 

Total 769.52 580.50 601.71 1,951.73 

Table 46. Equipment for Risk Assessment (Euro) 
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In that respect the Table 46. Equipment for Risk Assessment (Euro) as it the case in previous 
services, the investment in computer is the major disbursement with a forecast of 991.73 
euros invested for three years. The forecast monetary investment in servers will be 960 euros 
for three years. 

5.1.7.4 Indirect Costs 

In this subsection is detailed the indirect costs which are necessary to Risk Management 
Bundle. All the costs necessary is explained in the following table: 

Indirect Cost Year 1 Year 2 Year 3 Total 

Rental 1,875 1,875 1,875 5,625 

Energy 720 734.40 749.09 2,203.49 

Network 
supplies 

840 856.80 873.94 2,570.74 

Other indirect 
costs 

7,200 7,344 7,490.88 22,034.88 

Total 10,365 10,810.20 10,988.90 32,434.10 

Table 47. Indirect cost for Risk Assessment 

 

As can be seen from Table 47. Indirect cost for Risk Assessment, the highest investment is 
allocated in other indirect cost with a total investment of 32,434.10 euros for the three year 
of commercialization, being taxes, services of independent professional, etc. the most 
representative cost into indirect costs for Risk Assessment, the amount of total cost intended 
for energy is the lowest. 

5.1.8 Virtual Security 

5.1.8.1 Main Costs 

In this subsection is explained at general level the three bigger groups of cost for Virtual 
Security Module which are labour force, equipment and indirect costs. In the following table 
is detailed each one. 

Group of 
costs 

Year 1 Year 2 Year 3 TOTAL Contribution 
(%) 

Labour 
Force 

18,405.14 28,409.96 40,789.70 87,604.80 71.81 

Equipment 769.52 580.50 601.71 1,951.73 1.60 

Indirect Cost 10,635 10,810.20 10,988.90 32,434.10 26.59 

TOTAL 29,809.67 39,800.66 52,380.31 121,990.64 100 

Table 48. Main cost for Virtual security 

 

As can be seen from Table 48. Main cost for Virtual security, the biggest group of costs is 
labour force which include all the professional’s required for developing the different tasks in 
this bundle, its contribution to the total cost is 87,604.80 euros that it is 71.81% of the total 
cost.  

The equipment for this specific case is the lowest group of cost with a contribution to the total 
cost of 1,951.73 euros. Ultimately, the indirect costs which are those costs that must be 
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assumed by any business, but they are difficult to establish such as depreciation of tangible, 
taxes, insurance policy, support personnel (direction, administration or other departments), 
supplies, among many others, this group represent 32,434.10 euros on the total costs. 

 

 
Figure 16. Total Cost for Virtual Security (Euros) 

 

In that respect Figure 16. Total Cost for Virtual Security (Euros), there are three groups of 
costs, being the most repesentative the labour force which a contribution over 40,000 euros 
for the third year of commercialization. On the other extreme, the equipment is the lowest 
with a contribution for every year under 1,000 euros.  

5.1.8.2 Salary Costs 

For Risk Assessment, the salary of each different professional is detailed in the following table. 
The salary is based on the salary average provided by all the partners to this same task. 

Year Year 1 Year 2 Year 3 TOTAL 

Service sold 180 560 1,350 2,090 

 

Nº of 
hours 

Cost 
Nº of 
hours 

Cost 
Nº of 
hours 

Cost 
Nº of 
hours 

Cost 

Maintenance 110.40 2,820.70 343.47 8,775.52 828 21,155.26 1,281.87 32,751.48 

Technical 
manager 

215 7,500 215 7,500 215 7,500 645 22,500 

Configuration 232.78 4,029.57 232.78 4,029.57 232.78 4,029.57 698.35 12,088.71 

Commercial 215 4,050 430 8,100 430 8,100 1,075 20,250 

Total 773.18 18,400.27 1,221.25 28,405.09 1,705.78 40,784.83 3,700.21 87,590.19 

Nº of 
employees 

0.45  0.71  0.99  

Table 49. Salary costs and allotted time for Virtual Security (Euro/ hour) 

 

As can be seen from Table 49. Salary costs and allotted time for Virtual Security (Euro/ hour), 
there are four job profiles required for this bundle. The professional focus on maintenance 
will do tasks such as clients supporting, regular updates, service improvements and check 
service.  
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The number of hours is increased, depending on the number of services sold from 110.40 
hours in the first year of commercialization for 180 services sold to 828 hours for the third 
year of commercialization for 1,350 services sold.  

The second profile is a commercial role who is focus on offer the FORTIKA solution to potential 
clients, the number of hours destinated for the first year is 215 hours, amount with increases 
to 430 hours for the second and third year. The third professional will be a technical manager, 
being estimated his investment in 22,500 euros for all the period analyzed. 

Finally, the fourth professional will be focus on configuration tasks, being his monetary 
investment fixed in 12,088.71 euros for all the period analyzed. Knowing that one annual 
working day is fixed in 1,720 hours, for the first years the number of hours worked is 733.18, 
that meant 45 percent of one annual working day that will be worked by at least four different 
people. For the third year, the number of hours necessary for this bundle will be 1,705.78 
which is 99 percent of one annual working day. 

5.1.8.3 Equipment Costs 

In this subsection is detailed the monetary investment that must be used for developing 
necessary tasks. 

Equipment Year 1 Year 2 Year 3 Total cost 

Computer 449.52 260.50 281.71 991.73 

Server 320 320 320 960 

Total 769.52 580.50 601.71 1,951.73 

Table 50. Equipment for Virtual Security (Euro) 

 

In that respect the Table 50. Equipment for Virtual Security (Euro) as it the case in previous 
services, the investment in computer is the major disbursement with a forecast of 991.73 
euros invested for three years. The forecast monetary investment in servers will be 960 euros 
for three years. Therefore, the total amount of investment will be 1,951.73 euros for the three 
years. 

5.1.8.4 Indirect Costs 

In this subsection is detailed the indirect costs which are necessary to Virtual Security Bundle. 
All the costs necessary is explained in the following table: 

Indirect Cost Year 1 Year 2 Year 3 Total 

Rental 1,875 1,875 1,875 5,625 

Energy 720 734.40 749.09 2,203.49 

Network supplies 840 856.80 873.94 2,570.74 

Other indirect 
costs 

7,200 7,344 7,490.88 22,034.88 

Total  10,365 10,810.20 10,988.90 32,434.10 

Table 51. Indirect cost for Virtual Security 

 

As can be seen from Table 51. Indirect cost for Virtual Security, the highest investment is 
allocated in other indirect cost with a total investment of 32,434.10 euros for the three year 
of commercialization, being taxes, services of independent professional, etc. the most 
representative cost into indirect costs for Risk Assessment, the amount of total cost intended 
for energy is the lowest. 
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5.2 Economical evaluation Cost-Benefit 

5.2.1 Externalities assessment of the investment project  

In this section will be analyzed different benefits and losses which are derived from the 
development of this project. 

Besides the economic results derived from sales, there are direct and indirect benefits if this 
project is developed. One of the most important could be the employment. In that case, it will 
necessary professionals from different categories like commercial, administrative offices, 
carriers, factory employees, security professional, etc whom develop different tasks in that 
project. Indirectly, there are several benefits because it will be necessary bought raw material, 
machines, tools, getting the support from third parties, etc. And that means people working 
with news salaries which should be spent in their economics. 

Another benefit is related with the type of solution, as it has been mentioned previously, 
Security Booster (FPGA) is an innovative solution which need to be supported by professional 
with updated knowledge. This project might the key to stop the young professional people 
from pulling out to other country or even continent looking for new work opportunities. It is 
also good to get professionals from other countries to work. 

Other benefit could be achieved a leader position of European countries at technology level, 
getting an innovative solution with capacity to compete with American enterprises like 
Fortinet, Cisco, etc., the “European Brand”, etc. 

However, there are negative consequences such as most of the material will be bought in 
Asian countries where there are poor work conditions, Security Booster (FPGA) is a not 
affordable solution for small enterprises with strong economic difficulties, etc.  

5.2.2 Financial profitability 

This subsection will be focused in analysing the effect of cost in profit. This must be the first 
result about the financial feasibility of the project. 

Period Year 0 Year 1 Year 2 Year 3 Total % 

Sales Forecast (Units)  180 560 1,350 2,090  

 

Initial 
investment 

CAPEX 
  

Item 
Initial 

investment Investment Investment Investment Total  
Computer 3,049.29 0.00 1,792.55 1,907.55 6,749,40 0.29% 

Machine 5,000.00 0.00 0.00 7,460.00 12,460.00 0.52% 

Tools 230.00 0.00 200.00 300.00 730.00 0.03% 

Third party Equipment 10,000.00 0.00 0.00 40,000.00 50,000.00 2.21% 

Premarket-Bundle 
development 59,280.00 0.00 0.00 0.00 59,280.00 2.49% 

Communication Campaign 20,000.00 0.00 0.00 0.00 20,000.00 0.84% 

Furniture 7,000.00 0.00 2.000.00 1.000.00 10,000.00 0.42% 

Refurbishment 15,000.00 0.00 0.00 0.00 15,000.00 0.63% 

TOTAL (€) 116,559.29 0.00 1,792.55 49,867.55 108,939.40 7.43% 

Bundle / Services  (€) (€) (€) (€)  
Labour Force  OPEX   
Homomorphic Encryption.   16,301.57 25,455.70 36,066.91 77,82417 3.27% 

Marketplace  18,521.01 29,716.79 44,572.49 92,810.29 3.90% 

Embedded SIEM  18,315.49 28,320.30 40,700.05 87,335.84 3.67% 

ABAC  18,002.19 27,156.31 37,767.52 82,926.02 3.49% 

SEARS  18,002.19 27,156.31 37,767.52 82,926.02 3.49% 
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Real time net.  18,181.01 28,185.82 40,565.57 86,932.40 3.66% 

Risk Management  18,400.27 28,405.09 40,784.83 87,590.19 3.68% 

Virtual Security  18,405.14 28,409.96 40,789.70 87,604.80 3.69% 

Total Labour Bundle Force (€)  144,128.86 222,806.28 319,014.59 685,949.74 28.86% 

        
Server  2,240.00 2,240.00 2,240.00 6,720.00 0.28% 

Total Equipment (€)  2,240.00 22,40.00 2,240.00 6,720.00 0.28%  
Communication Campaign  30,000.00 42,975.84 41,705.00 111,845.00  
Total Communication 
Campaign (€)  30,000.00 42,975.84 41,705.00 114,680.00 4.82%        
Indirect cost (€)  68,085.00 69,184.20 70,305.38 207,574.58 8.73%        
Gateway Cost (€)  143,178.00 395,976.00 656,550.00 1,195,704.00 49.87%        
Total OPEX cost (€)   387,631.86 733,182.32 1,079,689.98 2,200,504.16 92.57% 

       
TOTAL COSTS (OPEX and 
CAPEX) (€) 116,559.29 387,631.86 745,174.88 1,127,857.53 2,377,233.56  
Annual Growth Rate (%) 232.56 92.23 51.35  

Table 52. Total Cost FORTIKA solution (Euros) 

 

As can be seen from Table 52. Total Cost FORTIKA solution, the change in costs follow an 
increasing trend from 116,559.29 euros for the initial investment to 1,127,587.53 euros for 
the third year of commercialization when there is a sales forecast of 1,350 units for the whole 
solution of FORTIKA solution. In that respect the Annual Growth Rate (AGR), the cost is 
increased in 232.56 percent from the initial cost to the first-year cost because the initial 
investment is lower due to the product has been developed as part of FOTIKA Horizon 2020 
program, being not necessary making an investment in research because of the product will 
be ready to be sold.  

In following years, the increase in cost is due to the sales increases for buying electronics 
component for making the FORTIKA gateway as well as the increase in labour force cost for 
supporting the increase in bundles deployed, as has been mentioned in a previous section. 

There are two bigger group of costs CAPEX and OPEX which allocated the different costs with 
must be assumed.  

In that respect the CAPEX costs are divided in an initial investment and three yearly 
investment. The initial investment has a representation in total costs of 4.70 % (108,939.40 
euros), including all the machines, tools and third-party equipment needed for manufacturing 
devices; a Premarket-Bundle development in which every bundle will need two personal 
months for developing an adaptation to be ready to be sold in the market; an initial 
communication campaign before selling the FORTIKA solution; Furniture necessary; and a 
small refurbishment in office to make it usable as a work centre.  

If it is analysed the whole period, the biggest investment will be before starting the 
commercialization, using for being ready for beginning the market the FORTIKA solution. For 
the first and second year the investment is very low 0 and 1,792.55 euros for the first and 
second years of commercialization respectively. In the third year, it is necessary an investment 
in computers, machines, tools and third-party equipment in order to be ready for the new 
level of production (over 1,000 of unit sold). 

With regard to the OPEX costs, there are five group of costs: Labour Force, Equipment, 
Communication Campaign, indirect costs and cost of Gateways. For the whole period, the 
OPEX cost development is growing from 387,631.86 euros for the first year of 
commercialization to 1,079,689.98 euros for the third year. This increment is mainly because 
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there is a higher investment in making FPGAs. The investment growing for the whole project 
is detailed below: 

1. The labour force concerns the salaries of each different professional. As can be seen 
from Table 52. Total Cost FORTIKA solution there are bundles and services in which 
there are workers developing tasks as part of their job. The most representative is 
Marketplace service because of maintenance task need more time than any other 
bundles. On the other hand, the cost of bundles is quite similar from 77,824.17 euros 
for Homomorphic encryption bundle to 87,604.80 for Virtual security Bundle for the 
whole period analyzed.  

2. The equipment needs for this solution is four serves need to support the different 
services and bundles of the FORTIKA solution. This cost is referred to an annual fee 
for rent these servers. 

3. The third OPEX cost is allocated with the communication campaign for each different 
year forecast. For the first year the cost is fixed in 30,000 euros. For the second year, 
this cost is fixed in the 6 percent of total invoicing (42,975.84 euros). Finally, for the 
third year this quantity will be 2.5 percent of total invoicing (41,705 euros). This cost 
is referred to different promotional tasks such as paying stand in international trade 
show, publication in some cybersecurity magazines, travels to potential customer, etc. 

4. The fourth OPEX cost is related with indirect cost, this group of cost represent the 8.73 
percent of total costs that total 207,574.58 euros. Its contribution is quite similar year 
by year, being 68,085.50 euros for the first year and 70,305.38 euros for the third 
year. In this group is allocated of these kinds of costs that are not directly accountable 
to a cost object. Indirect costs include administration, personnel, taxes or security, to 
name but a few. 

5. Finally, the fifth OPEX cost is Gateway cost that represent a bit less than 50 percent of 
total cost (49.87 percent), that is because as happens in many electronics devices, the 
investment in materials and other factories costs are higher. 
 

Bundle / Year Year 1 Year 2 Year 3 

Embedded Homomorphy Encryption 65 60 60 

Embedded SIEM 70 65 60 

ABAC 70 65 60 

SEARS 70 65 60 

Real Time Network 70 65 65 

Risk Management 70 65 60 

Virtual Security 65 65 65 

FORTIKA Gateway (FPGA) 684.40 684.40 570 

Total price with FPGA 1,164.40 1,134.40 1,000 

Monthly fee 97.03 94.53 83.33 

Total Price without FPGA  450 430 

Monthly fee  37.5 35.83 

Table 53. Prices of FORTIKA Solutions (Euros) 

 

In that respect Table 53. Prices of FORTIKA Solutions (Euros), there are 7 potential bundles 
and one gateway which can be sold. Being 7 different prices for each potential bundle and 
gateway. 
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The income strategy is based on selling the whole solution. However, end-user can choose the 
gateway and the bundles which need according to their preferences. For this solution, the 
functionality of FORTIKA gateway is mandatory and the different bundles are optional 
according to their specific requirements. For instance, if there is a potential client who want 
the whole solution, these clients must pay 1,164.4, 1,134.40 and 1,000 euros if the purchase 
is done in the first, second and third year respectively. Also, in order to facilitate the payment 
to potential customers, the total price can be paid monthly, being the monthly fee 97.03, 
94.53 and 83.33 euros for the first, second and third year of commercialization respectively. 

An additional thing is related with new clients and depending on whether the customers are 
new, or these customers have bought FORTIKA solution in previous years, they will pay one or 
another price due to the FORTIKA gateway (FPGA) only must pay one time. For following years, 
customers only need to pay for Bundles because of the bundles is like a service with must be 
paid annually. For instance, in the second year of commercialization there will be two 
customers, one group of customer whom already bought the FORTIKA solution in the first year 
of commercialization, and they only need to pay 450 euros to use the seven bundles for a year 
which is monthly fee of 37.50 euros, and another group of customers whom have bought the 
FORTIKA solution in the first time, and they need to pay the price for bundles and FORTIKA 
bundles which is 1,134.40 euros, this amount represents a monthly fee of 94.53 euros. 

Finally, prices of gateway and bundles will be lowered year by year due to the fact that bundles 
and gateway are innovative solutions which will operate in a market niche with few 
competitor’s business with similar solution. Besides, the market is growing, and it will 
increasingly demand it. However, as it happens in any growing market, there will be more 
enterprises attracted by good economic results, being necessary reduce prices to increase 
market position. 

Period Year 0 Year 1 Year 2 Year 3 Total 

Sales Forecast (Units)  180 560 1,350 2,090 

Incomes  
Annual Turnover  209,592.00 716.264.00 1,668,200.00 2,594,056.00 

Expenses  

Initial Investment (€) 116,559.29  

Capex (€)  0.00 11.992.55  48,167.55 60,160.10 

Opex (€)  387,631.86 733,182.32 1,079,689.98 2,200,504.16 

Total Expenses 116,559.29 387,631.86 745,174.88 1,127,857.53 2,260,664.27 

Net Income -116,559.29 -178,039.86 -28,910.88 540,342.47 333,391.73 

  

NPV (€) 147,070.53   

IRR (%) 20.05%     
Table 54. Cost Effectiveness of FORTIKA solution (Euros) 

 

As can be seen from Table 54. Cost Effectiveness of FORTIKA solution, the total income for the 
first year of commercialization is 209,592 euros to sell 180 FORTIKA solution, amount that is 
increased until 1,668,200 euros for the third year of commercialization when is selling 1,350 
FORTIKA (1,350 FORTIKA gateway together with all the bundles) and 740 annual fees for the 
bundles sold in first and second year of commercialization (180 for the first year and 560 for 
the second year). 

In that respect the expenses, there is a constant grow from 116,559.29 euros before starting 
the commercialization by way of initial investment, an amount that will increase until 
1,127,857.53 euros to the third year of commercialization because of the increase in solutions 
sold.  
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Regarding with Net Income, for the first two years of commercialization, the result is negative 
due to costs are higher than incomes because of the number of units forecast is a bit low, 
being not enough to cover some costs which have the same disbursement year by year as 
happened with rent which it the same for a production level of 180 or 1,350 units as of second 
year the result turns positive because of the number of unit sold is higher and thus more 
incomes to cover costs, being 540,342.47 euros. 

Once analyzed costs and incomes of FORTIKA solution, it is important measure the financial 
profitability of this economic result. For that purpose, it is necessary to calculate the NPV and 
the IRR values. The NPV which is the value of all future flows (positive and negative) over the 
entire life of an investment discounted to the present. In this particular case the result is 
147,070.53 euros that mean that this project is viable and in this particular case are earned 
17,070.53 euros more than in an investment in which the profit rate is 5% (Financing Rate).  

Another financial analysis which has been done is the Internal Rate of Return (IRR). In this 
case, the investment´s IRR is 20.05 percent, which is the rate that makes the present value of 
the investment´s cash flows equal to zero. From a purely financial standpoint, this project 
should be carried on since this generates a 20.05 percent return much higher than the 5 
percent return available from other investment. 

5.2.3 Payback 

A further point is related to Payback which is the period required to recovering the initial 
capital and the investment which had been done during the project until the profit is zero. 

Pay Back Year 1 Year 2 Year 3 

Acumulated Operative Cash Flow -294,599.16 -323,510.03 216,832.44 

Table 55. Accumulated Operative Cash Flow (Euros) 

 

As can be seen in Table 55. Accumulated Operative Cash Flow (Euros), in the first and second 
year the cash flow is negative because of the number of units sold is low and it is in the third 
when the cash flow turns positive due to there to be a client portfolio of 2,090 client who are 
paying an annual fee for using the bundles offered and 1,350 FPGAs. In this case, the 
acumulated cash flow is zero in 2 years 7 months and 4 days. As it is shown in Figure 17.  
Accumulated Operative Cash Flow (Euros). 

 

Figure 17.  Accumulated Operative Cash Flow (Euros) 

5.3 Risk Evaluation 

The last section in CBA is focused in evaluated the associated risk in costs items as well as 
sales. To make that will be used at least two specific software (Monte Carlo and Crystal Ball 
software) which are programmed to have simulated thousands of possible situations. The 
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information is represented in a histogram graph where is showed the different result 
according to the risk.   

5.3.1 Sensitivity analysis  

In this subsection will be analysed some types of cost and incomes such as Communication 
campaign, energy, raw material, labour forces or the sales of FORTIKA solution. This analysis 
is important because of all the costs do not have equal impact in the final result by having 
some of them high impact in the final result whereas other costs have low impact. 

 

x 

Resistance test 10%  

Impact IRR 

Independent Variables Final IRR Initial IRR Sensitivity   

1 Growth in units sold 0,80% 20,05% -19,24% 31,82% 

2 Sales (euros) 1,28% 20,05% -18,76% 31,02% 

3 Gateway Cost 9,54% 20,05% -10,50% 17,37% 

4 Labour Force 13,66% 20,05% -6,39% 10,56% 

5 Indirect Cost 17,94% 20,05% -2,11% 3,48% 

6 Machine 18,95% 20,05% -1,10% 1,81% 

7 Software Bundles 19,30% 20,05% -0,75% 1,24% 

8 Furniture 19,54% 20,05% -0,51% 0,84% 

9 Product Basic Equipment 19,59% 20,05% -0,46% 0,76% 

10 Communication Campaign 19,79% 20,05% -0,26% 0,42% 

11 Refurbishment 19,85% 20,05% -0,19% 0,32% 

12 Server 19,98% 20,05% -0,07% 0,12% 

13 Computer 19,97% 20,05% -0,07% 0,12% 

14 Tools 19,97% 20,05% -0,07% 0,12% 

Table 56. Cost sensitivity for FORTIKA solution (%) 

 

As it is shown in Table 56. Cost sensitivity for FORTIKA solution (%), all the possible costs and 
incomes have been analysed in order to measure how is the impact of each of them. Focus on 
this specific project, there are 14 items which have been analysed. This sensitive test consists 
in measure the impact of each different items when there is a 10 percent increase in cost or 
10 percent decrease in units sold or sales (Euros). 

There are four items (Growth in units sold; sales; Gateway Cost; and labour force) which have 
a high impact in the result of IRR. For instance, if units sold decrease 10 percent, the IRR will 
be 0.80 percent, that mean that the sensitivity is 19.24 percent (20.05% - 0.80%), being the 
item with the highest impact. In case of sales (sales), the sensitivity is 18.76 percent. In that 
respect costs, the situation is a 10 percent increase in cost. If it is analysed the situation of 
Gateway cost, the sensitivity is 10.50 percent that mean that a 10 percent costs increase will 
reduce the IRR from 20.05 percent to 9.54 percent.  

Although the impact is lower in the labour force cost, the sensitivity is 6.39 percent. On the 
other hand, there are other groups of costs with less impact in the final result of IRR such as 
machines, furniture, refurbishment or tools with a rate of sensitivity of 1.10, 0.51, 0.19 and 
0.07 respectively. 

Thus, the IRR is more sensitivity to income (Grow in units sold and Sales) than expenses, 
though there are some costs that have a medium impact as happen with the costs of gateway 
and labour force. On the other extreme, some costs such as computers, servers or furniture 
to name but a few have a less impact in the final result of IRR.  
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5.3.2 Risk analysis 

In order to programme a constant improvement in the results of the project, it has been used 
a Specific software (Crystal Ball, 2019) which forecasts thousands of possible situations. This 
software is one of the most widely used to spreadsheet-based application for predictive 
modelling, forecasting, simulation, and optimization. For this particular case, it has been 
analysed the NPV and IRR results. 

 

Figure 18. NPV Crystal Ball Risk Analysis (Euros). Sorce:Own Elaboration 

 

In that respect Figure 18. NPV Crystal Ball Risk Analysis (Euros), it is a normal distribution which 
shows 10,000 NPV possible situations for this specific project. The result is 49.97 percent that 
mean that with 49.97 percent of certainty, the NPV will be 147,070.53 euros or higher. 
Similarly, the NPV can be lowered (all the possible results in orange colour). 

 

Figure 19. NPV Cristal Ball Risk Analysis (Euros). Sorce: Own elaboration 

 

Also, it is analysed the possible results which are grouped from a result of 120,000 euros to 
180,000 euros, according to the information showed in Figure 19. NPV Cristal Ball Risk Analysis 
(Euros) through an analysis of Crystal Ball software, the 88.21 percent of the possible results 
are allocated in this slot which is 8,821 possible results (88.21 % of 10,000) 
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Figure 20. IRR Cristal Ball Risk Analysis (%). Source: Own elaboration 

 

As can be seen from Figure 20. IRR Cristal Ball Risk Analysis (%). it is a normal distribution with 
a simulation of 10,000 possible results. The result is 49.15 percent that mean that with 49.15 
percent certainty, the IRR will be 20.05 percent or higher. Thus, the real result can be higher 
(Blue line) or lower (Orange line) than 20.05 percent. However, as it is shown in Figure 21. IRR 
Crystal Ball Analysis (%), most of possible result (90.75 percent) are located from 15 percent 
to 24 percent that it is a good Internal rate of Return (IRR). 

 

Figure 21. IRR Crystal Ball Analysis (%). Source: Own elaboration 

6. Cost Effectiveness Analysis  

6.1 Introduction  

Nowadays, to measure the effectiveness of any solution, it is must be necessary analysis the 
solution in both sides: economic and not economic.  On the one hand, the economic data 
show the financial profitability for a specific solution in terms of economic profit, costs, and 
so on. On the other hand, the not economic data show how effectiveness is a specify solution 
in terms of safety (how safe can be felt an organization); effects (Knowledge, behaviour, etc.); 
and Impact (quality indicators, possible improvements, etc.). 

Therefore, knowing that economic resources are limited whereas the requirements of clients 
are higher, it is important determined the effectiveness of any solution beyond the economic 
result. For that reason, it is necessary focused in topics like cost of opportunity [A benefit, 
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profit, or value of something that must be given up to acquire or achieve something else. Since 
every resource (land, money, time, etc.) can be put to alternative uses, every action, choice, 
or decision has an associated opportunity cost] and effectiveness (to achieve the highest profit 
at the lowest cost possible). 

That means, for an economic evaluation, the profit is not only the economic result with it is 
generated with any market solution but there are other outcomes which improve the quality 
of the solution such as the increase of safety, the reduction of problems detected, etc. 

Thus, based on the above information, the goal of this section is developed a Cost 
Effectiveness Analysis (CEA) which allow FORTIKA consortium to evaluate the effectiveness 
for a cybersecurity solution provided by FORTIKA consortium.  

Cost-Effectiveness Analysis (CEA) is a technique for prioritizing the assignment of resources to 
environment and Cyber security context by locating project which have the prospective to 
improve the security for the least resources. 

Cost-effectiveness Analysis measure the gains in cyber-security safety as a result of a 
particular implementation which could be the implementation of FORTIKA solution into the 
market. Although this particular analysis is typically used in health research in order to find 
out the effectiveness for instance, in life saved, it can be used in other topics. 

Within this framework, according to information provided in EY Global Information Security 
Survey 2018-19, the most important conclusions are: 

• 28 percent SMEs concerned that information security is not working correctly or can 
improve. 

• 56 percent of small companies have limited capacities due to do not sufficient 
resources for monitoring incidents.   

• Less than 10 percent of SMEs believe that having a good structure to identify the 
access of systems, metrics and reports, software security, thirty-party management, 
threat and vulnerability management. This shown appoints to contribute to the 
effectiveness of the small companies supplying its needs. 

• 23 percent of small companies are not applied correctly metrics and reports of 
information security in management. 

• 39 percent of small companies said it has poor identification of breach of data. 

• 52 percent of small companies are worried about a possible attack. 

Thus, it is a reality that there is a worried about Cyber Security principally in SMEs. In that case, 
FORTIKA solution is a tailored cybersecurity solution which can reduced this common worried 
principally in SMEs because of this solution has been developed by SMEs having in main these 
concerns. 

In that respect the functionality, the FORTIKA solution is able to detect a cyber-attack in less 
than one hour, making this solution different form other competence solutions, with reports 
a metrics for the management, as well as sending an alert to the software to prevent attacks 
and incidents.  

6.2 Methodology 

In order to achieve this information, it had been done a questionnaire which has been 
delivered to 16 different organizations, these organizations are working as part of FORTIKA 
consortium, and they are experts in cyber security. These enterprises have a strong experience 
in this sector, and for that reason its responses will be very useful to determinate the 
effectiveness of this solution beyond economic result. 

The questionnaire has been divided in three different section: 
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1. One section of classification: this section is integrated by three question, allowing 
make a clear classification of the responder about company, its structure, position in the 
markets and which kind of activities are doing 

2. Another section about general situation in cybersecurity context: this section is 
focused on understanding the sample feeling about actual cyber security context. There 
are 6 questions in this section. 

3. The last section is focus on finding out the FORTIKA solution effectiveness beyond 
economic result. There are three questions in this section. 

6.3 Analysis of results 

In this subsection is analysed the third section of the questionnaire which has been defined in 
the previous section. According to the information gathers in the questionnaire. According to 
the information gather in this questionnaire, all the responders are agreed in which the flow 
of data will grow substantially due to the market's tendency towards digitalization in order to 
build a more globalized environment in order to be able to reach as many people as possible 
only with a click. This situation would promote a global growth of cybersecurity for the 
protection of data in the network because one need leads to another. For that reason, 
competitors have taken advantage offering a good service to companies but it opens a yield 
of the specialization, depending on size or sector due to the vulnerable position attacks in the 
network in most companies.  

If it is analysed the result for each different bundle, the conclusions are: 

1. For embedded SIEM the result is that if any enterprise deploys it solution, it can 
avoid 15 times more incident that a company that does not has deployed this 
specific bundle according to the information collected by a survey. 

2. In case of risk management, this bundle can avoid an 80 percent of incident in 
comparison to a company which does not have this bundle deploy. 

3. A third case is related to Homomorphic Encryption, this bundle can avoid a 100 
percent of attack related to Cloud encryption stolen in comparison to other 
businesses which do not have this technology as part of their security technology. 
This bundle is used in banking sector. 

4. Another bundle is virtual security whose function is related with providing real time 
visibility of the internet uses. For this case, if some company deploys this bundle, 
most of the intrusions that a business cannot detect can be avoided in a 90 percent 
of cases. 

5. A fifth bundle is Real Time Network, and any organisation which deploy it can avoid 
a 98 percent of attacks in comparison to companies which do not have the bundle, 
this is oriented at sector of banking, technological, general services and 
transportation. 

6. For ABAC and SEARs, if some organizations deploy these bundles a 100 percent of 
attacks can be avoided in comparison with an organisation which does not have it. 
These bundles are oriented to businesses which are operation in sector such as 
banking, industrial, services or technological to name but a few. 

7. Finally, Gateway (FPGA)accelerator security provides a most capacities and speed 
in the transfer of data, reducing infrastructure cost and adding value to other 
bundles. Also, in order to provide advanced and effective cyber security services to 
SME´s, it is required to run in real time very complex operations to detect to mitigate 
the threats using a mixture or strategies. This no feasible/realizable, without the use 
of a specific purpose device (the gateway). Further, due to the complexity of its 
operation this device should utilize the most recent advances in the domain of 
hardware acceleration. 
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7. Conclusion  
Although the solution is still under development and its quite early to say with a high level of 
confidence that the economic result is accurate enough (as there are some costs which can 
be changed), a detailed benefit and effectiveness analysis has been conducted. This analysis 
shows that a business case does exist, based on gathered information such as costs, profits, 
prices, benefits, rates, as well as effectiveness, to name a few. 

Based on our analysis, the costs for covering the production of FPGAs and labour force seem 
to be the most significant, with a contribution in the total costs of 49.87 percent and 28.86 
percent respectively, having a medium sensitivity. Besides, the sensitivity in the number of 
units sold are even greater (i.e. 19.24 percent).  

Another point is that the OPEX Costs is the group with the highest weight on the total costs 
(92.57 percent), while the CAPEX Costs has a low weight in the total costs. That is because this 
is a solution which needs high investments in electronic material for making the FPGA, as well 
as several workers for developing tasks of client’s desk, maintenance, marketing and 
management, to name a few. 

Focusing on economic results, there are two years with losses (first and second year), as the 
number of FORTIKA solution sold is low and the cost for making it is quite higher. However, 
after the third year there is a positive outcome due to: 

1. The number of units sold is over 1,000 and, in that level, the economies of scale have 
a good result in reducing the making cost. 

2. The client portfolio is getting mature, with 2,090 customers and their associated 
annual fee for using the relevant bundles. This means that every client, still interested 
in using the bundles service, must pay annual fee for that service.  

 A further point is that the NPV and IRR are positive with results of 147,070.53 euros and 20.05 
percent respectively, and this mean that FORTIKA solution is a project which achieves a 
positive economic result, being economically feasible. 

In that respect, the effectiveness, most of the responders are relied on the usability of this 
solution and are more likely to say that the deployment of this solution in enterprises, specially 
SMEs would make these companies stronger to cyberattacks. Therefore, the main developers 
of this solution believe in the functionality in real context, and it is the first step that must be 
happened when it is creating a potential market solution. 
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Annex I: Cost FORTICA Solution 
 

 


