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Executive Summary 
The purpose of this report is to provide a first account on the interoperability requirements 
within FORTIKA, that have been proposed/adopted by the designers who took into consid-
eration existing international standards.  

Therefore, this report presents an overview of the modules/services that constitute the 
FORTIKA solution. Since the FORTIKA system is quite complex, its design started by examin-
ing existing international standards relevant to each of the modules. The design was mostly 
presented in v1 of this document.  

In the present version (v2) there are some small modifications to the original design and ac-
tual implementation details that describe the interoperability requirements, necessary for 
the various modules and services to work flawlessly, after the experience gained from initial 
test runs.   



Deliverable D6.7 Dissemination Level (PU) 740690–FORTIKA 

 

May 2019 6                    UOM 

 

Table of Contents 
List of definitions & abbreviations .................................................................. 3 

Executive Summary ..................................................................................... 5 

List of figures .............................................................................................. 7 

1. Introduction ...................................................................................... 8 

2. An Overview of the FORTIKA Services and Modules ................................ 8 

2.1.1 The SIEM Module ...................................................................... 8 

2.1.2 Visual Analytics ........................................................................ 8 

2.1.3 Decision Support System ........................................................... 8 

2.1.4 Anomaly Detection .................................................................... 9 

2.1.5 Threat Mitigation Engine ............................................................ 9 

2.2 FORTIKA GW and Middleware Modules ................................................ 9 

2.3 The Risk Detection Module (RDM) .................................................... 10 

2.3.1 Components Description and Significant Characteristics ............... 11 

2.3.2 Functionalities ........................................................................ 12 

2.3.3 Alerts detected vs ISO 27001- Annex A controls ......................... 12 

2.4 ABAC ............................................................................................ 13 

2.4.1 ABAC.Edge ............................................................................. 13 

2.4.2 ABAC.Fog............................................................................... 13 

2.4.3 ABAC.Cloud ............................................................................ 13 

2.4.4 ABAC functionality .................................................................. 13 

2.5 SEARS .......................................................................................... 14 

2.5.1 SEARS.Agent .......................................................................... 14 

2.5.2 SEARS.Fog ............................................................................. 14 

2.5.3 SEARS.Cloud .......................................................................... 15 

2.5.4 The SEARS Functionality .......................................................... 15 

2.6 Cloud Module ................................................................................. 15 

3. Main Existing Technologies and Protocols towards FORTIKA Services 

Support ................................................................................................... 16 

3.1 SIEM ............................................................................................ 17 

3.2 ABAC Existing Technologies & Protocols ............................................ 18 

3.2.1 WSO Identity Server ............................................................... 18 

3.2.2 BALANA XACML Framework ...................................................... 18 

3.2.3 REST ..................................................................................... 18 

3.2.4 REST Profile of XACML ............................................................. 18 

3.2.5 JSON ..................................................................................... 18 

3.2.6 Payara Micro .......................................................................... 18 

3.2.7 Microservices.......................................................................... 18 

3.3 SEARS Existing Technologies & Protocols .......................................... 19 

3.3.1 REST ..................................................................................... 19 

3.3.2 JSON ..................................................................................... 19 

3.3.3 Python/NLP Libraries ............................................................... 19 

3.3.4 RabbitMQ ............................................................................... 19 

3.3.5 Microservices.......................................................................... 19 

3.4 Main Requirements and Resources for the Cloud Module ..................... 19 



Deliverable D6.7 Dissemination Level (PU) 740690–FORTIKA 

 

May 2019 7                    UOM 

 

3.4.1 xOpera Orchestrator ................................................................ 20 

3.4.2 Protocols/Standards used in the architecture/planning ................. 20 

4. Minimum Requirements for Standardized Interoperability ...................... 28 

4.1 SIEM ............................................................................................ 28 

4.2 Cloud Security Mechanisms ............................................................. 29 

4.2.1 Identity and Access Management .............................................. 29 

4.2.2 Secure Transport LwM2M ......................................................... 29 

4.2.3 Continuous Monitoring-based Compliance Mechanisms ................ 30 

4.3 ABAC ............................................................................................ 30 

4.4 SEARS .......................................................................................... 31 

4.5 Technologies and protocols used in the Cloud module ......................... 31 

4.5.1 Interoperability of bundles ....................................................... 31 

4.5.2 Identity and Access Management .............................................. 32 

4.5.3 Resources for the Cloud Module ................................................ 32 

5. Conclusions ..................................................................................... 32 

References ............................................................................................... 33 

Appendix – Glossary .................................................................................. 36 

 

List of figures 
Figure 1.  SEARS Architecture ..................................................................... 14 

Figure 2.  High-level view on FORTIKA’s Cloud module ................................... 16 

Figure 3.  How deployment scripts are structure in xOpera ............................. 20 

Figure 4.  Four Principles for Supply and Procurement ................................... 30 

Figure 5.  SEARS CI/CD pipeline.................................................................. 31 

 

  



Deliverable D6.7 Dissemination Level (PU) 740690–FORTIKA 

 

May 2019 8                    UOM 

 

1. Introduction 
Any system composed of several modules, services, or sub-systems that need to cooperate 
in order to provide a trouble-free operational environment has to ensure, among others, the 
interoperability of the combined parts. This is even more pronounced nowadays, where IT 
systems tend to be quite complex, employing a plethora of technologies, protocols and ser-
vices. Even ETSI (European Telecommunications Standards Institute) states [1]: 

“In a world of converging yet diverse technologies, complex ICT systems must 
communicate and interwork on all levels – this is interoperability.” 

The above appeared at the beginning of the introduction of the FORTIKA deliverable D6.1 
(“Interoperability Requirements including Compliance to International Standards v1”). In any 
large project with many partners such as FORTIKA, it is to be expected that during the course 
of developing the product of the project, certain requirements need to be added, removed, 
or even modified. Consequently, this report represents the second, updated version, with 
the intention of presenting any changes since the first version, due to the experience gained 
by running the first product tests.  

In order to assist the interested reader, the overall layout of the first version has been kept, 
and mainly the various modifications are presented. 

  

2. An Overview of the FORTIKA Services and Modules 
This section provides an overview of the FORTIKA Services and Modules, so that the reader 
is provided with the information necessary for the cognitive connection with the interopera-
bility standards presented later. 

 

2.1.1 The SIEM Module 

The FORTIKA SIEM module is responsible for the aggregation of the security related infor-
mation obtained from the FORTIKA components, and the efficient mitigation in terms of 
minimizing the risks within the SMEs. Its main submodules are the: Visual Analytics, Decision 
Support system, Anomaly Detection, and Threat Mitigation Engine. 
 

2.1.2 Visual Analytics 

The Visual Analytics component provides a visual interface for providing an easy-to-use deci-
sion-making tool for end-users and cyber-security stakeholders. It utilizes various analytic 
and visualization techniques to process network and incident related data. It has been de-
signed and implemented considering the effective handling (monitoring and analysing) of 
large amounts of data, stemming from the FORTIKA data planes. The work of the analytics 
interface will be reported in deliverable D5.10. 

 

2.1.3 Decision Support System 

The Decision Support System (DSS) component that CERTH develops as part of Task T4.6 for 
the FORTIKA project intends to provide to stakeholders a series of easy to use Decision Sup-
port methods. It is an enabler, essential for the correct functioning of some of the modules 
or products found within the cybersecurity ecosystem. The main objective of the component 
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is to provide the different FORTIKA components with a certain logic so that they are able to 
make decisions autonomously. More details appear in the first version of this report. 

The DSS receives a direct input from the ABAC, Homomorphic Encryption, SEARS, Risk Analy-
sis, Visual Analytics and Virtual Security Appliance components while its output is forwarded 
to the Threat Mitigation Engine component. 

 

2.1.4 Anomaly Detection 

The Anomaly Detection submodule is an addition to the SIEM module. It is responsible for 
identifying abnormal/malicious behaviour on the network traffic and the local machines re-
sources utilization of an SME. It is based on supervised deep learning and more specifically 
on deep neural networks. 

Two deep neural networks have been trained offline with network traffic and system utiliza-
tion data respectively, for both normal and abnormal behaviours. Based on the two DNN’s 
above, predictions are being made for network traffic and local machines resources utiliza-
tion of an SME in real time. 

The prediction process (inference) for both of the DNN’s is a computationally expensive pro-
cess for ARM processor. For that reason, it is accelerated through the FPGA part of the FOR-
TIKA GW. 

 

2.1.5 Threat Mitigation Engine 

The Threat Mitigation Engine is an unsupervised component, responsible for the enforce-
ment of different mitigation strategies that could be executed considering the nature and/or 
the origin of different cyber threats, but especially the different reactive mitigation strate-
gies to prevent imminent attacks or already initiated ones. 

The decision on the countermeasures that are required in each case as well as a prioritiza-
tion of incoming threats is performed by the Decision Support System and are subsequently 
communicated to the Threat Mitigation Engine. More details on the decision process, are 
given in deliverable D4.7, while the work of the Treat Mitigation Engine has been reported in 
deliverable D4.6. 

 

2.2 FORTIKA GW and Middleware Modules 

This section describes how the interoperability requirements about the FORTIKA GW (F-GW) 
and the corresponding FORTIKA middleware (MDW) are satisfied; as interoperability, we 
define the capability of being able to interact and cooperate with other systems/modules. In 
this direction, it makes sense to conform with (international) standards, to use widely spread 
technologies/frameworks and to follow well known best practices.  

In this context, we meet interoperability requirements in a two-plane approach, namely in 
the Hardware (HW) plane and in the SW (Software) plane. In the HW plane, we provide in-
teroperability with the external systems via the following well known and standardized in-
terfaces:  

1. Two Ethernet network interfaces, each providing 1 Gbps connection speed. These 

interfaces are IEEE 802.3ab (1000BASE-T) standard [2] for Gigabit Ethernet over 

copper wiring.  

2. Four USB ports for being able to connect other devices (e.g., WLAN modules). The 

USB interfaces follow the USB 2.0 specification [3].  
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3. Two 50Pin Ziff (Zero insertion force) expansion ports for being able to connect other 

devices (e.g. the second Ethernet card). These ports are widely used in the Integrat-

ed Circuit industry.  

4. One FPGA Mezzanine Card (FMC) port for being able to connect other devices to the 

F-GW's FPGA. This port follows the specification defined in [4].  

As far as it concerns the SW level, we support interoperability in three ways, namely be-
tween the PS (Processor Subsystem) and PL (Programmable Logic) subsystems, between the 
F-GW and the FORTIKA Marketplace, and between the FORTIKA developers and the FPGA 
bitstream generation engine. More specifically:  

1. For the interaction between PS and PL based modules we support all the standard-

ized types of AXI4 interfaces [5]: 

a. AXI4 suited for high-performance memory-mapped requirements. 

b. AXI4-Lite suited for simple, low-throughput memory-mapped communica-

tion 

c. AXI4-Stream suited for high-speed streaming data. 

2. For the interoperability amongst the F-GW and the FORTIKA Marketplace, we utilise:  

a. A communication engine that follows the Lightweight Machine to Machine 

(LWM2M) OMA protocol [6].  

b. The FORTIKA middleware that builds on: 

i. the well-known Docker framework [7] for being able to deploy the 

FORTIKA cybersecurity bundles from the Marketplace to the F-GW. 

ii. the well-known REST (Representational State Transfer) [8] software 

architecture approach for building and providing any necessary API 

endpoints to the other systems/modules.  

3. For the interoperability amongst the FORTIKA developers and the FPGA bitstream 

generation engine (i.e. the low-level synthesis that results to the production of the 

FPGA compliant application known as bitstream), we envisage to utilize:  

a. A web-based UI (User Interface) that will allow to the developers to upload 

their HLS IPs (FPGA applications produced from high level synthesis tools) to 

the FORTIKA MDW and be able to use as such the bitstream generation en-

gine. To enhance the UI interoperability, we will follow the best practices in 

this area for application development [9].  

b. REST [8] API endpoints built in the FORTIKA MDW for enabling the develop-

ers to use programmatically the bitstream generation engine. 

 

2.3 The Risk Detection Module (RDM) 

This section describes how the interoperability requirements and compliance to internation-
al standards relating to the RDM offered as a software bundle in the FORTIKA marketplace, 
are satisfied. 

The RDM is a software component that will provide continuous monitoring on cyberthreats 
coming from the monitoring infrastructure to provide end-point awareness and later protec-
tion using mitigation mechanisms.  
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Interoperability requirements related to the RDM is covered with the capability of integrate 
information from different operating systems. The RDM is composed by two components: 
risk-server, which will run on the FORTIKA GW, and agents distributed in the monitoring in-
frastructure considered as SME information assets. Agents could be deployed for different 
operating systems, such as Linux and Windows, covering compatibility and interoperability 
between different operating systems. Risk server can also collect information from syslog 
sources covering some interoperability cases with no-agent approach, as well. 

According to ISO 27001 [10], a threat is defined as "a potential cause of an unwanted inci-
dent which may result in harm to a system or organization". ISO 27005 [11]Error! Reference s
ource not found., defines threat as all type of events or actions that may cause harm to a 
system or assets of a system. A threat is realized if a vulnerability or weakness of a system is 
exploited. Threats can be quickly categorized as: 

• Deliberate human activities to the system.  

• Unintentional human activities to the system.  

• System incidents, hardware or software failures. 

• Any problems unrelated to direct human activities, e.g. natural disasters. 

 

Threats can include unauthorized access of information or other assets, denial or disruption 
of service, etc., and can take many forms: e.g., information theft, computer virus, website 
defacement, system penetration or alteration of data.  

ISO 27001 operation determines the need to perform a risk assessment, but does not de-
scribe a concrete methodology, which is described in ISO 27005 [11]. An accepted approach 
for ISO 27001 risk assessment determines that:  

Risk = Asset value * Threat * Vulnerability. 

Risk-server bundle approach will compute risk processing alerts received from the agents 
and computed against rules configured on the server side. The risk value produced will be 
the result of the alert value with the value assigned to the asset where the alert has been 
detected, as follows: 

Risk = Asset value * Alert value score on this asset. 

On the one hand, the alert value can be mapped to the result of the occurrence of the threat 
against the vulnerability resulted in the operational environment. The alert level is associat-
ed to an event detected on the system and can be modified according to the importance of 
the event based on the scope for the risk assessment. 

On the other hand, the asset value is assigned from 1-5 to each of the assets depending on 
its criticality, so that this value will be computed with the alert level to obtain the corre-
sponding risk level. The output of the RDM will be a risk value associated to an alert that will 
determine a risk situation depending the value, and the ponderation assigned to the asset.   

Then, the alert info and the computed risk level is forwarded to the Decision Support System 
(DSS), where it will implement mitigation actions and enforce or apply security policies 
based on the risk information provided by the RDM. 

 

2.3.1 Components Description and Significant Characteristics 

The RDM is composed of two components: risk server and agent. The server will be pack-
aged in a docker image, available from FORTIKA Marketplace to be executed on the FORTIKA 
gateway. The server component will be packed using docker build with ARM architecture 
compatibility. The agent SW is available for different end points and operating systems. The 
agent component could also provide a feed channel to the server via syslog [12] or sysmon 
[13] or other method. The FORTIKA RDM bundle is composed by Wazuh [14] open source 
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software with a specific and particular implementation to provide a risk result associated to 
each alert. 

FORTIKA risk-bundle RDM [15] has adapted Wazuh open source and is the result of a great 
effort to compilate Wazuh binaries in ARM architecture, and after test and error checking 
process for finally success on running it (under a docker environment) over an ARM architec-
ture. 

 

2.3.2 Functionalities 

The main functionality of the RDM will be the continuous assessing of risks over the checking 
of the certain security controls to determine that they are running as expected. Each break 
on some of the security controls will be processed against a set of rules and finally generate 
an alert that indicates that the processes analysed have been compromised. After the gen-
eration of this alert the final value of the risk will be computed against the asset value as 
mentioned before.  

 

2.3.3 Alerts detected vs ISO 27001- Annex A controls 

The risk bundle will generate alerts in the running environment that can evidence the com-
pliance against certain ISO 27001 security controls, listed in the following Table. 

 

Table. ISO 27001- Annex A selection of operative controls 

A.9  Access Control 

A.9.4.  System and application access control 

A.9.4.1  Information access restriction 

A.9.4.2  Secure log-on procedures 

A.9.4.3  Password management system 

A.9.4.4  Use of privileged utility programs 

A.9.4.5  Access control to program source code 

A.12  Operations Security 

A.12.2  Protection from malware 

A.12.2.1 Controls against malware 

A.12.4  Logging and Monitoring 

A.12.4.1 Event logging 

A.12.4.2 Protection of log information 

A.12.4.3 Administrator and operator logs 

A.12.4.4 Clock synchronization 

A.12.5  Control of operational software 

A12.5.1  Installation of software on operational systems 

A.12.6  Technical vulnerability management 

A.12.6.1 Management of technical vulnerabilities 

A.13  Communications Security 

A.13.1  Network Security management 

A.13.1.1 Network controls 
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2.4 ABAC 

Attribute-Based Access Control (ABAC) is an access control model that bases access control 
decisions on subject, object and environmental attributes. In the context of the FORTIKA 
project, an access control system based on ABAC and XACML framework will be delivered 
(ABAC module). Utilizing FORTIKA Gateway, ABAC can function in a twofold manner. One 
mode of operation induces endpoint agents (logically located at ABAC.edge) that will pre-
pare and send access requests using ABAC.Fog API, which will be evaluated in ABAC.Fog and 
access decisions will be returned for the agent to enforce decision. The second operation 
mode is exploiting ABAC module in an Authorization as-a-Service (AuthZaaS) offering. This 
allows for any organization to further utilize the service in order to provide fine-tuned access 
control functionality to potentially any system capable of sending XACML access request and 
receiving XACML access responses. 

To extend and enrich functionality, ABAC module is divided into three layers, thus the fog 
layer where Policy Decision Point (PDP) is deployed in the FORTIKA Gateway, the cloud layer 
where Policy Administration Point (PAP) is provided in the cloud and the edge layer, where 
SME’s devices are located and where a prototype the Policy Enforcement Point (PEP) is im-
plemented for Microsoft Windows® Operating Systems.  

2.4.1 ABAC.Edge 

ABAC.Edge layer is populated by agents deployed on the Edge on end-user device, network 
appliances or software applications which are capable of using the REST Profile of XACML 
v3.0 (Version 1.0) to post access requests and then enforce access decisions. The delivery is 
dependent on the specific endpoint type, architecture, etc. 

2.4.2 ABAC.Fog 

ABAC.Fog consists of the FORTIKA Gateways hosted in SME premises. Respective submodule 
receives the access requests and evaluates it against pre-defined access control policies. The 
access control decision is then returned to the requestor. The submodule will be delivered 
as a docker image for deployment from marketplace. 

2.4.3 ABAC.Cloud 

ABAC.Cloud is deployed in the cloud to be able to provide a rich and feature-full environ-
ment for the administrator without any resource constraints. The administration point, 
which will be converted to multi-tenant, provides an XACML editor for the SME administra-
tor to deploy own organization access control policies for various scenarios. The submodule 
will be delivered as a platform-independent compressed file that will be deployed in the 
FORTIKA cloud and does include all necessary libraries and Java Runtime Environment (JRE). 

2.4.4 ABAC functionality 

The ABAC functionality is provided by the following submodules:  

▪ PAP: PAP implements the administration point, thus the submodule where access 
control policies are created and stored. Moreover, PAP is the interface between the 
system and the administrator.  

▪ PIP: PIP is responsible to provide attributes and values to the decision point. In 
FORTIKA ABAC module PIP divides functionality on both cloud and fog layers.  

▪ PDP: PDP implements the decision engine that evaluates requests containing at-
tribute values against policies. FORTIKA Gateway located in-premise ensures mini-
mizing response time. 

▪ PEP: PEP can be located in any end-device and creates XACML requests that are 
sent to PDP using HTTP POST request. Moreover, response containing access deci-
sion is enforced. 
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2.5 SEARS 

Social Engineering Attack Recognition System (SEARS) is a FORTIKA Gateway software mod-
ule which is responsible to protect SME employees from online personal or corporate data 
leakage via social media chats. SEARS detects social engineering attacks by monitoring, col-
lecting and analysing chat data. SEARS is an ecosystem comprised of three basic submodules 
being deployed in three layers (Edge, Fog, Cloud). The three submodules are: SEARS.Agent, 
SEARS.Fog and SEARS.Cloud. The SEARS architecture is depicted in Figure 1. 

 

 
Figure 1.  SEARS Architecture 

 

2.5.1 SEARS.Agent 

SEARS.Agent is deployed on the Edge on end-user device and continuously monitors and 
captures an employees’ social media conversations. The SEARS.Agent, if necessary, receives 
a message and alerts the user for a probable social engineering attack. 

 

2.5.2 SEARS.Fog 

SEARS.Fog is held in FORTIKA Gateway hosted in SME premises, receives the captured data 
from SEARS.Agent, and stores them locally for further pre-processing with Natural Language 
Processing (NLP) techniques. The pre-processed data are then anonymized and sent to the 
SEARS.Cloud. Afterwards, the SEARS.Fog receives the individual risk values from the 
SEARS.Cloud and calculates the final social engineering attack risk value (SERV). If SERV is 
above a predefined threshold a message is sent to the SEARS.Agent. 
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2.5.3 SEARS.Cloud 

SEARS.Cloud uses the pre-processed data received from the SEARS.Fog in order to calculate 
the individual risk values. These values are then sent to the SEARS.Fog. 

 

2.5.4 The SEARS Functionality 

The SEARS functionality is based on the following submodules: 

• Document Classification (DC): Text dialogue is processed and is classified as danger-
ous or not. The text dialogue is processed at SEARS.Agent and only an anonymized 
frequency vector is delivered to SEARS.Cloud where the classification takes place.  

• Personality Recognition (PR): Each of the interlocutors is being classified based on 
his/her writings. The processing/classification takes place at SEARS.Cloud using the 
aforementioned anonymized frequency vector. 

• User History (UH): Each previous text dialogue between the two interlocutors is rep-
resented as probability (decimal number) and it is stored at SEARS.Cloud. 

• Exposure Time (ET): The duration of an employee’s online presence is being repre-
sented as a decimal number stored at SEARS.Cloud. 

 

Text dialogues captured at SEARS.Agent are being transformed to anonymized matrices of 
frequency vectors using machine learning algorithms and then sent to SEARS.Fog to be fur-
ther pushed to SEARS.Cloud. These anonymized matrices and vectors are used to the DC and 
PR submodules. DC and PR modules are exporting numeric values which are combined with 
the UH, and ET numeric values to calculate the final SERV. This value, among other in-
formation, is being pushed to the Decision Support System (DSS) FORTIKA module, and if is 
above a predefined threshold an alert message is presented to the employee. 

 

2.6 Cloud Module 

The cloud module consists of the Cloud Orchestrator and services provided by IaaS for the 

deployment. Cloud Orchestrator communicates with IaaS’ API which allows us to deploy 

FORTIKA Marketplace services on top of any IaaS. Moreover, the Orchestrator provides ca-

pability to deploy FORTIKA Bundles and their cloud-counterparts. 

Cloud orchestrator empowers  

● FORTIKA Marketplace deployment (back-end of the marketplace): FORTIKA Market-

place core services (depicted in Error! Reference source not found.). 

● Support provisioning of Marketplace’s Security Bundles (their cloud-counterparts): 

Cloud Orchestrator on top of chosen IaaS. 
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Figure 2.  High-level view on FORTIKA’s Cloud module 

 

An overview of FORTIKA Marketplace services is also provided and elaborated in deliverables 

D4.3 [16] and D4.4 [17]. The main characteristics of these are listed in those deliverables. 

FORTIKA Marketplace core services are services running within FORTIKA Marketplace provid-

ing capabilities for reliable communication and scalability of the FORTIKA Marketplace de-

ployment. FORTIKA Marketplace core services are services running within FORTIKA Market-

place providing capabilities for reliable communication and scalability of the FORTIKA Mar-

ketplace deployment. The cloud module interacts with IaaS’ API in order to deploy, monitor 

and manage instances of FORTIKA Services (manages their lifecycle). As a technology behind 

it uses Ansible and TOSCA - xOpera. The technology is described in the following section. 

From the interoperability stand-point-of-view, there are 5 groups of standards and protocols 
used in FORTIKA: 

1. HTTP(S) for communication between client and FORTIKA Marketplace; between 

FORTIKA Marketplace and external services (e.g. Billing service and IaaS);  

2. AMQP (RabbitMQ) within FORTIKA Marketplace core services; 

3. LWM2M between F-GW and FORTIKA Marketplace; 

4. Security Bundle’s specific protocol: between F-GW’s part of the Security Bundle and 

its cloud-counterparts that are deployed in the cloud; 

5. TOSCA FORTIKA Bundle profiles describing FORTIKA bundles in TOSCA standard. This 

can be used to create or download FORTIKA bundles. 

 

3. Main Existing Technologies and Protocols towards FORTIKA Services 
Support 

There are many organizations, both national and international, that have created standards 
for various sectors. ISO is the most well-known organization, with a plethora of standards. In 
terms of Interoperability, however, which is the focus of this report, ISO/TC 184/SC 5 stands 
out as the relevant sub-committee for Interoperability, Integration, and architectures for 
enterprise systems and automation applications, having published a total of 56 standards 
while 12 are under development [18].  
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Of those standards, the ISO 16100 series (“Industrial automation systems and integration -- 
Manufacturing software capability profiling for interoperability”, six parts); the ISO 16300 
series (“ Automation systems and integration -- Interoperability of capability units for manu-
facturing application solutions”, three parts); the ISO 18435 series (“Industrial automation 
systems and integration -- Diagnostics, capability assessment and maintenance applications 
integration”, three parts); and the ISO 20242 series (“Industrial automation systems and in-
tegration -- Service interface for testing applications”, in four parts) are the most relevant to 
this report. 

Due to the importance of interoperable systems, in general, another relevant body in the 
European Union is ECIS (European Committee for Interoperable Systems), which a non-profit 
association founded in 1989 [19]. Although ECIS does not produce international standards, 
its proposals carry significant weight in the various EU institutions. 

ETSI is the most important standards organization within the European Union. It facilitates 
the adoption of its standards, because the respective documentation is available on-line and 
free of charge. Moreover, ETSI has established its Centre for Testing and Interoperability to 
support such efforts. 

Finally, as a rule, interoperability is supported by design, when open standards are adopted 
and agreed upon among the partners of a project, such as communication protocols, data 
formats, etc. 

3.1 SIEM 

All SIEM subcomponents are connected with the rest of the FORTIKA components via the 
Representational State Transfer (REST) API. REST is a web service protocol that allows the 
access and manipulation of textual representations of web resources. The applications ex-
pose their end-points via different HTTP methods, such as GET and POST. The incoming in-
formation is received using a standard HTTP POST method on a separate base URL per mod-
ule. A list of the base URL of the DSS RESTful API per FORTIKA module can be found in D4.7, 
while the Threat Mitigation RESTful API in D4.6. 

All data are encoded using the JavaScript Object Notation (JSON) format. It is a standard 
format that is used to encode data in human-readable format as pairs of key-value entries. 

The ruleset of the Knowledge Base module is stored in a Postgress SQL database instance, 
installed locally in the gateway. The communication between the DSS and the database is 
performed through a stream of messages using a message-based protocol over the TCP/IP 
protocols (PostgreSQL Wire Protocol). 

The Anomaly Detection component is using some of the most used frameworks worldwide 
for machine learning/deep learning which are Tensorflow and Keras. These tools are being 
used in the offline training process of the DNN’s. Furthermore, the Vivado tools are being 
used for the FPGA implementation of the inference process. 

System monitoring agents have been implemented as windows services, which run on the 
background, constantly monitoring the computing resources and changes of the system. A 
functional windows service must comply with rules and protocols of the Service Control 
Manager (SCM). Service Control Manager is responsible to start and stop processes and ser-
vices at windows start up. Plus, the configuration of the monitoring service is based on XML 
format, which conforms to the requirements of XML Protocol (XMLP). 

Finally, the Visual Analytics component supports the pcap API for network capturing proto-
col, while it will be extended in order to support the NetFlow network protocol, which is 
now supported by the RNTA. 
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3.2 ABAC Existing Technologies & Protocols 

3.2.1 WSO Identity Server 

WSO2 Identity Server [20] is a completely Opensource platform provided under Apache Li-
cense 2.0 than can be modified and used with no additional licensing restrictions. Apart from 
many other features, it implements a fine-grained access control system. Components of 
WSO2 will be exploited in the development of FORTIKA ABAC PAP to provide SME adminis-
trators with a robust management system. Utilizing WSO IS does not exclude the future pos-
sibility of it being substituted by a different management system without disrupting opera-
tion or already defined policies. 

 

3.2.2 BALANA XACML Framework 

Balana [21] is an open source implementation of XACML 3.0. ABAC.Fog heavily relies in Bala-
na for the provision of the PDP. 

 

3.2.3 REST 

Representational State Transfer is an architectural style for distributed systems. Information 
is abstracted as a resource and each resource is identified by the corresponding resource 
identifier. Most commonly methods to interact with the resources are the HTTP 
GET/PUT/POST/DELETE methods. REST operations are used for both the communication be-
tween cloud and fog as well as between the fog and the edge. 

 

3.2.4 REST Profile of XACML 

To support communication between PDP and PEP using REST, OASIS has released a REST 
profile [22] for request and access decisions. 

 

3.2.5 JSON 

JSON (JavaScript Object Notation) [23] is a lightweight data-interchange format It is easy for 
humans to read and write. It is easy for machines to parse and generate. JSON is a text for-
mat that is completely language independent but uses conventions that are familiar to pro-
grammers of the C-family of languages, including C, C++, C#, Java, JavaScript, Perl, Python, 
and many others. These properties make JSON an ideal data-interchange language. 

 

3.2.6 Payara Micro 

Payara Micro [24] is a lightweight application server that enables developers to use Java EE 
functionality in a lightweight and easy to be deployed in resource constrained environment 
or containers. Payara micro is used for ABAC.fog deployment to meet with the constrained 
hardware resources. 

 

3.2.7 Microservices 

A microservice application [25] is a collection of autonomous services, each of which does 
one thing well, that work together to perform more intricate operations. These services col-
laborate with each other through technology-agnostic messaging protocols, either point-to-
point or asynchronously. ABAC can deploy JAVA microservices on Payara Micro Application 
Server in the FORTIKA Gateway for application control. 
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3.3 SEARS Existing Technologies & Protocols  

SEARS is designed and developed using microservices architecture and is making use of sev-
eral different technologies and protocols. SEARS development focuses on the adaptation of 
the standardization activities of related FORTIKA modules and the improvement of the cur-
rent cybersecurity-related standards. 

SEARS subcomponents are functioning and communicating between them and with the rest 
of the FORTIKA modules by using the following technologies. 

 

3.3.1 REST  

Representational State Transfer is an architectural style for distributed hypermedia systems. 
Information is abstracted as a resource in REST and each resource is identified by the corre-
sponding resource identifier. Most commonly methods to interact with the resources are 
the HTTP GET/PUT/POST/DELETE methods. 

 

3.3.2 JSON 

JSON (JavaScript Object Notation) [23] is a lightweight data-interchange format. It is easy for 
humans to read and write. It is easy for machines to parse and generate. JSON is a text for-
mat that is completely language independent but uses conventions that are familiar to pro-
grammers of the C-family of languages, including C, C++, C#, Java, JavaScript, Perl, Python, 
and many others. These properties make JSON an ideal data-interchange language. 

 

3.3.3 Python/NLP Libraries 

NLP is a subfield of artificial intelligence (AI) aiming to improve understanding and extracting 
important information from text. The main tasks include text analysis, sentiment analysis, 
machine translation, speech recognition and generation, etc. Python NLP Libraries are re-
sponsible for natural language processing tasks including tokenization, lemmatization, 
stemming, parsing, POS tagging, etc.  

 

3.3.4 RabbitMQ 

RabbitMQ is an open source message broker, implementing the AMQP protocol. Messaging 
brokers receive messages from publishers (applications that publish them, also known as 
producers) and route them to consumers (applications that process them). Since it is a net-
work protocol, the publishers, consumers and the broker can all reside on different ma-
chines. 

 

3.3.5 Microservices 

A microservice application [25] is a collection of autonomous services, each of which does 
one thing well, that work together to perform more intricate operations. Instead of a single 
complex system, you build and manage a suite of relatively simple services that might inter-
act in complex ways. These services collaborate with each other through technology-
agnostic messaging protocols, either point-to-point or asynchronously.  

 

3.4 Main Requirements and Resources for the Cloud Module 

The main technologies we have considered for the process of development that 

depend on the contexts: 
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● DevOps tools: Ansible 

● IaaS: OpenStack 

● Orchestrators: Docker/Docker Swarm 

● PaaS: xOpera 

 

3.4.1 xOpera Orchestrator 

xOpera [26] is a lightweight orchestrator compliant with OASIS TOSCA. The initial compliance 
is with the  TOSCA Simple Profile YAML v1.2 and FORTIKA extends it with FORTIKA Bundle 
Profile, described later in this section. 

TOSCA descriptors and Ansible scripts are taken as an input by xOpera. Afterwards it is capa-
ble of deploying application (FORTIKA bundle) to the target infrastructure (e.g., FORTIGA 
GW, Cloud infra or both). 

 

 

Figure 3.  How deployment scripts are structure in xOpera 
 

Figure 3 provides a structure of the deployment scripts consisting of TOSCA de-

scriptors (.yaml file) and Ansible playbooks (.yml files). Opera tools deploys tar-

get application based on these descriptors. 

Deployment scripts in Ansible supporting FORTIKA Marketplace have been provided on pro-
ject’s Gitlab:  

https://gitlab.fokus.fraunhofer.de/WP4-fortika-modules-components/marketplace-deploy). 
 

Deployment scripts supporting deployment of FORTIKA Bundles’ cloud counterparts are pro-
vided on Gitlab on this location: 

https://gitlab.fokus.fraunhofer.de/WP5-fortika-modules-components/components-
deployment 

 

3.4.2 Protocols/Standards used in the architecture/planning 

3.4.2.1 TOSCA 

The use of TOSCA (OASIS standard) has already been described in D4.4. TOSCA stands for 
Topology and Orchestration Specification for Cloud Applications). It is a standard for describ-
ing dependencies between services and cloud applications that reside on a specific cloud 
platform. It can describe organization of components that the cloud application consists of. 

https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=tosca
https://docs.oasis-open.org/tosca/TOSCA-Simple-Profile-YAML/v1.2/os/TOSCA-Simple-Profile-YAML-v1.2-os.html
https://gitlab.fokus.fraunhofer.de/WP4-fortika-modules-components/marketplace-deploy
https://gitlab.fokus.fraunhofer.de/WP5-fortika-modules-components/components-deployment
https://gitlab.fokus.fraunhofer.de/WP5-fortika-modules-components/components-deployment
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Moreover, it describes the way these components are orchestrated in order the service is 
made portable and suitable to be deployed and managed over different cloud vendor’s plat-
forms (e.g., AWS, OpenStack, OpenNebula). 

3.4.2.2 TOSCA profile for FORTIKA Marketplace 

TOSCA is a standard for Topology and Orchestration Specification for Cloud Applications. 
FORTIKA security bundle is presented with TOSCA Service Template [27] described below 
and based on FORTIKA Bundle’s model. 

3.4.2.3 FORTIKA Bundle’s model 

 
Bundle 

- id: uuid 

- name: string // required 

- description: string // required 

- maintainer_id: uuid // assigned automatically, User creating      

    the bundle 

- organization: Organization // required, Organisation creating the 

   bundle 

- services: BundleService[] // required, List of Bundle Services 

 

BundleService 

- id: uuid 

- bundle_id: uuid 

- container_name: string // required, Name Eventually used during  

   the docker run command 

- networks: NetworkMapping[] // optional, List and types of networks  

   attached to the docker instance 

- image: string // required, docker image name (with tag) 

- ports: PortMapping[] // optional, Mapping of the ports 

- volumes: VolumeMapping[] // optional, Mapping of the volumes 

- binaries: Binary[] // Field is output only, Link to the  

   binaries held by the Marketplace File 

   storage service 

- bitstream: string[] // optional, A path to bitstream file in 

   the docker image 

- env_vars: EnvironmentVariables[] // optional Possible environment  

   variables for the docker image 

- monitoring_parameters: MonitoringParameter[]    // optional, Relevant for monitoring 

- sla_promises: SLAPromise[]                      // optional, Relevant for monitoring 

 

The template is represented with a TOSCA simple profile which comprises of set of node 
types. In the next section we present an example of a TOSCA Profile definition. 

3.4.2.4 FORTIKA TOSCA Profile definition and example 

In this section we provide examples of FORTIKA TOSCA Profiles for export FORTIKA bundle 
and TOSCA Profile for import new FORTIKA bundle. The profile supports inputs and outputs 
attributes scoped to node templates. These are part of the topology template element of 
the TOSCA template. Moreover, the input parameters from the input section can be as-
signed to properties of node template within the containing topology template. The profile 
also supports expression of additional constraints on the input to enforce additional check 
on the user input. 
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3.4.2.5 TOSCA FORTIKA bundle export 

The bundle can be exported with get request on /bundles/{bundle_id}/tosca endpoint at 
the FORTIKA Marketplace. As response on this request the TOSCA profile of the bundle ex-
ported is actually received. The exported Tosca profile contains three main sections: tos-

ca_definitions_version, node_types, and topology_template. Section tos-

ca_definitions_version contains just the version of tosca definition which is used. In section 
node_types all types used for defining Fortika Bundle are defined. Root type is tos-

ca.nodes.Bundle and remaining types form exported profile are direct or indirect children 
of tosca.nodes.Bundle type. Under topology_template is node_templates which contain 
actual bundle definition.  The same yaml file that received on export can be used on import 
for creating new FORTIKA bundle with TOSCA profile. 

3.4.2.6 TOSCA Profile of exported bundle: 

tosca_definitions_version: tosca_simple_yaml_1_0 
node_types: 
  tosca.nodes.Bundle: 
    derived_from: tosca.nodes.SoftwareComponent 
    properties: 
      name: 
        type: string 
        description: 'Title of bundle.' 
        required: true 
      description: 
        type: string 
        description: 'Description of bundle.' 
        required: true 
      price: 
        type: integer 
        description: 'Price of bundle.' 
        required: true 
      organization_id: 
        type: string 
        description: 'Id of publisher organization.' 
        required: true 
      services: 
        type: list 
        required: true 
        min_length: 1 
        entry_schema: 
          description: 'Service of bundle.' 
          type: tosca.nodes.BundleService 
  tosca.nodes.BundleService: 
    properties: 
      label: 
        type: string 
        description: 'Name Eventually used during the docker run command.' 
        required: true 
      image: 
        type: string 
        description: 'Docker image name (with tag).' 
        required: true 
      bitstreams: 
        type: list 
        required: false 
        default: [] 
        description: 'Link to the binaries held by the Marketplace File 
storage service.' 
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        entry_schema: 
          type: string 
      env_vars: 
        type: list 
        required: false 
        default: [] 
        description: 'Possible environment variables for the docker image.' 
        entry_schema: 
          type: tosca.nodes.BundleServiceEnvironmentVariable 
      networks: 
        type: list 
        required: false 
        default: [] 
        description: 'List and types of networks attached to the docker in-
stance' 
        entry_schema: 
          type: tosca.nodes.BundleServiceNetwork 
      ports: 
        type: list 
        required: false 
        default: [] 
        description: 'Which port on docker network is mapped to host''s 
port : this is a set of tuples, same as for docker services' 
        entry_schema: 
          type: tosca.nodes.BundleServicePort 
      volumes: 
        type: list 
        required: false 
        default: [] 
        description: 'Which host''s path (volume) is mapped to service.' 
        entry_schema: 
          type: tosca.nodes.BundleServiceVolume 
      monitoring_parameters: 
        type: list 
        required: false 
        entry_schema: 
          description: 'Monitoring parameters.' 
          type: tosca.nodes.BundleServiceMonitoringParameter 
      sla_promises: 
        type: list 
        required: false 
        entry_schema: 
          description: 'Sla promises.' 
          type: tosca.nodes.BundleServiceSlaPromiseParameter 
  tosca.nodes.BundleServiceEnvironmentVariable: 
    properties: 
      key: 
        type: string 
        description: Key. 
        required: true 
      value: 
        type: string 
        description: Value. 
        required: true 
  tosca.nodes.BundleServiceNetwork: 
    properties: 
      name: 
        type: string 
        description: Name. 
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        required: true 
      type: 
        type: string 
        description: Type. 
        required: true 
  tosca.nodes.BundleServicePort: 
    properties: 
      src: 
        type: integer 
        description: 'Src port.' 
        required: true 
      dst: 
        type: integer 
        description: 'Dst port.' 
        required: true 
      proto: 
        type: string 
        description: 'Protocol TCP/UDP.' 
        required: false 
        default: TCP 
  tosca.nodes.BundleServiceVolume: 
    properties: 
      src: 
        type: string 
        description: 'Src volume.' 
        required: true 
      dst: 
        type: string 
        description: 'Dst volume.' 
        required: true 
  tosca.nodes.BundleServiceMonitoringParameter: 
    properties: 
      name: 
        type: string 
        description: name 
        required: true 
      name_abr: 
        type: string 
        description: name_abr 
        required: true 
      type: 
        type: string 
        description: type 
        required: true 
      value_type: 
        type: string 
        description: value_type 
        required: true 
  tosca.nodes.BundleServiceSlaPromiseParameter: 
    properties: 
      name: 
        type: string 
        description: name 
        required: true 
topology_template: 
  node_templates: 
    bundle: 
      type: tosca.nodes.Bundle 
      properties: 
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        name: 'EAArganization bundle 0' 
        description: 'EADescription of organiation bundle 0' 
        price: 2 
        services: 
          - 
            label: label0 
            image: 'dockerhub.fokus.fraunhofer.de:5000/wp4-fortika-modules-
components/bundle-registry-test/hello-world:latest' 
            bitstreams: 
              - fdggb0 
              - dfg0 
            env_vars: 
              - 
                key: dfgsecond0 
                value: dfbgsecond0 
              - 
                key: dfg0 
                value: dfbg0 
            networks: 
              - 
                name: sdfgo/dfsecond0 
                type: dsfggsecond0 
              - 
                name: sdfgo/dfs0 
                type: dsfgg0 
            ports: 
              - 
                proto: UDP 
                src: 532 
                dst: 348 
              - 
                proto: UDP 
                src: 32 
                dst: 323 
            volumes: 
              - 
                src: sdfgo/dfs0 
                dst: sdf/cdvcxv0 
              - 
                src: second/dfs0 
                dst: second/cdvcxv0 
            monitoring_parameters: 
              - 
                name: name_second0 
                name_abr: name_abr_second0 
                type: type_second0 
                value_type: value_type_second0 
              - 
                name: name_first0 
                name_abr: name_abr_first0 
                type: type_first0 
                value_type: value_type_first0 
            sla_promises: 
              - 
                name: 'bn sla promise extra again extra0' 
              - 
                name: 'ewf wsla promise0' 
              - 
                name: 'frew sla promise extra0' 
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          - 
            label: label1 
            image: 'dockerhub.fokus.fraunhofer.de:5000/wp4-fortika-modules-
components/bundle-registry-test/hello-world:latest' 
            bitstreams: [] 
            env_vars: [] 
            networks: [] 
            ports: [] 
            volumes: [] 
            monitoring_parameters: [] 
            sla_promises: [] 
          - 
            label: label2 
            image: 'dockerhub.fokus.fraunhofer.de:5000/wp4-fortika-modules-
components/bundle-registry-test/hello-world:latest' 
            bitstreams: [] 
            env_vars: [] 
            networks: [] 
            ports: [] 
            volumes: [] 
            monitoring_parameters: [] 
            sla_promises: [] 
        organization_id: b3336f67-cb53-4a07-9ca3-b273c02e9f21 

 

In the example above it is evident that some values are made up just for the sake of an ex-
ample, but the data model is based on the FORTIKA Bundle’s model presented beforehand. 

3.4.2.7 TOSCA FORTIKA bundle export 

The new FORTIKA bundle can be created also with the import of TOSCA Profile. For this rea-
son, /bundles/tosca endpoint has been prepared on the FORTIKA Marketplace, which ac-
cepts a file with a TOSCA FORTIKA profile. A TOSCA FORTIKA profile file (‘.yml’) must be at-
tached in post body under file attribute. TOSCA definition must contain two sections: tos-

ca_definitions_version, and topology_template. In comparison with the export profile the 
node_types section is not required at import. The other two sections remain the same.  

The topology_template section must always contain node_templates which then contain 
the actual bundle definition. node_templates can contain more than one bundle definition, 
but must contain at least one. The key under which the bundle is defined can be anything; it 
does not affect anything as long as a bundle is defined under the node_templates section. 
The bundle definition must have the type which should always be tosca.nodes. Under 
properties all bundle parameters according to tosca.nodes should be defined. Finally, not 
all attributes are required for creating a bundle; thus, they can be left out. 

TOSCA profile for creating simple bundle: 

--- 
tosca_definitions_version: tosca_simple_yaml_1_0 
topology_template: 
  node_templates: 
    bundle: 
      type: tosca.nodes.Bundle 
      properties: 
        name: 'BAArganization bundle tosca3' 
        description: 'BADescription of organiation bundle tosca3' 
        price: 99.99 
        services: 
          - 
            label: label2 
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            image: 'dockerhub.fokus.fraunhofer.de:5tosca3tosca3tosca3/wp4-
fortika-modules-components/bundle-registry-test/hello-world:latest' 
        organization_id: 8653eae5-3071-4cae-a488-331cc33409be 

 

 

TOSCA Profile for creating complex bundle: 

--- 
tosca_definitions_version: tosca_simple_yaml_1_0 
 
topology_template: 
  node_templates: 
    bundle: 
      type: tosca.nodes.Bundle 
      properties: 
        name: 'BAArganization bundle tosca1' 
        description: 'BADescription of organiation bundle tosca1' 
        price: 8 
        services: 
          - 
            label: label2 
            image: 'dockerhub.fokus.fraunhofer.de:5tosca1tosca1tosca1/wp4-
fortika-modules-components/bundle-registry-test/hello-world:latest' 
            bitstreams: [] 
            env_vars: [] 
            networks: [] 
            ports: [] 
            volumes: [] 
          - 
            label: label1 
            image: 'dockerhub.fokus.fraunhofer.de:5tosca1tosca1tosca1/wp4-
fortika-modules-components/bundle-registry-test/hello-world:latest' 
            bitstreams: [] 
            env_vars: [] 
            networks: [] 
            ports: [] 
            volumes: [] 
          - 
            label: labeltosca1 
            image: 'dockerhub.fokus.fraunhofer.de:5tosca1tosca1tosca1/wp4-
fortika-modules-components/bundle-registry-test/hello-world:latest' 
            bitstreams: 
              - dfgtosca1 
              - fdggbtosca1 
            env_vars: 
              - 
                key: dfgtosca1 
                value: dfbgtosca1 
              - 
                key: dfgsecondtosca1 
                value: dfbgsecondtosca1 
            networks: 
              - 
                name: sdfgo/dfstosca1 
                type: dsfggtosca1 
              - 
                name: sdfgo/dfsecondtosca1 
                type: dsfggsecondtosca1 
            ports: 
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              - 
                proto: UDP 
                src: 532 
                dst: 348 
              - 
                proto: UDP 
                src: 32 
                dst: 323 
              - 
                proto: UDP 
                src: 322 
                dst: 3231 
            volumes: 
              - 
                src: sdfgo/dfstosca1 
                dst: sdf/cdvcxvtosca1 
              - 
                src: second/dfstosca1 
                dst: second/cdvcxvtosca1 
        organization_id: 8653eae5-3071-4cae-a488-331cc33409be 

 

4. Minimum Requirements for Standardized Interoperability 

4.1 SIEM 

In order to guarantee the correct execution on the FORTIKA gateway, and the interoperabil-
ity with the rest of the FORTIKA components, the minimum requirements of the SIEM com-
ponents are: 

• Visual Analytics 
o 250 MB of RAM 
o An insignificant amount of storage 

• DSS 
o 70-100MB of RAM 
o An insignificant amount of storage 

• Threat Mitigation Engine 
o 50 MB of RAM 
o An insignificant amount of storage 

• Anomaly Detection 
o 100 MB of RAM 
o An insignificant amount of storage 

 

The execution of the DSS is CPU-bound since its mathematical models are mainly processor-
intensive. It requires a moderate amount of memory, estimated in the order of about 70MB 
to 100MB of RAM, in order to store all its necessary data structures. The memory footprint 
of the DSS is mainly affected by the number of rules that the system utilizes and as such is 
expected to increase with the size of the ruleset. The amount of storage that the DSS re-
quires is negligible as most data are not actually stored by the component; instead they are 
mostly processed by the Risk Management and Decision-Making modules and are subse-
quently discarded. 

It should be noted that all requirements and resources that are being reported, obtained 
from the implementation status of M24 and are subject to be improved. Several enhance-



Deliverable D6.7 Dissemination Level (PU) 740690–FORTIKA 

 

May 2019 29                    UOM 

 

ments, including the utilization of the FPGA counterpart of the gateway, towards the re-
source utilization will be performed in the remaining period of the project. 

 

4.2 Cloud Security Mechanisms 

This section describes how are addressed the interoperability requirements and compliance 
to international standards relating to the Cloud Security Mechanisms. 

The scope for cloud security mechanisms has been so far described in D5.6 [28] related to 
FORTIKA cloud security and monitoring. 

• IAM. Identity and access management mechanisms 

• Secure transport LwM2M 

• Continuous monitoring-based compliance mechanisms 

4.2.1 Identity and Access Management 

Identity and access managements mechanisms are crucial to interoperability for different 
cloud actors as are described in FORTIKA D5.6 [28]. FORTIKA cloud marketplace of services 
are also described in FORTIKA D4.3 [16] and D4.4 [17] including a detailed description for the 
platform, services, and tools deployed on the cloud where IAM solution is crucial for in-
teroperability of authenticated services. 

IAM solution in FORTIKA relies on Keycloack [29]. Keycloak is an open source software prod-
uct to allow single sign-on with Identity Management and Access Management.  FORTIKA 
Marketplace uses Keycloak as its source of user identity and role data. A high-level overview 
of the use and integration with Keycloak is described in deliverables D4.3 [16] and D4.4 [17]. 

Keycloak IAM is compliant and compatible with OpenID Connect [30], (identity layer on the 
top of OAuth 2.0 protocol, and SAML 2.0 Identity ProvidersError! Reference source not f
ound., which are the most common open standards for exchanging authentication and au-
thorization data between parties, as described in FORTIKA deliverable D5.6 [29]). 

 

4.2.2 Secure Transport LwM2M 

As described in D4.4 [32] FORTIKA deliverable, the LwM2M protocol will enable interopera-
bility between the FORTIKA marketplace and the FORTIKA gateway, allowing LwM2M clients 
to carry out different actions and enabling interoperability with the device, such as status 
reports or performing actions related to deploying and running bundles. The device manager 
component will implement LwM2M protocol on the server side.  

The lightweight machine to machine standard LwM2M [33], defines a protocol that allows 
the remote management of multiple small devices. This protocol allows the central man-
agement and operation through a set of remote requests and responses that define a com-
mon language. It is based on CoAP protocol. In order to achieve high level operations such as 
subscription of devices to a server, firmware update, software update, configuration n a 
fleet of devices, sensor monitoring, actuator monitoring & operating sever allow level opera-
tions are defined.  

Secure connection between FORTIKA gateway and FORTIKA cloud should be guaranteed 
based according to functional requirements also according fundamental security require-
ments covered in the ENISA document “Indispensable baseline security requirements for the 
procurement of secure ICT products and services” [34]. 

Four principles for designing components of a system are described as basic requirements: 
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Four principles for designing components of a system are described as basic requirements, 
depicted in Figure 4Error! Reference source not found.. 

 

Figure 4.  Four Principles for Supply and Procurement 

 

Connections between the gateway and the cloud part should be guaranteed in terms of se-
cure transport to guarantee CIA (confidentiality, integrity, availability) and accountability. 

LwM2M protocol permit interoperability and secure implementation with COAPs and DTLS 
to provide secure transport and authentication of clients and will permit to be compliance 
with security requirements on secure transport and integrity of the messages exchanged 
with the LwM2M protocol. 

The solution for FORTIKA secure transport between the gateway and the cloud will be based 
on secure transport over LwM2M protocol, using X509 certificates. The solution for FORTIKA 
will generate and provision X509 FORTIKA gateway certificates in a secure environment. 
FORTIKA gateways will be provisioned with a X509 certificate that will later enable secure 
configuration and transport with the cloud part.  

 

4.2.3 Continuous Monitoring-based Compliance Mechanisms 

FORTIKA deliverable D5.6 [28], describes in chapter 5, Cloud Security Compliance require-
ments for FORTIKA cloud services and identifies a set of minimum-security requirements for 
Digital Service Providers. 

FORTIKA CCAM, continuous compliance and security monitoring [28], relies on Secure Con-
tent Automation Protocol SCAP Error! Reference source not found., that will enable the aut-
omatic vulnerability management, measurement and policy compliance evaluation of sys-
tems deployed in FORTIKA cloud services.   

The main modules offered for monitoring compliance using SCAP [15] will be a deployed 
based on an agent server based on Wazuh opensource against a distributed infrastructure 
and centralized dashboard using ELK stack: Elasticsearch, Logstash and Kibana. The first ap-
proach of the solution and the demonstrator is described in D5.6 [28], the cloud monitoring 
solution will need to collect information from the infrastructure using different kinds of 
methods.  

 

4.3 ABAC 

In order to guarantee the smooth operation of ABAC module, and the correct interoperabil-
ity with the rest of the FORTIKA modules, the following minimum requirements must be 
met: 

• ABAC.Cloud 
o 2 vCPUs 
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o 2 GB RAM 
o 4 GB disk storage 

• ABAC.Fog 
o 128 MB RAM 
o 300 MB disk storage 

• ABAC.Edge (Windows agent) 
o 256 MB RAM 
o 100 MB disk storage 

 

IP Network Connectivity between layers and other components is required. The system can 
survive the loss of communication between cloud and fog retaining the last policy set de-
ployed. 

 

4.4 SEARS 

The SEARS development team used custom shell scripts to build the application, automate 
tests, run security checks, provision and configure infrastructure, publish artifacts, and final-
ly deploy the application. The repeated steps of this procedure during the development 
transformed to a full-fledged CI/CD pipeline including the following stages: 

• Build: Application building from source code 

• Test: Unit tests against the code 

• Security Analysis: Check code for vulnerabilities 

• Artifact Storage: Securely store binaries after Build phase for future usage 

• Deployment: Deploy binaries to the specified environment 

• End-to-End Test: Check and validate integration 

• Performance test 

 

 

Figure 5.  SEARS CI/CD pipeline 
 

 

Except for the Build and Test phases, all other phases use shared scripts for the three differ-
ent programming languages used for SEARS Development (python, javascript, C#). The over-
all pipeline is depicted in Figure 5. 

 

4.5 Technologies and protocols used in the Cloud module 

4.5.1 Interoperability of bundles 
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In our opinion TOSCA satisfies all the requirements for the interoperability in the context of 
FORTIKA Marketplace and security solutions uploaded to the marketplace. Users can down-
load TOSCA descriptors of bundles and create/transfer these to e.g. other instances of the 
Marketplace supporting TOSCA FORTIKA Profile. 

 

4.5.2 Identity and Access Management 

Cloud modules support Single Sign On using Keycloak as an IdP (Identity Provider). Keycloak 
supports all state-of-the-art authentication and authorization mechanisms (SAML2, OAuth - 
OpenID, JWTs) and security features regarding authentication (2FA, Captchas, password pol-
icies). 

 

4.5.3 Resources for the Cloud Module 

Minimal requirements for the cloud module to operate correctly:  

● OpenStack Pike release (API) 

● Hardware capable of virtualizing at least 2 VMs of 2GHz, 2CPUs, 2GB RAM, 10GB 

disk, CentOS 7 (for the FORTIKA Marketplace and the xOpera Orchestrator) 

● Resources for at least a 2 VMs 2GHz, 2CPUs, 2GB RAM, 10GB disk, CentOS 7 Docker 

Swarm Cluster. 

● Additional VM for Cloud Security Monitoring which is going to be integrated in the 

next 2 months. 

 

5. Conclusions 
The FORTIKA system is a solution that, despite is intended friendliness and effectiveness for 
the end-user, still remains a complex system to design and implement. To mitigate any prob-
lems, it was decided from the beginning that all modules should adhere to appropriate in-
ternational standards to ensure interoperability. 

After implementing the original design and performing initial tests, there were some modifi-
cations that were deemed necessary, which together with the actual interoperability re-
quirements in order for the various modules and services to work harmoniously, were pre-
sented in this report, in detail.  
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Appendix – Glossary 
 

This glossary has been taken from: 
https://oprsrv.fokus.fraunhofer.de/projects/fortika/wiki/fortika-technical-
glossary?title=FORTIKA%27s%20technical%20glossary 

 

FORTIKA Marketplace – is a service provided by FORTIKA cloud service provider from which 
clients can purchase FORTIKA Marketplace services (in form of installable packages named 
Security Bundles). A service hosted in the FORTIKA private cloud. It enables SMEs to access, 
purchase and deploy the security solution to their FORTIKA GWs. 

FORTIKA Gateway, FORTIKA GW or F-GW – physical device with running services (i.e., 
FORTIKA middleware) that allow the deployment of FORTIKA Marketplace services 
(bundles). A physical unit that the SMEs install in their premises and is used for deploying 
the security solutions that are provided from the FORTIKA Marketplace. It provides 
conventional GW functions (e.g., routing) and in addition acceleration functionalities to the 
deployed security solutions. 

FORTIKA Middleware – A component that runs on the FORTIKA Gateway and enables for 
the deployment/management of the security bundles from the Marketplace to the GW; 
services running on FORTIKA Gateway supporting deployment, monitoring and other 
management functionalities of the FORTIKA Bundles. 

FORTIKA Platform – The platform consists of the FORTIKA Cloud hosting FORTIKA 
Marketplace, the FORTIKA Gateway, and the FORTIKA security services that are offered as 
bundles from the Marketplace and run (upon bundle installation) within the FORTIKA 
Gateway and/or the FORTIKA Cloud (if the service requires Cloud facilities). 

FORTIKA Platform Provider – Organisation providing the FORTIKA Platform. 

FORTIKA Security Bundle or Security Bundle – FORTIKA Bundle consists of the service 
running in the FORTIKA Cloud Runtime and on FORTIKA Gateway. The packaged 
configuration and binary files of a security application. Upon installed and launched it offers 
the implemented security service(s). 

FORTIKA Cloud Runtime – Runtime provided by IaaS used by FORTIKA Cloud Orchestrator, 
run-time for Security Bundles. 

FORTIKA Cloud – It is a set of services comprising FORTIKA Cloud Orchestrator, FORTIKA 
Marketplace and FORTIKA Cloud Runtime. 

FORTIKA Cloud orchestrator – Component responsible for deployment of FORTIKA Bundles 
and its cloud-counterparts on the target IaaS, specifically xOpera orchestrator; services 
taking care of deploying FORTIKA Bundles (cloud counterparts). 

Homomorphic Encryption – A type of encryption that allows computation on ciphertexts, 
generating an encrypted result which, when decrypted, matches the result of the operations 
as if they had been performed on the plaintext. 

Processing system (PS) – This is the ARM subsystem of the GW. Its purpose is to facilitate 
the deployment and operation of the accelerated security tasks to the FPGA. 

Programmable Logic (PL) – This is the FPGA subsystem of the GW. Its purpose is to run the 
accelerated security tasks. 

Virtual Security Appliance – Any computer appliance running inside virtual environment(s). 
It always includes a security applications and runs on a virtualized hardware. 
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