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Executive Summary 
The purpose of this report is to provide a first account on the interoperability requirements 
within FORTIKA, that have been proposed/adopted by the designers who took into consid-
eration existing international standards.  

Therefore, this report presents an overview of the modules/services that constitute the 
FORTIKA solution. Since the FORTIKA system is quite complex, its design started by examin-
ing existing international standards relevant to each of the modules. This is outlined in this 
report, together with the ones selected for each module in order to ensure interoperability.  

Since this is the first version of this report, there are still some open issues that will be ad-
dressed during the actual implementation and tests while running the system, and the re-
spective outcome will be discussed in the second version of the report. 
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1. Introduction 
Any system composed of several modules, services, or sub-systems that need to cooperate 
in order to provide a trouble-free operational environment has to ensure, among others, the 
interoperability of the combined parts. This is even more pronounced nowadays, where IT 
systems tend to be quite complex, employing a plethora of technologies, protocols and ser-
vices. Even ETSI (European Telecommunications Standards Institute) states [2]: 

“In a world of converging yet diverse technologies, complex ICT systems must 
communicate and interwork on all levels – this is interoperability.” 

FORTIKA is no exception and since it is focused in providing a thorough cybersecurity system 
for SMEs (Small and Medium Enterprises), deliverable D7.6 [3] presented a first overview of 
the most important set of related standards. Nevertheless, D7.6 was focused on cybersecuri-
ty standards, without addressing the issue of interoperability. The main goal of the present 
report is to address the issue of interoperability requirements, whilst adhering to interna-
tional standards. Employing (appropriate) international standards is advantageous since it 
guarantees design correctness for all constituent parts of a system and simplifies overall in-
tegration into a single product or service. This is even more important if one considers that 
the FORTIKA consortium partners come from different countries and companies within the 
European Union with end users operating in four countries (Ireland, England, Italy, and Bul-
garia). These counties are depicted with a red frame in Figure 1Figure 1. 

 

Figure 1:  FORTIKA End Users – European Countries 

 

In this first version of the report (deliverable D6.1), an overview of the various FORTIKA 
modules and services is presented, so that the interested reader can gain an insight of the 
design philosophy and appreciate the minimum requirements necessary to combine all the 
pieces together into a fully functional result. 
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This is followed by a summary of existing technologies and protocols towards FORTIKA ser-
vices support, which leads to the presentation of the minimum requirements for standard-
ized interoperability. 

Some open issues and extensibility considerations are outlined next, followed by the respec-
tive conclusions. 

Once the first rounds of tests regarding the running of the combined FORTIKA services in an 
integrated environment are run and any problems or issues are sorted out, the final version 
(v.2) of this report will be prepared and published as planned.  

2. An Overview of the FORTIKA Services and Modules 
This section provides an overview of the FORTIKA Services and Modules, so that the reader 
is provided with the information necessary for the cognitive connection with the interopera-
bility standards discussed later. 

2.1 The SIEM Module 

The FORTIKA SIEM module is responsible for the aggregation of the security related infor-
mation obtained from the FORTIKA components, and the efficient mitigation in terms of 
minimizing the risks within the SMEs. Its main submodules are the: Visual Analytics, Decision 
Support system and Threat Mitigation Engine. 
 

2.1.1 Visual Analytics 

The Visual Analytics component provides a visual interface for providing an easy-to-use deci-
sion-making tool for end-users and cyber-security stakeholders. It utilizes various analytic 
and visualization techniques to process network and incident related data. It has been de-
signed and implemented considering the effective handling (monitoring and analysing) of 
large amounts of data, stemming from the FORTIKA data planes. The work of the analytics 
interface will be reported in deliverable D5.10. 

 

2.1.2 Decision Support System 

The Decision Support System (DSS) component that CERTH develops as part of Task T4.6 for 
the FORTIKA project intends to provide to stakeholders a series of easy to use Decision Sup-
port methods. It is an enabler, essential for the correct functioning of some of the modules 
or products found within the cybersecurity ecosystem. The main objective of the component 
is to provide the different FORTIKA components with a certain logic so that they are able to 
make decisions autonomously. The DSS consists of the following five modules: 

● The Personalization Layer module. It consists of a set of modifications per SME that 
can be used to adapt and fine-tune the execution of the FORTIKA DSS based on the 
intrinsic characteristics of each SME’s network. 

● The Threat Analysis and Preprocessing module. This is responsible for the prepro-
cessing and analysis of threat reports conveyed by the rest of the FORTIKA compo-
nents. It involves the extraction of relevant keywords and semantics, the capture of 
crisp numerical values, the fuzzification of necessary values, and the mapping of 
such values to fuzzy sets. The resulting sets can be used in turn to activate all rele-
vant rules of the DSS by calculating their membership functions. 

● The Knowledge Base module. This is the process model of the DSS. It consists of a 
database that contains the rule structure for each different network threat that dif-
ferent FORTIKA components can detect or mitigate. 
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● The Risk Management module. It controls the priority in which the tasks required to 
handle any detected threats are performed, based on the threats’ impact and the 
resource cost for their analysis and mitigation. 

● The Decision-Making module. It combines the fuzzy rules from the Knowledge Base 
together with the crisp and fuzzy sets from the Threat Analysis and Preprocessing 
module, based on the priority rank calculated by the Risk Management module, to 
generate a set of Actions together with a confidence factor. The rule consequents 
are subsequently aggregated and the highest-rated one is selected to produce a 
crisp output as the outcome of the DSS. 
 

The DSS receives a direct input from the ABAC, Homomorphic Encryption, SEARS, Risk Analy-
sis, Visual Analytics and Virtual Security Appliance components while its output is forwarded 
to the Threat Mitigation Engine component.  

2.1.3 Threat Mitigation Engine 

The Threat Mitigation Engine is an unsupervised component, responsible for the enforce-
ment of different mitigation strategies that could be executed considering the nature and/or 
the origin of different cyber threats, but especially the different reactive mitigation strate-
gies to prevent imminent attacks or already initiated ones. 

The decision on the countermeasures that are required in each case as well as a prioritiza-
tion of incoming threats is performed by the Decision Support System and are subsequently 
communicated to the Threat Mitigation Engine. More details on the decision process, are 
given in deliverable D4.7, while the work of the Treat Mitigation Engine has been reported in 
deliverable D4.6. 

2.2 RNTA Module 

Within the FORTIKA ecosystem, it is intended to provide stakeholders with a RNTA (Real-
Time Network Traffic Analysis) module that allows network analysis in real time. In this way, 
the deployment of this module will always allow to know the state and functioning of the 
network within a certain organization, allowing detection of possible anomalies, variations in 
network performance or even cyber-attacks. Consequently, this module is expected to be 
attractive and in great demand by SOCs, network administrators or even conventional work-
ers within companies of different sizes, such as large corporations or SMEs. At the same 
time, it will act as an enabler for a global and complete vision of their network infrastruc-
ture.  

Specifically, the RNTA module that ENEO intends to develop within the Project consists of 
two mains elements: 1) Flow Exporter and 2) Flow Collector. 

Within this architecture (see Figure 2) it can be observed how the Flow Exporter, from the 
traffic that circulates through this equipment, aggregates packages in flows and exports 
these flows to the Flow Collector. Just at the opposite side, the Flow Collector will be re-
sponsible for the reception, storage and preprocessing of the Flows received from the Flow 
Exporter. Finally, the end user would also be able to access this data through queries, or 
through an application that in addition to offering the Flows also allows to perform an analy-
sis of them.  

This basic architecture can be easily extrapolated to the FORTIKA ecosystem, offering an 
economic and simple deployment of this module, thus allowing it to be adopted by any kind 
of SME. Thus, within the project, it is intended to offer the RNTA module within the FORTIKA 
ecosystem through the deployment of the two main elements that we have presented pre-
viously. Specifically, it is expected to deploy a Flow exporter within the FORTIKA GW in the 
form of a docker image (bundle), while at the other end, it is intended to deploy a redBorder 
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Manager in the FORTIKA cloud, which will operate as Flow collector, and which will offer 
deep analysis capabilities for these flows’ packets.  

 

Figure 2:  Overview of Flow Data Export Process including Exporter, Collector and Storage 

 

Therefore, the traffic that circulates through the FORTIKA GW, will be captured, while pack-
ets will be aggregated in flows and sent to the redBorder Manager to later be analysed. The 
information and the results of these analysis will be offered and presented to the end-user 
in the form of customizable dashboards through a GUI. On the other hand, the traffic Flow 
Exporter proposed by ENEO to implement within the project will support some protocols, 
among which the NetFlow protocol [4] is the most prominent, commonly used to export in-
formation of the traffic that circulates through CISCO devices. This protocol has different 
versions (NetFlow v5, NetFlow v7…), each one with a series of limitations and capabilities. 
Specifically, through this protocol these will be some of the fields or the information that will 
be received by the Flow collector regarding the network information (below, an example for 
NetFlow v5):  

 Input interface index used by SNMP. 

 Output index or zero if packet is dropped. 

 Timestamps for the flow start and finish time. 

 Number of bytes and packets observed in the flow.  

 Headers of Layer 3: 

 Source and Destination IP addresses. 

 ICMP Type and Code.  

 IP Protocol. 

 Type of Service (ToS) value 

 Source and Destination port numbers for TCP, UDP, SCTP. 

 For TCP flows, the union of all TCP flags observed over the life of the flow.  

 Layer 3 Routing information:  

 IP address of the immediate next-hop (not the BGP next hop) along 

the route destination.  

 Source and destination IP masks.  

At this point, what follows is a presentation of how the process or operation of this module 
will be within the FORTIKA ecosystem. The idea is to deploy the RedBorder Manager in the 
FORTIKA cloud. In the same way, the RNTA Module (bundle) will be offered through the 
FORTIKA Marketplace to the end users (SMEs), allowing them the purchase and acquisition 
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of this service in order to be deployed and used within their infrastructure. In this way, once 
they acquire the service, they will automatically download the Flow exporter in the form of a 
docker image and install it in FORTIKA GW in a simple way.  

 

Figure 3:  RNTA Module Position within the FORTIKA Deployment Diagram 

 

Likewise, once the traffic or flow exporter is installed, it will be responsible for sending 
metadata (specific data and metrics of the network traffic that circulates through this Gate-
way) of the traffic itself in Flow packages to the RedBorder Manager (which will act as a Flow 
collector), so that this data can be stored, processed, analysed and presented, permitting to 
offer to the end user information about the status and performance of their own network 
infrastructure at all times. Therefore, as can be seen, the deployment of this service in the 
infrastructure of the end users (SMEs) will be relatively simple and will adapt perfectly to the 
peculiarities of each case and type of end user. In the same way, below it is offered within 
the FORTIKA deployment diagram (see Figure 3) where the RNTA module or service would 
be located and its two main elements in red colour, i.e. the Flow exporter (located in the 
FORTIKA GW) and the Flow collector (the RedBorder Manager that is deployed in the cloud).  

GW and Middleware Modules 

This section provides the overview for the FORTIKA GW (F-GW) and FORTIKA Middleware 
modules (F-MW). A more detailed description of them can be found in D4.1 for F-GW [1] and 
D5.1 for F-MW [5]. 

The F-GW is a unit that is installed at the SME premises and it is used for deploying, at a local 
level, the sophisticated cyber-security solutions that are offered by the FORTIKA Market-

Flow Collector 
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place. F-GW comprises of both HW and SW modules. The HW modules consist of a System 
on Chip (SoC) and a carrier board. The former builds on two main components, the ARM and 
the FPGA; the FPGA is the component that enables for the acceleration of the cybersecurity 
services. The latter offers the I/O port and interfaces (e.g., network cards) that are necessary 
for interconnecting the F-GW with the external entities (e.g., SME network switches). As far 
as the SW modules are concerned, they consist of the Operating System (OS) and the system 
management and monitoring components. On the other hand, the F-MW is a software com-
ponent that aims to facilitate at a first level the deployment of the security bundles from the 
FORTIKA Marketplace (located at the FORTIKA cloud) to the F-GW, and at a second level the 
deployment of the accelerated portion of the security bundles from the ARM to the FPGA 
component of the F-GW. 

2.3 The Risk Assessment Service 

The Risk Assessment Service is a software component that will provide continuous monitor-
ing on cyberthreats coming from the monitoring infrastructure to provide an end point 
awareness and later protection using mitigation mechanisms. It is composed of two compo-
nents: server and agent.  

The information collected and originated in the agents will be consolidated and analysed in 
the server side to provide an output. The output of the risk assessment module will be an 
alert that will determine a risk situation. 

2.3.1 Components Description and Significant Characteristics 

The service is composed of two components: server and agent. The server will be packaged 
in a docker image, available from FORTIKA Marketplace to be executed on the FORTIKA 
gateway. The server component will be packed using docker build with ARM architecture 
compatibility. The agent SW will be available for different end points and operating systems. 
The agent component could be understood also as a way to provide a feed channel to the 
server via syslog or sysmon or other method. 

2.3.2 Functionalities 

The main functionality of the risk assessment service will be the checking that certain securi-
ty controls run as expected. Faults on controls or controls not implemented will cause that 
the system affected will be more vulnerable and the risk exposure on this endpoint will in-
crease.  Each of the break on some of the security controls will be processed against a set of 
rules and finally generate an alert that indicates that the processes analysed have been 
compromised. 

2.3.3 Modules offered 

The solution will need to collect information from the infrastructure using different kinds of 
methods to collect it. Typically, this component will be called as an agent, and the main 
functionality will be to provide information to the server component. 

The server component is the core of the solution and it is based on an open source compo-
nent called Wazuh. There has been a great effort to migrate Wazuh binaries to ARM. 

2.4 ABAC 

Attribute-Based Access Control (ABAC) is an access control model that bases access control 
decisions on subject, object and environmental attributes. In the context of the FORTIKA 
project, an access control system based on ABAC and XACML framework will be delivered 
(ABAC module). Utilizing FORTIKA Gateway, access requests will be evaluated, and access 
decisions will be delivered in an Authorization as-a-Service (AuthZaaS) mode of operation. 
This allows for any organization, apart from pre-defined usages to further utilize the service 
in order to provide fine-tuned access control functionality to potentially any system. 
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To extend and enrich functionality, ABAC module is divided into three layers, thus the fog 
layer where Policy Decision Point (PDP) is deployed in the Gateway, the cloud layer where 
Policy Administration Point (PAP) is deployed in the cloud and the edge layer, where SME’s 
devices are located where a prototype the Policy Enforcement Point (PEP) is implemented. 
Although in the context of FORTIKA a prototype agent for end devices will be delivered, nev-
ertheless, any XACML-compatible, using the REST Profile of XACML v3.0 (Version 1.0), PEP 
can be used. 

2.4.1 ABAC.Edge 

ABAC.Edge layer is populated by agents deployed on the Edge on end-user device, network 
appliances or software applications and post access requests as well as enforce access deci-
sions. The delivery is dependent on the specific endpoint type, architecture, etc. 

2.4.2 ABAC.Fog 

ABAC.Fog consists of the FORTIKA Gateways hosted in SME premises. Respective submodule 
receives the access requests and evaluates it against pre-defined access control policies. The 
access control decision is then returned to the requestor. The submodule will be delivered 
as a docker image for deployment. 

2.4.3 ABAC.Cloud 

ABAC.Cloud is deployed in the cloud to be able to provide a rich and feature-full environ-
ment for the administrator without any resource constraints. The administration point, 
which will be converted to multi-tenant, provides an XACML editor for the SME administra-
tor to deploy own organization access control policies for various scenarios. The submodule 
will be delivered as a platform-independent compressed file that will include all necessary 
libraries and will require Java Runtime Environment (JRE). Alternatively, in case of no JRE 
being available, a docker image can also be provided.  

2.4.4 ABAC functionality 

The ABAC functionality is provided by the following submodules:  

 PAP: PAP implements the administration point, thus the submodule where access 
control policies are created and stored. Moreover, PAP is the interface between the 
system and the administrator.  

 PIP: PIP is responsible to provide attributes and values to the decision point. In 
FORTIKA ABAC module PIP divides functionality on both cloud and fog layers.  

 PDP: PDP implements the decision engine that evaluates requests containing at-
tribute values against policies. FORTIKA Gateway located in-premise ensures mini-
mizing response time. 

 PEP: PEP can be located in any end-device and creates XACML requests that are 
sent to PDP using HTTP POST request. Moreover, response containing access deci-
sion is enforced. 

2.5 SEARS 

Social Engineering Attack Recognition System (SEARS) is a FORTIKA Gateway software mod-
ule which is responsible to protect SME employees from online personal or corporate data 
leakage via social media chats. SEARS detects social engineering attacks by monitoring, col-
lecting and analysing chat data. SEARS is an ecosystem comprised of three basic submodules 
being deployed in three layers (Edge, Fog, Cloud). The three submodules are: SEARS.Agent, 
SEARS.Fog and SEARS.Cloud 
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2.5.1 SEARS.Agent 

SEARS.Agent is deployed on the Edge on end-user device and continuously monitors and 
captures an employees’ social media conversations. The SEARS.Agent, if necessary, receives 
a message and alerts the user for a probable social engineering attack. 

2.5.2 SEARS.Fog 

SEARS.Fog is held in FORTIKA Gateway hosted in SME premises, receives the captured data 
from SEARS.Agent, and stores them locally for further preprocessing with Natural Language 
Processing (NLP) techniques. The preprocessed data are then anonymized and sent to the 
SEARS.Cloud. Afterwards, the SEARS.Fog receives the individual risk values from the 
SEARS.Cloud and calculates the final social engineering attack risk value (SERV). If SERV is 
above a predefined threshold a message is sent to the SEARS.Agent. 

2.5.3 SEARS.Cloud 

SEARS.Cloud uses the preprocessed data received from the SEARS.Fog in order to calculate 
the individual risk values. These values are then sent to the SEARS.Fog. 

2.5.4 The SEARS Functionality 

In Figure 4 the yellow line depicts the flow of communication between the two main actors 
(Employee, Social Engineer) using SEARS in the three layers as described above.  

 
Figure 4:  SEARS Architecture 

 

The SEARS functionality is based on the following submodules: 

 Document Classification (DC): Text dialogue is processed and is classified as danger-
ous or not. The text dialogue is processed at SEARS.Agent and only an anonymized 
frequency vector is delivered to SEARS.Cloud where the classification is taken place.  

 Personality Recognition (PR): Each of the interlocutors is being classified based on 
his/her writings. The processing/classification takes place at SEARS.Cloud using the 
aforementioned anonymized frequency vector. 

 User History (UH): Each previous text dialogue between the two interlocutors is rep-
resented as probability (decimal number) and it is stored at SEARS.Cloud. 

 Exposure Time (ET): The duration of an employee’s online presence is being repre-
sented as a decimal number stored at SEARS.Cloud. 
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Text dialogues captured at SEARS.Agent are being transformed to frequency vectors using 
machine learning algorithms and then sent to SEARS.Fog to be further pushed to 
SEARS.Cloud. These frequency vectors are used for the DC and PR submodules. DC and PR 
modules are exporting numeric values which are combined with the UH, and ET numeric 
values to calculate the final SERV. This value is being pushed to the Decision Support System 
(DSS) FORTIKA module, and if is above a predefined threshold an alert message is presented 
to the employee. 

2.6 Cloud Module 

The cloud module consists of the Cloud Orchestrator and services provided by IaaS for the 

deployment. Cloud Orchestrator communicates with IaaS’ API. 

XLAB provides FORTIKA Marketplace for: 

● supporting marketplace’s basic functionalities (back-end of the marketplace): FOR-

TIKA Marketplace core services (depicted in Figure 5,  below) 

● supporting for provisioning of marketplace’s Security Bundles:  Cloud Orchestrator 

 

 
Figure 5:  FORTIKA Marketplace Core Services 

 

An overview of FORTIKA Marketplace services is also provided and elaborated in deliverables 

D4.3 [6] and D4.4 [7]. The main characteristics of these are listed in those deliverables. FOR-

TIKA Marketplace core services are services running within FORTIKA Marketplace providing 

capabilities for reliable communication and scalability of the FORTIKA Marketplace deploy-

ment. The Cloud orchestrator module of FORTIKA is a set of components and services that 

supports dynamical deployment of FORTIKA Services on top of IaaS. The module interacts 

with IaaS’ API in order to deploy, monitor and manage instances of FORTIKA Services (man-

ages their lifecycle). As a technology behind it uses Ansible and TOSCA - xOpera. The tech-

nology is described in the following section. 
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From the interoperability stand-point-of-view, there are 4 groups of protocols used in FOR-

TIKA: 

1. HTTP for communication between client and FORTIKA Marketplace; between FORTI-

KA Marketplace and external services (e.g. Billing service, IaaS);  

2. AMQP (RabbitMQ) within FORTIKA Marketplace - core services 

3. LWM2M between F-GW and FORTIKA Marketplace 

4. Security Bundle’s specific protocol: between F-GW’s part of the Security Bundle and 

its cloud-counterpart 

3. Main Existing Technologies and Protocols towards FORTIKA Services 
Support 

There are many organizations, both national and international, that have created standards 
for various sectors. ISO is the most well-known organization, with a plethora of standards. In 
terms of Interoperability, however, which is the focus of this report, ISO/TC 184/SC 5 stands 
out as the relevant sub-committee for Interoperability, Integration, and architectures for 
enterprise systems and automation applications, having published a total of 56 standards 
while 12 are under development [8].  

Of those standards, the ISO 16100 series (“Industrial automation systems and integration -- 
Manufacturing software capability profiling for interoperability”, six parts); the ISO 16300 
series (“ Automation systems and integration -- Interoperability of capability units for manu-
facturing application solutions”, three parts); the ISO 18435 series (“Industrial automation 
systems and integration -- Diagnostics, capability assessment and maintenance applications 
integration”, three parts); and the ISO 20242 series (“Industrial automation systems and in-
tegration -- Service interface for testing applications”, in four parts) are the most relevant to 
this report. 

Due to the importance of interoperable systems, in general, another relevant body in the 
European Union is ECIS (European Committee for Interoperable Systems), which a non-profit 
association founded in 1989 [9]. Although ECIS does not produce international standards, its 
proposals carry significant weight in the various EU institutions. 

ETSI is the most important standards organization within the European Union. It facilitates 
the adoption of its standards, because the respective documentation is available on-line and 
free of charge. Moreover, ETSI has established its Centre for Testing and Interoperability to 
support such efforts. 

Finally, as a rule, interoperability is supported by design, when open standards are adopted 
and agreed upon among the partners of a project, such as communication protocols, data 
formats, etc. 

3.1 SIEM 

All SIEM subcomponents are connected with the rest of the FORTIKA components via the 
Representational State Transfer (REST) API. REST is a web service protocol that allows the 
access and manipulation of textual representations of web resources. The applications ex-
pose their end-points via different HTTP methods, such as GET and POST. The incoming in-
formation is received using a standard HTTP POST method on a separate base URL per mod-
ule. A list of the base URL of the DSS RESTful API per FORTIKA module can be found in D4.7, 
while the Threat Mitigation RESTful API in D4.6. 

All data are encoded using the JavaScript Object Notation (JSON) format. It is a standard 
format that is used to encode data in human-readable format as pairs of key-value entries. 
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The ruleset of the Knowledge Base module is stored in a Postgress SQL database instance, 
installed locally in the gateway. The communication between the DSS and the database is 
performed through a stream of messages using a message-based protocol over the TCP/IP 
protocols (PostgreSQL Wire Protocol). 

Finally, the Visual Analytics component supports the pcap API for network capturing proto-
col, while it will be extended in order to support the NetFlow network protocol, which is 
now supported by the RNTA. 

3.2 RNTA Module 

Currently, a key aspect for both users and operators of communications networks is to guar-
antee the quality of service provided and the security in the data networks and associated 
services. To do this, it is necessary to take measures to verify that the networks are provid-
ing the contracted service in an efficient and secure manner. In this way, in an environment 
of communications networks it is always extremely interesting to be able to know the status 
and the performance of a given network. In addition to this, thanks to being able to monitor 
the state of the network, it is possible to detect possible variations, anomalies and even 
threats within a certain network, which may be indicative of a cyber-attack. In this way, 
network monitoring tools serve as a mechanism for detection and even prevention against 
different types of threats. Specifically, being able to detect anomalies in the traffic of a net-
work, it is possible to detect threats at an early stage, offering the possibility of mitigating 
these threats as soon as possible. 

These tools for network monitoring usually support one or several protocols for the exporta-
tion and the collection of IP traffic. Specifically, some of the best-known protocols in this 
field are presented below:  

 NetFlow. It is a network protocol developed by Cisco Systems to collect information 
about IP traffic. Netflow has become an industry standard for network traffic moni-
toring and is currently supported for several platforms and equipment of different 
types of manufacturers: Cisco, Juniper, Alcatel, Flowmon and others.  
The devices/equipment with NetFlow enabled, when they activate the NetFlow fea-
ture, generate "NetFlow records" that consist of small pieces of information that are 
sent to a central device or NetFlow server (or Netflow collector), which receives the 
information from the devices (or Netflow probes/NetFlow Exporters) and stores and 
processes it. At this point, the information can be offered and presented to the end 
user, allowing him to know what the current state and performance of his network 
is, together with the communications that circulate through it. 
NetFlow currently has 10 versions, NetFlow v1-v9 and IPFIX [10] (also known as Net-
Flow v10). In this way, the most widespread versions these days are NetFlow v5, 
Netflow v9, NetFlow v10 (IPFIX). Although it is true that version five of NetFlow is the 
standard version, version nine provides great improvements in the representation of 
data in NetFlow format. The most significant improvement between these versions 
was the addition of templates to NetFlow v9, allowing greater flexibility in the data 
sent. Specifically, thanks to these new templates in NetFlow version 9, it is possible 
to transmit several data in different format without the need to create another Flow 
packet for transmission, significantly improving the performance of the protocol. On 
the other hand, technically speaking, the IPFIX standard is an update to NetFlow v9, 
although it is sometimes even known as NetFlow v10. The IPFIX standard was de-
signed to be independent of the manufacturer. It is universal and can be imple-
mented by any manufacturer of network devices. Moreover, IPFIX also offers some 
improvements over NetFlow v9. For instance, one of the biggest changes in IPFIX 
compared to the first NetFlow version 9 is certainly that the data transfer must be a 
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congestion-aware protocol. Therefore, the IPFIX protocol specifies that the SCTP [11] 
and the SCTP-PR [12] protocols must be implemented by all compliant implementa-
tions, and that UDP and TCP may also be implemented. 

 sFlow [13]. It is a packet sampling and inspection technology that can be deployed in 
a wide range of devices from layer 2 equipment, to high performance equipment 
such as core routers. Due to the incorporation of high-speed networks, packet sam-
pling has been widely recognized as the most scalable, accurate and complete solu-
tion for network monitoring. 
While the packet sampling/export methodology is embedded within the network el-
ement (for example, the router or switch), the traffic analysis is actually performed 
on a different machine (sFlow collector), usually a server. This allows for greater 
scalability and responsiveness in real time without affecting the performance of 
routers, especially at high traffic speeds. 
The different components of the sFlow system: the sFlow generator, the sFlow 
agent, and the sFlow collector: 
The sFlow generator is the network element that generates traffic samples. Packet 
sampling is typically performed on hardware to provide wire-speed performance. 
The sFlow agent is a software process that runs as part of the network management 
software within the network element. SFlow agents in routers and switches 
throughout the network continuously send sFlow datagram flows to a centralized 
sFlow collector. Interface counters and flow samples are combined in sFlow data-
grams, which require very little processing. The data is packaged in sFlow datagrams, 
which are sent immediately on the network. This minimises the load on the memory 
and processor of the sFlow agents. 
The sFlow collector software analyses the datagrams received from each sFlow 
agent and presents them in real time, allowing the view of the traffic flows of the 
entire network. Several collector solutions and sFlow analyser software are com-
mercially available, as well as free software. 
This protocol is the most widespread and supported by most manufacturers of net-
work devices (switches, routers ...). In this way, some of the equipment firms that 
support this protocol are: D-Link, CISCO, LG-Ericsson, Alcatel or ZTE among many 
others. 

 Jflow [14].  It is a network messaging standard that is specifically designed for traffic 
analysis. The J-Flow standard is a proprietary protocol of Juniper Networks, Inc. and 
is pre-loaded on all of the company’s network equipment. J-Flow is a standard de-
signed for sniffing the packets and for collecting data transfer statistics from a Juni-
per Networks routers or switches. Its operation is very similar to the proto-
cols/standards that we have presented previously. Specifically, the data is collected 
in the device, for later sending them to a central unit where these data will be ana-
lysed. Finally, it should be noted that not all the tools and standards of network 
monitoring and traffic analysis are able to interact with the Juniper equip-
ment/devices to gather this useful information. Therefore, this standard is extremely 
propitious to monitor traffic in environments where equipment and infrastructure of 
the Juniper Networks firm predominate.  

 Cflowd [15].  It is a technology used to sample and analyse data flows of network 
traffic (TCP/IP) through a network device (commonly a router). Cflowd allows the 
sampling and analysis of traffic to service providers and network administrators in 
order to know the status, performance and certain patterns of the network, with the 
aim of being able to manage these networks in an efficient way and to be able to 
alert us of certain anomalies or inefficiencies. The operation is similar to the tech-
nologies and standards that we have presented previously. Specifically, in the device 
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itself (router) the exporter Flow exporter will be responsible for collecting metrics 
from the network itself, converting them into Flow packages, and then sending it to 
a central unit (Flow collector) to later on being analysed. Moreover, it should be 
noted that this technology is owned by Alcatel-Lucent, and that it is deployed and 
prepared to be used in the devices and equipment of this firm. 

 

Once the most important existing protocols and standards within this field have been identi-
fied and presented, it should be mentioned that there are currently several tools or applica-
tions (also called exporters or probes) with which is possible to generate Flow data (NetFlow, 
sFlow, Jflow, …) from a given device/equipment and send them to a central system (Flow 
collector) to later on be analysed. These exporters, therefore, are tremendously adequate to 
be deployed and used in the scenario that arises within the FORTIKA project, being able to 
install one of these probes in the F-GW, so that it can export metrics of the traffic that circu-
lates through this equipment and send them to a central unit (the redBorder Manager, 
which will be deployed in the FORTIKA cloud), so that later this information can be analysed 
and presented to the end user. In this way, some of these exporters or probes are presented, 
specifically paying attention to those that have been taken into consideration as possible 
candidate solutions when developing this RNTA module within the FORTIKA ecosystem. 

 nprobe [16].  It is a type of NetFlow v5, v9 and IPFIX probe, which offers network 
traffic analysis capabilities through the collection, analysis and export of traffic in-
formation of a given network using standard Cisco formats (NetFlow v5/v9/IPFIX). 
This probe, unlike others, is available for most of the operating systems of the mar-
ket such as Windows, Linux or MacOSX. 

 fprobe [17]. It is a NetFlow probe which offers traffic analysis capabilities by collect-
ing network traffic data and emit it as NetFlow flows (NetFlow v5) towards the speci-
fied collector. This allows you to span or mirror a port from your network device that 
is not flow-capable and use fprobe to create flows for analysis in NTA. It is a solution 
very similar to nprobe but only available for Linux environments. 

 softflowd [18].  It is flow-based network traffic analyser or probe capable of Cisco 
NetFlow data export (NetFlow v5 and v9). Softflowd semi-statefully tracks traffic 
flows recorded by listening on a network interface or by reading a packet capture 
file. These flows may be reported via NetFlow to a collecting host or summarised 
within softflowd itself. 

 pmacct [19]. It is a probe which offer the capability of collect, analyse and present 
network traffic information. Specifically, and unlike other probes, it allows to oper-
ate with diverse data formats that attend to different types of protocols and stand-
ards such as NetFlow v1, v5, v9, IPFIX o sFlow. In addition to the classic Flows export, 
it also offers DPI capabilities, allowing also to analyse the information of the layers 
adjacent to conventional network and transport layers. 

 

After having presented the peculiarities and characteristics of each of these export-
ers/probes for the analysis of network traffic, the following is a small comparison that have 
been made between each of them. Specifically, a series of tests have been carried out in or-
der to first understand what the main lines of differentiation between each of these export-
ers/probes are, to then analyse what are the strengths and weaknesses of each of them in 
terms of performance and efficiency, of course taking into consideration the technical com-
plexities presented by the FORTIKA project scenario and infrastructure. In this way, a com-
parative table (Table 1) is provided below for each of these solutions/probes for traffic analy-
sis. 
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Table 1:  Comparison between Traffic Exporters for the FORTIKA RNTA Module 

Item\Exporter fprobe softflowd pmacct 

Export NetFlow5 Netflow5, 9 
NetFlow1, 5, 9, IPFIX 
sFlow 

Performance Fast Fastest Fast 

Features Easy to use N/A DPI 

 

As shown in the table, three different exporters have been tested: fprobe, softflowd and 
pmacct. In this way, the main differences between these exporters can be separated into 
three main keys. First, while fprobe and softflowd are quite easy to install and deploy, they 
can only export flows in Netflow5 and Netflow9 (only softflow). However, pmacct offers the 
ability to export a wider range of formats, including IPFIX, sFlow and Jflow but with a some-
what more complex implementation and configuration (this configuration complexity also 
offers the advantage of customized parameters that can optimize the exporter's perfor-
mance).  

Another key aspect in this comparison is the performance of each of these exporters. In this 
way, after carrying out these tests, it is concluded that the performance is slightly better in 
fprobe and softflowd. However, although in terms of performance the pmacct is somewhat 
slower, it is considered to be light enough to be considered suitable for the scenario to be 
deployed within the FORTIKA project.  

Finally, another key aspect is that pmacct offers DPI capabilities and other data export for-
mats (e.g., syslog) while the other two do not. For all this, from the FORTIKA consortium it is 
considered that by evaluating these three criteria or key aspects, the pmaact exporter is the 
most suitable to use within the project, since despite offering performance benefits slightly 
lower than the rest of exporters, allows operating with a greater number of standards for-
mats (NetFlow v1, v5, v9, IPFIX, sFlow) at the same time that offers greater capabilities for 
the analysis of network packets, specifically DPI. 

3.3 ABAC Existing Technologies & Protocols 

3.3.1 WSO Identity Server 

WSO2 Identity Server [20] is a completely Opensource platform provided under Apache Li-
cense 2.0. Apart from many other features it implements a fine-grained access control sys-
tem. Components of WSO2 will be exploited in the development of FORTIKA ABAC PAP 

3.3.2 BALANA XACML Framework 

Balana [21] is an open source implementation of XACML 3.0 that can be integrated with 
other components and will be used towards developing the PDP 

 

3.3.3 REST 

Representational State Transfer is an architectural style for distributed systems. Information 
is abstracted as a resource and each resource is identified by the corresponding resource 
identifier. Most commonly methods to interact with the resources are the HTTP 
GET/PUT/POST/DELETE methods. 

3.3.4 REST Profile of XACML 

To support communication between PDP and PEP using REST, OASIS has released a REST 
profile [22] for request and access decisions.  
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3.3.5 JSON 

JSON (JavaScript Object Notation) [23] is a lightweight data-interchange format. It is easy for 
humans to read and write. It is easy for machines to parse and generate. JSON is a text for-
mat that is completely language independent but uses conventions that are familiar to pro-
grammers of the C-family of languages, including C, C++, C#, Java, JavaScript, Perl, Python, 
and many others. These properties make JSON an ideal data-interchange language. 

3.3.6 Payara Micro 

Payara Micro [24] is a lightweight application server that enables developers to use Java EE 
functionality in a lightweight and easy to be deployed in resource constrained environment 
or containers. Payara micro will be used for ABAC.fog deployment. 

3.3.7 Microservices 

A microservice application [25] is a collection of autonomous services, each of which does 
one thing well, that work together to perform more intricate operations. These services col-
laborate with each other through technology-agnostic messaging protocols, either point-to-
point or asynchronously. ABAC can deploy JAVA microservices on Payara Micro Application 
Server in the FORTIKA Gateway for application control. 

3.3.8 RabbitMQ 

RabbitMQ is an open source message broker, implementing the AMQP protocol. Messaging 
brokers receive messages from publishers (applications that publish them, also known as 
producers) and route them to consumers (applications that process them). Since it is a net-
work protocol, the publishers, consumers and the broker can all reside on different ma-
chines. 

3.4 SEARS Existing Technologies & Protocols  

SEARS is designed and developed using microservices architecture and is making use of sev-
eral different technologies and protocols. SEARS development focuses on the adaptation of 
the standardization activities of related FORTIKA modules and the improvement of the cur-
rent cybersecurity-related standards. 

SEARS subcomponents are functioning and communicating between them and with the rest 
of the FORTIKA modules by using the following technologies. 

3.4.1 REST  

Representational State Transfer is an architectural style for distributed hypermedia systems. 
Information is abstracted as a resource in REST and each resource is identified by the corre-
sponding resource identifier. Most commonly methods to interact with the resources are 
the HTTP GET/PUT/POST/DELETE methods. 

3.4.2 JSON 

JSON (JavaScript Object Notation) [23] is a lightweight data-interchange format. It is easy for 
humans to read and write. It is easy for machines to parse and generate. JSON is a text for-
mat that is completely language independent but uses conventions that are familiar to pro-
grammers of the C-family of languages, including C, C++, C#, Java, JavaScript, Perl, Python, 
and many others. These properties make JSON an ideal data-interchange language. 

3.4.3 Python/NLP Libraries 

NLP is a subfield of artificial intelligence (AI) aiming to improve understanding and extracting 
important information from text. The main tasks include text analysis, sentiment analysis, 
machine translation, speech recognition and generation, etc. Python NLP Libraries are re-
sponsible for natural language processing tasks including tokenization, lemmatization, 
stemming, parsing, POS tagging, etc.  
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3.4.4 RabbitMQ 

RabbitMQ is an open source message broker, implementing the AMQP protocol. Messaging 
brokers receive messages from publishers (applications that publish them, also known as 
producers) and route them to consumers (applications that process them). Since it is a net-
work protocol, the publishers, consumers and the broker can all reside on different ma-
chines. 

3.4.5 Microservices 

A microservice application [25] is a collection of autonomous services, each of which does 
one thing well, that work together to perform more intricate operations. Instead of a single 
complex system, you build and manage a suite of relatively simple services that might inter-
act in complex ways. These services collaborate with each other through technology-
agnostic messaging protocols, either point-to-point or asynchronously.  

3.5 Cloud Module 

In this section we provide an analysis of existing technologies, standards and protocols used 
for development of cloud module. We will also elaborate on the comparison between the 
technologies/standards/protocols considered and elaborate on the choice of the most ap-
propriate ones. We have considered Cloud module’s technologies within 4 different con-
texts: DevOps tools, Iaas, Orchestration and Paas. 

3.5.1 DevOps 

DevOps tools provide us tools for ease of development and deployment process. The main 
criteria used for choosing the right deployment technologies, are: 

● type of the architecture (agent or agentless) 

● stateful/stateless, idempotency (making the same request to the server always pro-
duces the same result) 

● ease of configuration (inventory file) 

 

3.5.2 IaaS 

IaaS provide us means and resources for development and deployment.  

Criteria for choosing a specific IaaS is: 

● good documentation and big community 

● good support for past releases and future 

● what is already available 

● it should be de facto standard 

 

3.5.3 Orchestration 

Orchestration provide us tools for more optimised use of resources and speed of deploy-
ment. The main application orchestration criteria are: 

● standard 

● what know-how is available in-house 

● good documentation 

 

3.5.4 PaaS 

PaaS provide us additional high-level tools for ease of deployment. There are several existing 
de facto standards within the mentioned contexts and the main factor for the choices is 
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best-practise and internal know-how and available resource within the company. PaaS’ crite-
ria are the same as for orchestration since these are quite closely-related. 

● Technologies used in the development process 

 

The main technologies considered for the process of development that depend on the con-
texts are: 

● DevOps tools: Ansible, Chef, Puppet,  

● IaaS: OpenStack, OpenNebula, AWS, Azure, Google Cloud Engine,  

● Orchestrators: Docker/Docker Swarm, Kubernetes 

● PaaS: Cloudify, OpenShift, xOpera 

 

All the technologies above are already described in D4.4. Points for choosing Ansible are: 

● agent-less architecture 

● idempotency 

● ease of configuration (inventory file) 

 

Points for choosing OpenStack: 

● available in-house and we have internal know-how on the deployment 

● we have back-up plan in place for the deployment of OpenStack instance and we can 
support this 

● use of other technologies would mean additional charges (payments) or additional 
resources consumed not envisioned in the Description of Work 

 

Points for choosing Docker Swarm: 

● familiarity from previous work  

● ease of setup compared to other orchestrators 

● easily scalable both on cluster and service level 

● production ready, tested 

 

Points for choosing PaaS: 

● familiarity from previous work 

● Protocols/Standards used in the architecture/planning 

● TOSCA. The use of TOSCA (OASIS standard) has already been described in D4.4. TOS-
CA stands for Topology and Orchestration Specification for Cloud Applications). It is 
a standard for describing dependencies between services and cloud applications 
that reside on a specific cloud platform. It can describe organization of components 
that the cloud application consists of. Moreover, it describes the way these compo-
nents are orchestrated in order the service is made portable and suitable to be de-
ployed and managed over different cloud vendor’s platforms (e.g., AWS, OpenStack, 
OpenNebula). 

● RESTful architecture. REST stands for Representational State Transfer. It provides 
rules under which the application exposes its end-points using HTTP. It is architec-
tural principle of the web and prescribes HTTP methods to be used for API defini-
tions of web application. With HTTP being used, it uses GET, POST, PUT and DELETE 
predefined CRUD HTTP Methods for manipulating with application’s resources. The 
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architecture uses stateless protocols and standard operations aiming at fast perfor-
mance, reliability, scalability, and interoperability with other services/applications 

4. Minimum Requirements for Standardized Interoperability 

4.1 SIEM 

In order to guarantee the correct execution on the FORTIKA gateway, and the interoperabil-
ity with the rest of the FORTIKA components, the minimum requirements of the SIEM com-
ponents are: 

 Visual Analytics 
o 250 MB of RAM 
o An insignificant amount of storage 

 DSS 
o 70-100MB of RAM 
o An insignificant amount of storage 

 Threat Mitigation Engine 
o 50 MB of RAM 
o An insignificant amount of storage 

The execution of the DSS is CPU-bound since its mathematical models are mainly processor-
intensive. It requires a moderate amount of memory, estimated in the order of about 70MB 
to 100MB of RAM, in order to store all its necessary data structures. The memory footprint 
of the DSS is mainly affected by the number of rules that the system utilizes and as such is 
expected to increase with the size of the ruleset. The amount of storage that the DSS re-
quires is negligible as most data are not actually stored by the component; instead they are 
mostly processed by the Risk Management and Decision-Making modules and are subse-
quently discarded. 

It should be noted that all requirements and resources that are being reported, obtained 
from the implementation status of M18 and are subject to be improved. Several enhance-
ments, including the utilization of the FPGA counterpart of the gateway, towards the re-
source utilization will be performed in the remaining period of the project. 

4.2 RNTA Module 

Below the minimum requirements and resources required (computational and interfaces) 
that the F-GW will need in order to run this RNTA module without problems are presented. 
Additionally, it should also be considered that these minimum requirements have been de-
fined from some specific tests carried out, and that for these concrete tests, the DPI capabili-
ties have not been considered nor enabled. In this way, these would be the minimum re-
quirements: 

● 150Mb RAM (without DPI) 
● Storage requirements can be neglected (without DPI) 
● Separated physical NICs 

 
In this way, the pmacct exporter requires no more than 150Mb of RAM (value taken from 
performance tests). This value can increase proportionally to the network traffic increases. 
On the other hand, in terms of storage, the deploy uses very little space since no information 
is stored locally. Therefore, this aspect should not mean a problem for the correct deploy-
ment of the RNTA module within the FORTIKA project. Finally, considering the HW of the F-
GW, it should be mentioned that two or more network cards are needed in order to segre-
gate the gateway’s own traffic (management) from the local network traffic to analyse and 
export flow. 
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4.3 Cloud Security Mechanisms 

4.3.1 Identity and Access Management 

Identity and access managements mechanisms are crucial to communicate different cloud 
actors. Cloud Consumer and Cloud providers. IAM process will implement cloud access to 
FORTIKA cloud services: marketplace services and cloud orchestrator. Identity and access 
management process should be also able to be audited against compliance. 

The IAM solution in FORTIKA relies on Keycloack. Keycloak is an open source software prod-
uct to allow single sign-on with Identity Management and Access Management. There are 
two different methods of integration with Keycloak used by the Fortika API, namely Keycloak 
Middleware, and Keycloak Admin Client. The main difference between the two, is that the 
Keycloak Middleware is used for authentication via user browser redirects, and Keycloak 
Admin Client executes direct queries to Keycloak. 

4.3.2 Secure Transport LwM2M 

The lightweight machine to machine standard LwM2M, defines a protocol that allows the 
remote management of multiple small devices. This protocol allows the central management 
and operation through a set of remote requests and responses that define a common lan-
guage. It is based on CoAP protocol. In order to achieve high level operations such as sub-
scription of devices to a server, firmware update, software update, configuration n a fleet of 
devices, sensor monitoring, actuator monitoring & operating sever allow level operations 
are defined.  

As described in different FORTIKA deliverables LwM2M has been chosen as the Device Man-
ger solution in FORTIKA 

Secure connection between FORTIKA gateway and FORTIKA cloud should be guaranteed 
based according to functional requirements and according fundamental security require-
ments covered in ENISA document Indispensable baseline security requirements for the pro-
curement of secure ICT products and services. 

Four principles for designing components of a system are described as basic requirements, 
depicted in Figure 6. 

 

Figure 6:  Four Principles for Supply and Procurement 

 

Connections between the gateway and the cloud part should be guaranteed in terms of se-
cure transport to guarantee CIA (confidentiality, integrity, availability) and accountability. 

LwM2M protocol permit secure implementation with COAPs and DTLS to provide secure 
transport and authentication of clients. 

Secure mechanism to implement final solution for FORTIKA should consider that ideally 
FORTIKA gateways to be manufactured with a fabric certificate that will later enable secure 
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configuration and transport with the cloud part. This implementation will require a Public 
Key Infrastructure (PKI) as a FORTIKA cloud security service. 

4.3.3 Modules offered for Cloud Security 

Secure transport for enabling LwM2M.  As mentioned before the FORTIKA device manager 
component will be supported by LwM2M protocol. Secure implementation of the protocol 
will require an exchange of credentials and management between cloud side components 
and FORTIKA gateway. 

4.3.4 Continuous Monitoring-based Compliance Mechanisms 

Secure Content Automation Protocol SCAP will enable the automatic vulnerability manage-
ment, measurement and policy compliance evaluation of systems deployed in FORTIKA 
cloud services.   

The main modules offered for monitoring compliance using SCAP will be a deployed based 
on an agent server based on Wazuh opensource against a distributed infrastructure and cen-
tralized dashboard using ELK stack: Elasticsearch, Logstash and Kibana. 

The solution will need to collect information from the infrastructure using different kinds of 
methods to collect this information. Typically, this component will be called as an agent, and 
the main functionality will be to provide information to the server component. 

The server component is the core of the solution and it is based on an open source compo-
nent called Wazuh.  

4.4 ABAC 

In order to guarantee the smooth operation of ABAC module, and the correct interoperabil-
ity with the rest of the FORTIKA modules, the following minimum requirements must be 
met: 

 128 MB RAM 

 200 MB disk storage 

 IP Network Connectivity between layers and other components 

 

ABAC deploys RESTful services to exchange information using XML or JSON media types. 

4.5 SEARS 

In order to guarantee the smooth operation of SEARS module, and the correct interoperabil-
ity with the rest of the FORTIKA modules, the following requirements must be met: 

 512MB RAM (PR subcomponent) 

 Storage requirements depend on usage (e.g., number of employees) 

 

SEARS is still under development and all requirements and resources are subject to 
change/improvement. Resource consumption tuning will be performed in the remaining pe-
riod of the FORTIKA project. 

4.6 Main Requirements and Resources for the Cloud Module 

The main requirements and resources (computational and interfaces) for the cloud module 
are provided in this section. The minimal requirements for the cloud module to operate cor-
rectly are:  

● OpenStack Pike release (API) 
● Hardware capable of virtualizing at least 2 VMs of 2GHz, 2CPUs, 2GB RAM, 10GB 

disk, CentOS 7 (for the FORTIKA Marketplace and the xOpera Orchestrator) 
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● Resources for at least a 2 VMs 2GHz, 2CPUs, 2GB RAM, 10GB disk, CentOS 7 Docker 
Swarm Cluster. 

5. Extensibility and Open Issues 

5.1 SIEM 

Performance issues have been detected on the execution of the anomaly detection algo-
rithms of SIEM. Therefore, efforts have been focused on the migration of the computational-
ly intensive tasks to the FPGA part of the FORTIKA gateway. 

5.2 RNTA 

During the testing and implementation activities of the RNTA module, the FORTIKA consorti-
um has encountered and faced some problems and issues. Despite this, it should be noted 
that the pace of work has been as expected and that these problems or issues have not 
caused delays in the project's work plan. In this way, these are some of the problems or 
open issues that the consortium has encountered in relation to this RNTA module: 

● DPI is resource hungry depending on traffic density 
● DPI compilation depends on external libraries and there are some issues with newer 

versions 
During some of the lab tests (specifically in those ones that it has been tested the DPI capa-
bilities offered by the pmacct exporter) it has been found that the DPI makes use of arbitrary 
large amounts of memory to perform its tasks, increasing or decreasing those amounts de-
pending on the amount of traffic that is being analysed. Thus, with the aim of overcoming 
these problems, the consortium is considering as main solution, to inspect just random 
packages instead of the full traffic. In this way, the memory consumption will be lower and 
better adapted to the technical specifications offered by the F-GW in terms of resources and 
performance capabilities. On the other hand, a newer version of a library used for DPI has 
recently rolled out and the compilation with the exporter is currently faulty. Possible solu-
tions are downgrading both the library and the exporter until the library bugs are fixed. 

5.3 ABAC 

ABAC is still under heavy development, thus the aforementioned resource requirements are 
bound to revision with respect on available resources. 

5.4 SEARS 

The following issues were encountered during SEARS development and testing: 

 Resource consumption issues, especially for the SEARS.Fog submodule 
During the development and testing of the SEARS module and its subcomponents, 
there have been detected some resource consumption issues. The issues that are 
identified have not delayed the development or testing activities and efforts made 
to migrate the resource-intensive tasks to the cloud part of the FORTIKA ecosystem.  

 Performance issues, especially for the PR subcomponent 
Performance issues appeared while testing the PR subcomponent, and minor 
changes have been made to the internal architecture of the submodule in order to 
improve the flow of tasks execution. 

5.5 Security Bundles in the Cloud Module 

In the next phase we shall provide more detail description of the way Bundle providers could 
easily upload, register and publish their Security Bundles. 
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6. Conclusions 
The FORTIKA system is a solution that, despite is intended friendliness and effectiveness for 
the end-user, still remains a complex system to design and implement. To mitigate any prob-
lems, it was decided from the beginning that all modules should adhere to appropriate in-
ternational standards to ensure interoperability. 

The results of the design and first functional implementation of those modules in terms of 
the selection of the appropriate international standards for interoperability were presented 
in this report, together with some open and extensibility issues. 

Since this is the first version of the report, those issues and any other related details will be 
presented in the second version of this report.  
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Appendix – Glossary 
 

This glossary has been taken from: 
https://oprsrv.fokus.fraunhofer.de/projects/fortika/wiki/fortika-technical-
glossary?title=FORTIKA%27s%20technical%20glossary 

 

FORTIKA Marketplace – is a service provided by FORTIKA cloud service provider from which 
clients can purchase FORTIKA Marketplace services (in form of installable packages named 
Security Bundles). A service hosted in the FORTIKA private cloud. It enables SMEs to access, 
purchase and deploy the security solution to their FORTIKA GWs. 

FORTIKA Gateway, FORTIKA GW or F-GW – physical device with running services (i.e., 
FORTIKA middleware) that allow the deployment of FORTIKA Marketplace services 
(bundles). A physical unit that the SMEs install in their premises and is used for deploying 
the security solutions that are provided from the FORTIKA Marketplace. It provides 
conventional GW functions (e.g., routing) and in addition acceleration functionalities to the 
deployed security solutions. 

FORTIKA Middleware -  A component that runs on the FORTIKA Gateway and enables for 
the deployment/management of the security bundles from the Marketplace to the GW; 
services running on FORTIKA Gateway supporting deployment, monitoring and other 
management functionalities of the FORTIKA Bundles. 

FORTIKA Platform – the platform consists of the FORTIKA Cloud hosting FORTIKA 
Marketplace, the FORTIKA Gateway, and the FORTIKA security services that are offered as 
bundles from the Marketplace and run (upon bundle installation) within the FORTIKA 
Gateway and/or the FORTIKA Cloud (if the service requires Cloud facilities). 

FORTIKA Platform Provider – organisation providing FORTIKA Platform. 

FORTIKA Security Bundle or Security Bundle – FORTIKA Bundle consists of the service 
running in the FORTIKA Cloud Runtime and on FORTIKA Gateway. The packaged 
configuration and binary files of a security application. Upon installed and launched it offers 
the implemented security service(s). 

FORTIKA Cloud Runtime - Runtime provided by IaaS used by FORTIKA Cloud Orchestrator, 
run-time for Security Bundles. 

FORTIKA Cloud – It is a set of services comprising FORTIKA Cloud Orchestrator, FORTIKA 
Marketplace and FORTIKA Cloud Runtime. 

FORTIKA Cloud orchestrator – component responsible for deployment of FORTIKA Bundles 
and its cloud-counterparts on the target IaaS, specifically xOpera orchestrator; services 
taking care of deploying FORTIKA Bundles (cloud counterparts). 

Homomorphic Encryption – A type of encryption that allows computation on ciphertexts, 
generating an encrypted result which, when decrypted, matches the result of the operations 
as if they had been performed on the plaintext. 

Processing system (PS) - This is the ARM subsystem of the GW. Its purpose is to facilitate the 
deployment and operation of the accelerated security tasks to the FPGA. 

Programmable Logic (PL) - This is the FPGA subsystem of the GW. Its purpose is to run the 
accelerated security tasks. 

Virtual Security Appliance – Any computer appliance running inside virtual environment(s). 
It always includes a security applications and runs on a virtualized hardware. 
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