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Executive Summary  
The deliverable D.4.5 is the main output of the T4.5 Risk analysis, modelling and level assess-
ment for HW/SW FORTIKA components. The deliverable D4.5 describes in a report the Risk 
Analysis performed over the FORTIKA ecosystem, presenting a methodology for modelling and 
assessing, based on ISO 31000 but also considering ISO 27005 approach and MAGERIT meth-
odology. 

Core components that identify FORTIKA SOLUTION have been described in several FORTIKA 
deliverables and have been mentioned as the main inputs to determine the assets of the FOR-
TIKA ecosystem.  FORTIKA assets have been evaluated according to their importance for the 
whole FORTIKA ecosystem and are referenced as the described IPR components that will take 
part in the FORTIKA solution. 

The deliverable also details how this approach for detecting and evaluating risks can be ap-
plied in the IT systems, offered in the FORTIKA marketplace as a Risk detection module (RDM), 
using a combined solution with agents and a weight of the alerts detected with the importance 
given to an asset, understood in this case and determined as system under study running an 
agent. 

The goal of the deliverable is to provide the necessary methodology and tools to pole a risk 
assessment methodology in another environment and to provide a software solution to model 
and detect risks in a real-time environment. 
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1 Introduction 
Deliverable D4.5 Report on FORTIKA Ecosystem Risk analysis, modelling and level, is mainly 
related to the output of the task T4.5 Risk analysis, modelling and level assessment for HW/SW 
FORTIKA components – Mitigation Strategies to be delivered on M24 (May 2019).  

1.1 Purpose and scope of the document 

D4.5 aims at designing a risk analysis and management service upon which risk of HW/SW 
FORTIKA components will be monitored, providing mechanisms of analysis, detection and risk-
level assessment of HW/SW components, supporting the decision-making and providing the 
response to risk situations. Therefore, the aim of this deliverable is to obtain the definition of 
risk management in real-time and autonomous risk detection, as well as a proactive and dy-
namic risk assessment management approach. The proposed solution is a Risk Detection Mod-
ule that will be deployed as a bundle in the FORTIKA GW. 

1.2 Structure of the document 

The document is split in two main sections. The first one describes the Risk Analysis method-
ology chosen to carry out the Risk Analysis of the FORTIKA Components. In this section the 
risk values and risk assessment processes will be described.  

Then, in the second section, the Risk Detection Module will be described, detailing its archi-
tecture and interfaces, its main functionalities and the threats that it will be able to detect and 
notify. 

1.3 References to other FORTIKA deliverables 

The following FORTIKA documents are related to D4.5: 

• D1.5 IPR Management Plan & Report.v1 

• D3.1 SMEs Cyber Security threats digest and analysis 

• D3.2 Use Cases definition and requirements document v1 

• D3.4 FORTIKA Architecture v1 

• D3.3 FORTIKA requirements and guidelines v1 

• D3.5 Use Cases definition and requirements document v2 

• D5.1 FORTIKA accelerator platform implementation report v1 

• D5.2 Real-time Network Traffic Analysis Module v1 

• D5.3 FORTIKA BYOD/BYOT Access Control & ABAC Service v1 

• D5.4 Social Engineering Attack Recognition Service v1 

• D5.6 FORTIKA continuous monitoring-based compliance mechanism v1 

• D5.5 Design and implementation of customised SIEM Service v1 

• D5.8 FORTIKA Virtual Security Appliance v1 

• D5.7 Homomorphic encryption embedded engine v1 

2 Risk Analysis methodology description 
The ISO 31000 - Risk Management Guidelines [1], provides principles, framework and a pro-
cess for managing risk. It helps organizations develop a risk-management strategy to effec-
tively identify and mitigate risks, thereby enhancing the likelihood of achieving their objectives 
and increasing the protection of their assets. Its overarching goal is to develop a risk-manage-
ment culture where employees and stakeholders are aware of the importance of monitoring 
and managing risk. Nevertheless, ISO 31000 does not provide specific methodologies for the 
risk treatment and does not apply to Information systems but describe a generic approach on 
managing risks in a PDCA (Plan – Do – Check - Act) process.  
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Figure 1: ISO 31000 Standard for Risk management 

 

ISO 27005 [3]  and MAGERIT  [4], among others [2], provide specific methodologies to perform 
a risk assessment on information systems, and this is why the ISO 27005 can be very useful 
for the application of the ISO 31000. ISO 27005 [3] treats the risk management in terms of 
information security and provides recommendations and methodologies for the risk evalua-
tion. 

The risk analysis methodology proposed for FORTIKA is based on an excel document, not a 
specific tool, that will include the steps defined by ISO/IEC 27005 risk management process. 

For this purpose, the following table templates should be filled in for the risk values and the 
risk assessment processes. 

The major goal of this method is that it can be performed several times in different IT systems 
and applied using the tables and excel files to execute and conduct a risk assessment process. 

2.1 Risk Analysis 

This section describes the risk analysis process that establishes what the organisation has at 
its disposal and calculates a risk value.  

Risk analysis is a methodical approach to estimate the risk, following specific steps: 

1. Determine the relevant assets for the organisation and their weight in terms of the 
damage or cost that their degradation would cause. 

2. Determine the threats to which those assets are exposed, weighted by the rate of 
occurrence (or the expectation of occurrence) of the threat. 

3. Estimate the consequence or impact, defined as the damage to the asset arising from 
the appearance of the threat. 

4. Determine what countermeasures or safeguards are available and how effective they 
are against the risk. 

5. Estimate the risk value based on the previous estimations. 

 

The following table includes the different concepts that compose the risk analysis process and 
is the template that needs to be filled in with the FORTIKA environment. 
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Asset  Threat Vulnerability  

Risk  

value ID Name  
Value 

(1-3) 

Threat 

type 

Occur-
rence 

probability 
(1-3) 

Description: 

Occurrence 
key factor 

Vulner-

ability 
(Conse- 

quence) 

Original 

exposure 
(1-5) 

Countermeas-

ure (proposi-
tions) 

Exposure 
after miti-
gation (1-
5) 

Table 1: Risk assessment process template 

 

In the following subsections each of the terms of this table are further described. 

2.1.1 Asset 

The following items will describe an asset: 

• Function / Process: Function or process from which the assets depends on 

• Name: The name of the asset 

• Value: asset value in terms of its importance from 1 to 3 as follows 

Value Explanation 

3 High: Strong impact on the service. Very limited access to the service. 

2 
Medium: Medium impact on the service. Service can be performed 
without the asset only under certain conditions. 

1 
Low: Weak association with the service. The service can be provided 
with minor disruption. 

Table 2: Asset value description 

2.1.2 Threat 

Defined on ISO27005 [3], threats are all events or actions that may cause harm to a system or 
assets of a system. A threat is realized if a vulnerability or weakness of a system is exploited. 

The following items will describe a threat: 

• Occurrence probability: probability that the event will occur in a given period of time. 
The scale is from 1 to 3 as follows: 

Likelihood Explanation 

3 
High: The probability of the occurrence of the threat is significantly greater 
than the probability of the event to not occur and that probability increases 
with time. 

2 
Medium: The probability of the occurrence of the threat is not distinguish-
able from the probability of the event to not occur. 

1 
Low: The probability of the not occurrence of the threat is significantly 
greater than the probability of the event to occur. 

Table 3: Occurrence probability of a threat 

 

• Description: Occurrence key factor of the threat 



Deliverable D4.5 Dissemination Level (PU) 740690–FORTIKA 

 

May 2019 11                    NEXTEL 

 

2.1.3 Vulnerability 

The following items will describe a vulnerability, in terms of the consequence of the exploita-
tion of a threat: 

• Original exposure: exposure is estimated in terms of the weakness against the threat. 
The scale is from 1 to 5 as follows: 

Severity Explanation 

5 
Extremely vulnerable: The potential threat could be expected to have a cat-
astrophic adverse effect on assets. 

4 
Highly vulnerable: The potential threat could be expected to have a severe 
adverse effect on assets. 

3 
Medium: The potential threat could be expected to have a serious adverse 
effect on assets. 

2 
Low: The potential threat could be expected to have a limited adverse effect 
on assets. 

1 
Very Low: The potential threat could be expected to have almost null effect 
on assets. 

Table 4: Vulnerability exposure 

 

• Countermeasure: mitigation mechanisms identified in FORTIKA. 

• Exposure after mitigation: this exposure follows the same measurement method than 
original exposure but assessed after the mitigation strategies are applied.  

2.1.4 Risk value 

The following formula describes how the risk value is calculated: 

• Risk Value: f (Asset*Threat occurrence probability * Vulnerability exposure after mit-
igation) 

2.2 Risk Treatment 

Given the risk to which the system is exposed, the management may decide to apply some 
particular risk treatment activities aimed at changing the risk situation and to protect the sys-
tem. The following table describes the risk associated to a given asset and the process for risk 
treatment: 

Asset  
Risk Value Risk level 

Countermeasure 
(proposition)  

Residual risk 
ID Name  Value (1-3) 

Table 5: Risk treatment assessment description 

 

In the following subsections each of the terms of this table are further described. 

2.2.1 Asset 

The asset values are already calculated in section 2.1.1. 

2.2.2 Risk value 

The Risk value is already calculated in section 2.1.4. 
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2.2.3 Risk level 

The risk level associated to the risk value is based on the following criteria: 

Value Risk value range 

Extreme 34 - 45 

High 23 - 33 

Medium 12 - 22 

Low 1 - 11 
Table 6: Risk level assessment description 

2.2.4 Risk treatment strategy 

Risk treatment gathers a set of activities aimed at changing the risk situation calculated be-
fore, so that an accepted residual risk is obtained as result.  

2.2.5 Residual Risk 

As nothing is perfect, it is said that risk is reduced to a residual level that is accepted by the 
Management. Residual Risk is the remaining risk level after the application of the defined mit-
igation strategies. It is calculated as the inherent risk value minus the impact of the applied 
risk controls of the risk treatment strategy. The risk level value follows the criteria explained 
in section 2.2.3. 

2.3 Risk assessment results 

The risk analysis and treatment process explained before has been completed in an excel 
sheet (see ANNEX A - FORTIKA Risk Assessment), as follows: 

The first tables give an overview of the elements to consider: Assets, threats, consequences 
and countermeasures that will appear in the Risk Analysis are comprehensibly listed here. 

Therefore, the FORTIKA components need to be defined as assets. Assets are associated to a 
number of values according to Table 2: Asset value. 

Once the assets and their importance are defined, the threats are listed. To avoid repetition, 
a group of assets that is concerned by the same threat(s) might be associated with the corre-
sponding group of threats (instead of listing all the groups of threats for each asset separately). 
The threats that are listed have some adversarial impact on the associated asset. The associ-
ated value for the threat is according to Table 4: Occurrence probability of the threat. This 
value is closely related to the attack that would cause such a threat. The column ‘occurrence 
probability’ will therefore be highly dependent on the attack catalogue derived on the basis 
of the given threats. 

Consequences depend on the threat and the asset which is threatened, but again, there are 
groups of assets and threats that bear the same consequences (e.g. loss of confidentiality). 

The exposure to the consequence and the countermeasures, depends on the concrete attacks 
that are being considered for the product. Therefore, the contents of the lines ‘Original expo-
sure’, ‘Countermeasures’ and ‘Exposure after mitigation’ will be filled accordingly. 

The risk value is then calculated according to section 2.1.4. 

Finally, in the Risk Treatment the risk value and level associated to each asset is summarized 
and, if necessary, the corresponding risk treatment strategy is envisaged to reduce this risk to 
an acceptable level.  
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3 FORTIKA Threat identification 
This section aims at identifying and describing common threats that will affect the FORTIKA 
assets and that will serve as input for the threat definition of the risk analysis process (ex-
plained in section 2.1.2). 
 
Considering that some part of the FORTIKA assets are considered as security bundles and are 
provided as containers, one approach for the threat identification could be to research on 
threats, attacks and vulnerabilities affecting containers.  
 
On the other hand, these bundles are provided in the Market Place as a software repository. 
Therefore, this could be another category to search for, that is threats and attacks related to 
software and code repositories. 
 
Hereafter, threats on Software Repositories and on Containers will be identified and de-
scribed. 

3.1 Threats in Software Repositories 

While open code and SW Repositories and Package Managers, such as GitHub, Sourceforge, 
Dropbox or Debian apt, increase efficiency in R&D, they also raise potential issues of security 
vulnerabilities that users should be aware of.  

Attackers monitor repositories to see who contributes code and which have been identified 
as problematic. These threats can involve infrastructure attacks, social engineering, credential 
theft, and an entire shut down of systems or applications when codes are altered [5][6]. 

3.1.1 Credential Theft 

Any identified credentials or service/platform keys can be used to attempt to access the re-
lated service or tested against other platforms within the organization to test for password 
reuse. Code and supporting files checked into a repository sometimes inadvertently contain 
login credentials for other services, such as Amazon Web Services. When hackers gain access 
to the code, they can gain access to related services, giving them the opportunity to steal more 
data and disrupt operations.  

3.1.2 Infrastructure Attacks/Exploits 

The identification and collation of technical indicators such as hostnames, IP addresses and 
service configurations allow an adversary to build up a picture of the target’s organization 
infrastructure which can be used to determine the high-value targets. 

3.1.3 Social Engineering 

Any knowledge acquired, such as instances of shared screenshots, can provide potential in-
sight into the applications installed and configuration which could assist a social engineer at-
tacks, taking the form of a convincing phishing email, the creation of a fake website that mim-
ics a legitimately used platform, etc. 

3.1.4 Download button masquerade 

There has been a spread of third-party ads that masquerade as download buttons, tricking 
users into downloading malicious software. For instance, Sourceforge [18] has tools that ena-
ble users to report misleading ads, but the problem has persisted, and misleading "download" 
ads will likely continue to be a problem as long as third-party ads are used as a form of revenue 
in an ad-supported business strategy. 
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3.1.5 Bundled third party adware 

Sometimes, bundled installers come with third party software, often called adware or mal-
ware. For instance, Sourceforge has announced that will only support bundle installers with 
projects whose originators explicitly opt in for such add-ons.  

3.1.6 Attacks against package managers 

Hereafter a series of attacks against package managers, such as Debian APT, are presented: 

• Arbitrary package: an attacker can provide a malicious package in place of the pack-
age requested by the user. 

• Replay Attack: an attacker can replay older versions of correctly signed repository 
metadata causing a client to install a version of a package with a known vulnerability. 

• Freeze Attack: an attacker can freeze the repository metadata a client sees at a par-
ticular moment in time preventing a client system from updating to a newer version 
of a package. 

• Extraneous Dependencies: an attacker rewrites the package metadata to insert de-
pendencies on additional packages that have known vulnerabilities. 

• Endless Data: an attacker provides an endless stream of repository metadata or pack-
age data causing the client to fill its disk or memory and crash. 

3.2 Threats in Containers 

While containers are driving evolution in the management of network applications. Contain-
ers represent a powerful abstraction for a unit of software.  
 
Containers come bundled with some neat security safeguards by default: 

• Containers are minimal: One or just a few running processes, only the strictly required 
software. Less software means smaller probability of being affected by a vulnerability. 

• Containers are task-specific: There is a pre-definition of what exactly should be run-
ning in your containers, path of the data directories, required open ports, daemon 
configurations, mount points, etc. Any security-related anomaly is easier to detect 
than in other multi-purpose systems. This design principle goes hand in hand with the 
microservices approach, greatly reducing the attack surface. 

• Containers are isolated: Both from the hosting system and from other containers, 
thanks to the resource isolation features of the Linux kernel such as cgroups (control 
groups) [17] and namespaces. There is a notable pitfall here, the kernel itself is shared 
between the host and the containers, we will address that later on. 

• Containers are reproducible: Due to their declarative build systems any admin can 
easily inspect how the container is built and fully understand every step. It’s very un-
likely that you end up with a legacy, patched-up system nobody really wants to con-
figure from scratch again, does this ring a bell? 
 

Thus, the container abstraction provides some security safeguards, such as isolation, facilita-
tion and control, but also some opaqueness that contributes to the fact that containers are 
still vulnerable in terms of security. With more and more services being migrated to micro-
services and containers, monolithic large applications will become hundreds of small contain-
ers. The more containers that are running, the more network interfaces that will be intro-
duced, and the more network attack surfaces which are exposed to become port scanning 
targets. Therefore, container security is an unavoidable subject to address when we plan to 
change how we architect our infrastructure, not only security concerns at container level but 
also at cluster level. 
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Vulnerabilities can appear in all the core components of container technologies, such as im-
ages, registries, orchestrators, containers, and host OS. Here after some common threats that 
are identified in container environments are presented [7] [8]. 

3.2.1 Security vulnerabilities present in the static image 

Containers are isolated black boxes, if they are doing their work as expected it is easy to forget 
which software and version is specifically running inside. Picturing the containers as immuta-
ble atomic units is nice for architecture design, but not from the security perspective. Images 
are static archive files that include all the components used to run a given app, components 
within an image may be missing critical security updates or are otherwise outdated. This kind 
of problem can go unnoticed for a long time. With containers the updates must be made up-
stream in the images themselves, which are then redeployed. Thus, a common risk in contain-
erized environments is deployed containers having vulnerabilities because the version of the 
image used to generate the containers has vulnerabilities. 

3.2.2 Container image configuration defects 

Images may have incorrect configuration, such as image running with excessive privileges or 
inclusion of unnecessary daemons. So, a poorly configured image increases risk even if all the 
included components are up to date. As another example, an image may include an SSH dae-
mon, which exposes the container to unnecessary network risk. 

3.2.3 Container image authenticity9 

There are plenty of container images and repositories on the Internet providing all kinds of 
useful functionality but pulling images without using any trust and authenticity mechanism, 
also implies running arbitrary software on your systems. Thus, an image could contain mali-
cious files capable of introducing malware, leaking data or including components with vulner-
abilities. Even if only consuming own custom images, it is important to make sure nobody 
inside the organization is able to tamper with an image. Some aspects should be considered: 
Where did the image come from? Is the image creator trusted? Which security policies are 
they using? Is there any objective cryptographic proof that the author is that person? How to 
know that nobody has tampered with the image after pulling it? 

3.2.4 Embedded credentials and secrets 

Usually software needs sensitive information to run, such as user password hashes, server-
side certificates, encryption keys, clear-text passwords, connection strings or other sensitive 
information. This situation is made worse by the container nature, as the server it is not the 
only system to be set up, the microservices are plenty and may be constantly created and 
destroyed. An automatic and secure process to share this sensitive info is needed. 

3.2.5 Compromise of container registry 

Application images are typically stored in registries for easy retrieval, organization, and stor-
age. As registries are typically trusted as a source of valid, approved software, compromise of 
a registry can potentially lead to compromise of downstream containers and hosts. If the reg-
istry itself is not properly secured, non-secure images can also find their way into the registry. 

3.2.6 Insecure connection to registry 

If connections to registries are performed over non-secure channels, the contents of images 
are subject to the same confidentiality risks as any other data transmitted in the clear. There 
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is also an increased risk of man-in-the-middle attacks that could intercept network traffic in-
tended for registries and steal sensitive information within that traffic, provide malicious im-
ages, etc. 

3.2.7 Container cluster threats 

Usually running a single instance of a container is not enough and a container cluster is 
needed. A major concern in managing clusters is the possibility of privilege escalation and 
lateral movements inside the cluster. Even if specific permissions were not given to any con-
tainer, attackers with access to a vulnerable container can still gain valuable information about 
the cluster.  

3.2.8 Container orchestrator threats 

Weak orchestrator configurations can expose the orchestrator and all other container tech-
nology components to increased risk. 

If the access provided to users and groups by the orchestrator is not scoped to their specific 
needs, a malicious or careless user could affect or subvert the operation of other containers 
managed by the orchestrator. Additionally, orchestrators often include their own authentica-
tion directory service, which may be separate from the directories already in use within an 
organization and are less rigorously managed. This can lead to weaker account management 
practices and ‘orphaned’ accounts. As many of these accounts are highly privileged within the 
orchestrator, compromise of them can lead to systemwide compromise. 

3.2.9 Container runtime security threats 

What if the image has been compromised during runtime and starts to show suspicious activ-
ity? What if the application has a vulnerability? Or attackers are using a 0-day not detected by 
the scanning? 
While relatively uncommon, vulnerabilities within the runtime software are particularly dan-
gerous if they allow ‘container escape’ scenarios in which malicious software can attack re-
sources in other containers and the host OS itself. An attacker may also be able to exploit 
vulnerabilities to compromise the runtime software itself, and then alter that software so it 
allows the attacker to access other containers, monitor container-to-container communica-
tions, etc. 
Another example of a non-secure runtime configuration is allowing containers to mount sen-
sitive directories on the host (e.g., /boot or /etc for Linux containers, C:\Windows for Windows 
containers). If a compromised container is allowed to make changes to these paths, it could 
be used to elevate privileges and attack the host itself as well as other containers running on 
the host. 

3.2.10 Rogue containers 

Rogue containers are unplanned or unsanctioned containers in an environment. This can be a 
common occurrence, especially in development environments, where app developers may 
launch containers as a means of testing their code. If these containers are not put through the 
rigors of vulnerability scanning and proper configuration, they may be more susceptible to 
exploits. Rogue containers therefore pose additional risk to the organization, especially when 
they persist in the environment without the awareness of development teams and security 
administrators. 

3.2.11 Container host and kernel security 

If any attacker compromises your host system, the container isolation and security safeguards 
won’t make much of a difference. Besides, containers run on top of the host kernel by design. 
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This is really efficient for multiple reasons, but from the security point of view, it can be seen 
as a risk that needs to be mitigated. 

3.2.12 Container resource abuse 

There are much more containers than virtual machines on average, they are lightweight and 
big clusters of them can be spawn on modest hardware. This is definitely an advantage, but it 
implies that a lot of software entities are competing for the host resources. Software bugs, 
design miscalculations or a deliberate malware attack can easily cause a Denial of Service if 
resource limits are not properly configured. 
Thus, there are several different resources to safeguard, such as CPU, main memory, storage 
capacity, network bandwidth, I/O bandwidth, swapping, etc. Additionally, there are some ker-
nel resources that are not so evident, even more obscure resources, that also need to be pro-
tected, such as user IDs (UIDs). 

3.2.13 Container breakout 

The container breakout term is used to denote that the container has bypassed isolation 
checks, accessing sensitive information from the host or gaining additional privileges. A con-
tainer with high privileges can access the host’s resources. Thus, a compromised privileged 
container may lead to a compromised host. To prevent this, it is necessary to reduce the de-
fault container privileges. 
Once the attackers gain access to a container with certain privileges, the applications, con-
tainers and internal networks become wide open to be exploited from internal sources. The 
risk is extremely high if port scanning is initialized from an internal hijacked or trusted node. 
Most companies have not implemented east-west security protections which monitor and se-
cure internal traffic. But with containers, the volume and potential threats from east-west 
traffic increase tremendously. 

3.2.14 Container host file tampering 

Insecure container configurations can expose host volumes to file tampering. If a container is 
allowed to mount sensitive directories of the host, the container can change files in these 
directories. This could impact on the security of the host and other running containers. 

4 FORTIKA Countermeasure identification 
Along with the threats identified in the previous section, some countermeasures and mitiga-
tion techniques for those security issues have been identified. This section aims at identifying 
these mechanisms that will serve as input for the countermeasures’ definition in the risk anal-
ysis process, see section 2.1.3. 

4.1 Countermeasures in Software Repositories 

Identifying the threats is half the battle, the other half is identifying the mitigation mecha-
nisms on how to protect from these threats. 

There are several actions that can be taken to protect systems from threats involving code 
and software repositories and package managers, as described in [5][6]. 

4.1.1 Clean up login credentials  

the repository configuration should also be checked to ensure that access isn't any broader 
than needed. Developers should be careful with their repository login credentials, limiting ac-
cess only to those developers who need to be involved in a project and revoking credentials 
to those developers that leave a project. 
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4.1.2 Security awareness training 

Ensure that contributors are briefed on what is, and is not, appropriate to share on the repos-
itory. For instance, to be careful about including login credentials and other highly sensitive 
information in the code, to safeguard that company-wide confidential and personal data is 
removed or redacted before publication and to be mindful when sharing screenshots or post-
ing comments.  

4.1.3 Audits 

An audit or review of existing code repository permissions should be performed to ensure that 
repositories for internal-only use are configured with appropriate permissions versus those 
suitable for public consumption.  

4.1.4 Penetration testing 

Perform an intelligence-led penetration test, in order to gather exposed data during the re-
connaissance phase that could be later leveraged in a cyber-attack. Based on the reports gen-
erated, a greater understanding of potential attacks and threats can be gained to better pre-
pare and mitigate against them. 

4.1.5 Monitor repository activity 

Monitor the repository for suspicious activity, such as a sudden spike in source code check-
ins, enabling someone to check out an unusually large amount of source code, logins from 
unusual locations, logins or requests from users outside the organization, etc. 

4.1.6 Monitor repository logs 

Continuously monitor repository logs data related to your repositories. For instance, tools are 
available for analysing activity reported in GitHub logs, so that you can define a baseline of 
normal activity that will make it easier for you to spot anomalies in the future. 

4.1.7 Mitigation techniques in package managers 

The easiest way to prevent the attacks identified in section 3.1.6 is to serve the APT repository 
over TLS. This will prevent an attacker from being able to perform a Man-in-The-Middle attack. 

Additionally, GPG (GNU Privacy Guard) [16] signing repository metadata ensures that the re-
pository metadata has not been modified after it has been generated. 

4.2 Countermeasures in Containers 

Identifying the threats is half the battle, the other half is identifying the mitigation mecha-
nisms on how to protect from these threats. 

There are several actions that can be taken to protect itself from threats involving code and 
software repositories and package managers, as shown here after [5][6]. 

4.2.1 Trusted images and registries 

A set of trusted images and registries should be maintained. Ensuring that only images from 
this set are allowed to run in their environment. For this purpose, only images from trusted 
sources should be used chosen by means of Internet common sense, that is, not running un-
verified software or from sources not explicitly trusted. 

Additionally, registries should be periodically pruned of unsafe, vulnerable images that should 
be no longer used. This process could be automated, based on time triggers and labels asso-
ciated to images. For example, using a “latest” tag. 
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Access to registries that contain proprietary images should require authentication and con-
nections should be made over encrypted channels. 

All write access to registries should be audited and any read action should be logged. 

4.2.2 Image regularly inspection 

Image content needs to regularly be inspected as follows: 

• Update and rebuild the images periodically to grab the newest security patches. 

• Keep it simple, as minimal systems expect less frequent updates.  

• Try to split the containers if they get too complex. 

• Use a vulnerability scanner. 

4.2.3 Container configuration best practices 

Implement container configuration best practices as follows: 

• Use minimalistic technologies like Alpine Linux and Windows Nano Server to reduce 

attack surface. 

• Images should be configured to run as non-privileged users. 

• Create an isolated user namespace to limit the maximum privileges of the containers 
over the host to the equivalent of a regular user. Avoid running containers as uid 0, if 
possible. 

• If you need to run a privileged container, double check that it comes from a trusted 
source. 

• SSH and other remote administration tools should not be enabled within containers. 

Instead, all remote management of containers should be done through container 

runtime APIs. 

• Secrets should be stored outside of images and provided dynamically at runtime as 

needed. And secrets should only be provided to the specific containers that require 

them. 

• Do not use environment variables for secrets, this is a very common yet very unse-

cure practice. 

• Use the resource limitation features disabled by default on most containerization sys-
tems, configuring them before deploying to production. 

4.2.4 Fine-grained access control 

Separate environments should be established for development, test, production and other 
scenarios, with specific controls to provide role-based access control for container deploy-
ment and management activities. This way, container creation should be associated with in-
dividual user identities to provide audit trail of activity. 

Additionally, a fined-grained access control should provide drop capabilities that are not re-
quired by the software, that is, drop anything the containerized application doesn’t need. 

4.2.5 Container monitoring and alerting 

Container runtime security must be carefully monitored. Having generous logs and events 
from your services and hosts, correctly stored and easily searchable and correlated with any 
change will help a lot when a forensic analysis needs to be done. 

It is possible to avoid resource abuse problems, malicious or not, by setting thresholds and be 
warned before being too late. 

Images should also be continuously monitored for embedded malware. 
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4.2.6 Container technology-specific vulnerability management 

Container technology-specific vulnerability management tools and processes should be used, 
that take the pipe-line build approach and immutable of containers and images into their de-
sign to provide more actionable and reliable results. 

Organizations should use tools to look for Common Vulnerabilities and Exposures (CVEs) in 
the runtime, to upgrade any instance of risk. And automate compliance with container 
runtime configuration standards, such as the Centre for Internet Security Docker Benchmark, 
that provides recommended settings. 

4.2.7 Orchestrator countermeasures 

Orchestrators, as with any system, should adhere to a least privilege access model and sepa-
ration of duties. Team roles and functions should be identified and assign privileges accord-
ingly, so that users are only granted the ability to perform specific actions on the specific hosts, 
containers and images their job requires. Applications with multiple sensitivity levels might be 
running, so ensure to also take sensitivity levels into account when assigning privileges. 

Organizations should also use strong authentication methods, such as multi-factor authenti-
cation and single sign-on where applicable.  If data is encrypted on the host, be sure that con-
tainers have adequate credentials for access, but do not avoid the issue by decrypting data 
permanently.   

Orchestrators should be configured to separate network traffic into discrete virtual networks 
by sensitivity level. For instance, public-facing apps can share a virtual network and internal 
apps another. Communication between the two should occur through small number of well-
defined interfaces. And inter-container network traffic should be encrypted. 

4.2.8 Mandatory Access Control 

Mandatory Access Control (MAC) technologies like SELinux, AppArmor and Seccomp provide 
enhanced control and isolation for containers running Linux Oss, to prevent undesired opera-
tions -both on the host and on the containers- at the kernel level.  

MAC technologies can be used to provide additional segmentation so that containers should 
only be able to access specific file paths, processes, and network sockets, further constraining 
the ability of even a compromised container to impact the host or other containers. MAC 
technologies also provide protection at the host OS layer, ensuring that only specific files, 
paths, and processes are accessible to containerized apps. 

4.2.9 Container-specific host systems 

Container-specific host OS, like CoreOS, Red Hat Atomic, RancherOS, etc., are minimalist OS 
explicitly designed to only run containers, with all other services and functionality disabled 
and with read-only file systems and other hardening practices employed. When using a con-
tainer-specific host OS, attack surfaces are typically much smaller than they would be with a 
general-purpose host OS, so there are fewer opportunities to attack and compromise a con-
tainer-specific host OS. 

4.2.10 Host configuration best practices 

Keep the host system reasonably updated, subscribe to security newsfeeds for the operating 
system and any software installed on top, especially if it’s coming from 3rd party repositories, 
like the container orchestration. 
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4.2.11 Host file system protection 

Ensure that containers run with the minimal set of file system permissions required. Any file 
changes that containers need to persist to dick should be made within storage volumes spe-
cifically allocated for this purpose. 

Keep an eye on dangerous mountpoints from the host, such as /proc, /dev, etc. Usually, these 
special mounts are required to perform the container’s core functionality, make sure to limit 
the processes that can access this privileged information.  

Sometimes just exposing the file system with read-only privileges should be enough. 

5 Risk Detection Module 
The Risk Detection Module (RDM) [11] solution will provide risk analysis, modelling and level 
assessment for HW/SW FORTIKA components.  

The main modules offered by the RDM are presented in the section below.  

5.1 Architecture 

The RDM architecture is depicted in the following figure: 
 

 
Figure 2: RDM high level architecture 

 

The RDM is composed of two components: risk server and risk agent. The server will be pack-
aged in a docker image, available from FORTIKA Marketplace to be executed on the FORTIKA 
gateway. The server component will be packed using docker build with ARM architecture com-
patibility. The risk agent SW is available for different end points and operating systems. The 
agent component could also provide a feed channel to the server via syslog [9] or sysmon [10]. 
The FORTIKA RDM bundle is composed by Wazuh [12] open source software with a specific 
and unique implementation to provide a risk result associated to each alert. 

 

FORTIKA risk-bundle RDM [11] has adapted Wazuh open source and is the result of a great 
effort to compilate Wazuh binaries in an ARM architecture. After a test and error checking 
process, we have finally and successfully run it (under a docker environment) over an ARM 
architecture. 
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Risk Agents run on monitored hosts, Linux and Windows, that forward log data to a central 
server, the Risk Server, where Risk Agents are responsible of collecting different types of sys-
tem and application data that it forwards to the Risk Server through an encrypted and authen-
ticated channel. To establish this secure channel, a registration process involving unique pre-
shared keys is utilized. It is even possible to collect data coming from agentless devices (such 
as firewalls, switches, routers, access points, etc.) with log data via syslog and/or a periodic 
probe of their configuration changes. 

The main functionality of the RDM will be the continuous assessing of risks over the checking 
of the certain security controls to determine that they are running as expected. Each break on 
some of the security controls will be processed against a set of rules and finally generate an 
alert that indicates that the processes analysed have been compromised. After the generation 
of this alert the final value of the risk will be computed against the asset value. 

 
Below a more detailed description about Risk Agents and Risk Server can be found. 

5.1.1 Risk Agent 

As a security requirement for the Risk Detection service, Risk Agents are proposed to be de-
ployed in the SMEs network monitored by the FORTIKA GW. The Risk Agent runs on monitored 
systems and oversees collecting logs and event data, performing policy monitoring scans, de-
tecting malware and rootkits and triggering alerts when monitored files are modified, and to 
report this information to the Risk Server. 
 
There are several options to install the Risk Agent, depending on the operating system (and/or 
distribution). Every Risk Agent sends data to the Risk Server via a secure way by encrypting 
messages using a pre-shared key. Initially, when the Risk Agent is successfully installed, this 
cannot communicate with the Risk Server due to a lack of that pre-shared key. The registration 
process consists of a mechanism to create a trusted relationship between the Server and an 
Agent. This process could be done in a Server itself or with a registration service. This service 
runs on the Server, where an Agent could request a pre-shared key using some credentials. 
The Server will reply with the key and store the new Agent in a local database. Another ap-
proach is using the RESTful API, which simplifies the process.  

Internally, each agent performs different tasks, as represented in the following figure [12]: 

 
Figure 3: Risk Agent internal architecture 

 

The main components of the Risk Agents are described below: 

• Agent Daemon: This is the main subprocess that receives the data generated or col-
lected by all other agent sub-components. It compresses, encrypts and delivers the 
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data to the server through an authenticated channel. This process runs in an isolated 
“chroot” (change root) environment, meaning that it has limited access to the moni-
tored system. This improves the overall security of the agent because it is the only 
process that connects to the network. 

• Rootcheck: this component performs rootkit and malware detection on every system 
where the agent is installed. 

• Logcollector: This component collects and analyses system logs looking for any suspi-
cious activity. 

• Syscheck: It runs periodically to check for changes to any configured file (or registry 
entry on Windows). 

5.1.2 Risk Server 

The Risk Server is the system that analyses the data received from all registered agents trig-
gering alerts when an event matches a rule, for example: intrusion detected, file modified, 
configuration not compliant with policy, possible rootkit, etc. The manager also operates as 
an agent on the local machine, so it has all the features that an agent has. Also, the manager 
can forward the alerts it triggers through syslog, emails or integrated external APIs.  

 
Figure 4: Risk Service internal architecture 

 

Internally, the server performs different tasks, as represented in the Figure [12]: 

 

The main components of the Risk Server are described below: 

• Decoders and Rules: The Risk Server receives and analyses data from the Risk Agents 
using decoders and rules that have been created to trigger security alerts.  

• Analysis daemon: This is the process that performs data analysis. It utilizes decoders 
to identify the type of information being processed (e.g. Windows events, SSHD logs, 
web server logs, etc.) and then extract relevant data elements from the log messages 
(e.g. source IP, event id, user, etc.). Next, by using rules, it can identify specific pat-
terns in the decoded log records which could trigger alerts and possibly even call for 
automated countermeasures (active responses). 

• Agent keys: There is a registration service that uses a secure mechanism to register 
agents without any intervention from server side. 

• Control binaries: The Risk Server distributes configuration files to the agents, to mon-
itor their status and to send control messages to trigger automatic actions at the agent 
level. 
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• RESTful API: It provides an interface to manage and monitor the configuration of the 
server and agents.  

 

For the Risk Analysis purpose of the FORTIKA Components, the Risk Server is enhanced with 
the “alerts forwarder” module that will calculate and add a risk level to the alert information, 
as shown in the figure below: 

 
Figure 5: RDM modules 

 
The Risk Server is responsible for decoding and analysing the incoming information from the 
Risk Agents and generation the Risk Alerts that are included in an “alerts.json” file. Each line 
of the file will be an alert. 
Once a new alert is obtained (new line in the alerts.json file), this information is collected by 
the alert forwarder where: 

• It simplifies the properties of the alert into a more compact format 

• It computes a risk level (FPGA calculated) based on the level of the alert and the asset 
value (assigned previously to the host where the alert was detected) 

 

Then, the process for obtaining the risk value for a security alert is explained below.  

The risk server bundle approach will compute the risk by processing the alerts received from 
the risk agents and computed against rules configured on the server side. The risk value pro-
duced will be the result of the alert value with the value assigned to the asset where the alert 
has been detected, as follows: 

Risk = Asset value * Alert value score on this asset 

Table 7: Risk value estimation for an alert 

 

On the one hand, the asset value is assigned from 1-5 to each of the assets depending on its 
criticality, so that this value will be computed with the alert level to obtain the corresponding 
risk level.  

This is configured in the Alert Forwarder, by configuring the information of the asset value 
assigning values from 1-5 to each of the assets depending on its criticality, so that this value 
will be computed with the alert level to obtain the corresponding risk level. For example: 

{ 

  ... 

  "manager": { 

    "ip": "192.168.15.171" 

  }, 

  "risk": { 

    "assessment": { 

      "192.168.15.171": 4, 

      "192.168.15.101": 3, 

      "192.168.15.166": 3 

    }, 
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    "lowest": "low", 

    "grades": [ 

      { "name": "low", "from": 0, "to": 49 }, 

      { "name": "moderate", "from": 50, "to": 66 }, 

      { "name": "high", "from": 67, "to": 75 } 

    ] 

  } 

Table 8: Risk module configuration details for assets values 

 

On the other hand, the alert value is mapped to the result of the occurrence of the threat 
against the vulnerability resulted in the operational environment.  

The alert level is associated to an event detected on the system and can be modified according 
to the importance of the event based on the scope for the risk assessment. The value of the 
“level” associate to each alert is the result of a rule that will check a condition and the result 
will produce an output in the file “alert.json”, as shown in the following table. 

{ 

  "timestamp": "2018-11-05T13:30:06.561+0000", 

  "rule": { 

    "level": 12, 

    "description": "Fortika: Windows Defender has been disabled", 

    "id": "100004", 

    "firedtimes": 2, 

    "mail": true, 

    "groups": ["windows", "windows_defender", "risk"] 

  }, 

  "agent": { 

    "id": "003", 

    "name": "win03_lab", 

    "ip": "192.168.15.166" 

  }, 

  "manager": { 

    "name": "wazuh-manager" 

  }, 

  "id": "1541424606.578064", 

  "full_log": "2018 Nov 05 14:27:17 WinEvtLog: Microsoft-Windows-Windows Defender/Operational: INFOR-
MATION(5001): Microsoft-Windows-Windows Defender: SYSTEM: NT AUTHORITY: DESKTOP-DJ7F955: Win-
dows Defender Antivirus Real-time Protection scanning for malware and other potentially unwanted software 
was disabled.", 

  "predecoder": { 

    "program_name": "WinEvtLog", 

    "timestamp": "2018 Nov 05 14:27:17" 

  }, 

  "decoder": { 

    "parent": "windows", 

    "name": "windows" 

  }, 

  "data": { 

    "id": "5001" 

  }, 
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  "location": "WinEvtLog" 

} 

Table 9: Alert result in a json file 

 

The output of the RDM will be a risk value associated to an alert that will determine a risk 
situation depending the value, and the ponderation assigned to the asset, as shown below: 

{ 

  "timestamp": "2018-11-05T13:30:06.561+0000", 

  "rule": { 

    "description": "Fortika: Windows Defender has been disabled", 

    "id": "100004", 

    "groups": ["windows", "windows_defender", "risk"] 

  }, 

  "host": { 

    "ip": "192.168.15.166" 

  }, 

  "risk": "moderate" 

} 

Table 10: Risk result calculated with the assigned value for the assset 

 

Finally, the alert info and the computed risk level is forwarded to the FORTIKA Decision Sup-
port System DSS, where it will implement mitigation actions and enforce or apply security 
policies based on the risk information provided by the RDM.  
 

This is configured in Alert Forwarder by setting the URL for DSS API. For example: 

{ 

  ... 

  "dss": { 

    "url": "http://172.17.0.3:8082" 

  }, 

  ... 

} 

Table 11: Configuration for exchanging risk result to DSS 

5.2 Functionalities 

This section describes the different functionalities performed by the RDM, based on the dif-
ferent components presented before. 

5.2.1 Log data collection: 

Log data collection is the real-time process of making sense out of the records generated by 
servers and devices. The component responsible for this task is called logcollector. This com-
ponent can receive logs through text files or Windows event logs. It can also directly receive 
logs via remote syslog which is useful for firewalls and other such devices. 
The purpose of this process is the identification of application or system errors, mis-configu-
rations, intrusion attempts, policy violations or security issues. 
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5.2.2 File Integrity Monitoring: 

File integrity monitoring (FIM) process watches a set of selected files, triggering alerts when 
these files are modified. The component responsible for this task is called syscheck. This com-
ponent stores the cryptographic checksum and other attributes of a known good file or Win-
dows registry key and regularly compares it to the current file being used by the system, 
watching for changes. It can detect changes in a file’s content, ownership and other attributes, 
as well as note the creation and deletion of files. While it performs periodic FIM scans by de-
fault, it can also be configured to communicate with the operating system kernel to do real-
time detection of file changes and to produce a detailed change report (diffs) of text files. 

5.2.3 Anomaly and Malware detection: 

Anomaly detection refers to the action of finding patterns in the system that do not match the 
expected behaviour. Once malware (e.g., a rootkit) is installed on a system, it modifies the 
system to hide itself from the user. Although malware uses a variety of techniques to accom-
plish this, the RDM uses a broad-spectrum approach to finding anomalous patterns that indi-
cate possible intruders. The main component responsible for this task is rootcheck, however, 
Syscheck also plays an important role. 

 

RDM performs different checks to find the anomalies caused by an intruder or malware. File 
integrity monitoring, because Malware can replace files, directories and commands on the 
host system. Check running processes, as a malicious process can prevent itself from being 
seen in a system’s list of processes. Check hidden ports, as Malware can use hidden ports to 
communicate with the attacker. Check unusual files and permissions and hidden directories 
and files. Scan network interfaces with promiscuous mode enabled. Checks using its own da-
tabase of rootkit signatures. 

5.2.4 Monitoring Security Policies: 

Policy monitoring is the process of verifying that all systems conform to a set of predefined 
rules regarding configuration settings and approved application usage. For this purpose, RDM 
uses again the Rootcheck component. RDM monitors configuration files to ensure they are 
compliant with your security policies, standards or hardening guides. Risk Agents perform pe-
riodic scans to detect applications that are known to be vulnerable, unpatched, misconfigured. 

5.2.5 Command Monitoring: 

There are times when you may want to monitor things that are not in the logs. To address 
this, RDM monitors the output of specific commands and treat the output as though it were 
log file content. 

5.2.6 Active Response: 

Active response performs various countermeasures to address active threats, executing a 
script in response to the triggering of specific alerts based on the alert level or rule group. Any 
number of scripts can be initiated in response to a trigger, however, these responses should 
be considered carefully. Poor implementation of rules and responses may increase the vulner-
ability of the system. 

5.3 Threats 

From the list of treats identified in the FORTIKA project and that linked to the different Use 
Cases, the following table identifies the threats that can be covered by RDM: 

THREAT PILOT DETECTION OS RDM CONF TRIGGER 
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Installation of ma-
licious SW 

Pilot1 
Pilot3 

New service in-
stallation 

LINUX 
WIN-
DOWS default #apt-get install service 

Abuse of authori-
zation Pilot3 

SUDO command 
execution 

LINUX 
WIN-
DOWS default #sudo 

Unauthorised 
changes of records Pilot5 

Creation of a new 
file 
Modification of 
an existing file 

LINUX 
WIN-
DOWS 

alert_new_file = yes 
directories File creation or modification 

Potentially mali-
cious behaviours Pilot4 

Windows De-
fender Deactiva-
tion 

LINUX 
WIN-
DOWS 

localfile for command 
monitoring 
custom rules Win Defender deactivation 

Netstat anoma-
lous activity 

LINUX 
WIN-
DOWS default NA 

Interface in pro-
miscuous mode 

LINUX 
WIN-
DOWS default 

tcpdump (Linux) 
Wireshark (Windows) 

Malicious code / 
SW / activity 

Pilot2 
Pilot5 

Windows De-
fender Events 

LINUX 
WIN-
DOWS 

localfile for windows 
event logs 
custom decoders 
custom rules 

EICAR [13], Ransomware sim-
ulator... 

Viruses / worms / 
trojans / rootkits Pilot3 

Windows De-
fender Events 

LINUX 
WIN-
DOWS 

localfile for windows 
event logs 
custom decoders 
custom rules 

EICAR, Ransomware simula-
tor... 

Compromised 
computer accounts Pilot4 

Account creation 
in Windows 

LINUX 
WIN-
DOWS default Account creation in Windows 

Account creation 
in non-working 
hours Pilot4 

Account creation 
in Windows 

LINUX 
WIN-
DOWS default Account creation in Windows 

Table 12: FORTIKA Threats by Use Case 

 

Where Pilot legend is as follows on [14] and [15]: 

PILOT Description Pilot 

Pilot1 Protection from malicious threats of a mobile marketing SME Motivian 

Pilot2 
Intranet information protection upgrade and secure communication with vehi-
cles in an electrical vehicle manufacturer ALKE 

Pilot3 Customer tailoring information security services in a software firm Nemetschek 

Pilot4 Protection from malicious treats of a very small SME OBRELA 

Pilot5 Protection from malicious threats of an energy data analytics SME Wattics 

Table 13: FORTIKA Use Cases 

6 Conclusions 
The deliverable has presented a methodology for performing a Risk assessment on the FOR-
TIKA ecosystem using previously identified in another FORTIKA tasks core assets as HW and 
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SW components and performing a methodological approach for risk assessment over these 
assets.  

Additionally, it presents the core functionalities for the Risk Detection Service running a s com-
bination of agents and server component on the FORTIKA GW and describe the approach for 
a service that will be provided in the FORTIKA marketplace.  

The main goal of this bundle is their feature as a component that will be able to estimate the 
risks given as input the estimation on the importance of an assets and provide as an output a 
risk value calculated when an alert will be detected on this asset. 
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Annex A – FORTIKA Risk Assessment 
This section includes the results of the risk assessment process for FORTIKA project as described in 2 Risk Analysis methodology description. 

 

First FORTIKA Assets are identified in the following table: 

Asset ID Asset Name Asset Description Asset Owner Asset value (on a scale from 1 to 3) 

A1 HW acceleration device and middleware 

A HW device using FPGAs and ARM including a hard-
ware-enabled middleware security layer that acts as 
an add-on to dedicated new and/or existing network 
gateways. FINT 3 

A2 Cloud Orchestration Service 
The Orchestrator orchestrates cloud applications on 
the chosen IaaS provider. XLAB 3 

A3 Market Place of Security Services 
A software-defined smart ecosystem which offers vir-
tualized security services. TEIC 3 

A4 
Embedded Security Information and Event 
Management (SIEM) 

A customized SIEM solution able to deal with specifici-
ties of FORTIKA technologies and components. CERTH 2 

A5 Embedded Homomorphic Encryption (HE) 

Implementation of the add-on module is based 
around open source security libraries. There are cur-
rently no IP on this technology due to the nature of its 
implementation using open source software. TEC 2 

A6 Attribute Based Access Control (ABAC) 
A state-of-the-art Attribute-Based Access Control sys-
tem. UOM 2 

A7 
Social Engineering Attack Recognition System 
(SEARS) 

A state-of-the-art Social Attack Recognition and Re-
sponse System. UOM 2 

A8 
Real-time Network Traffic Analysis (RTNA) 
Module 

A Module for active protection based on correlation, 
reputation, Big Data, anomaly detection and sandbox-
ing. ENEO 2 
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A9 Risk Detection Module A module for performing a risk assessment. NEXTEL 2 

A10 Virtual Security Appliance (VSA) 
Combination of a firewall and an Intrusion Detection 
System (IDS). FOKUS 2 

Table 14: FORTIKA Assets 

 

Next, a set of threats affecting these assets has been identified, according to the research performed in section 3, in the following table: 

Threat ID Threat name Threat occurrence probability (on scale from 1 to 3) 

T1 Physical damage/theft/loss 2 

T2 Malware 3 

T3 Web Based Attacks 3 

T4 Ransomware 2 

T5 Insider Threat 3 

T6 Crypto-jacking 2 

T7 Erroneous use (FT19) 2 

T8 Malicious code (FT17) 1 

T9 Abuse of Authorization (FT23) 1 

T10 Denial of service (FT13) 2 

T11 Social engineering / phishing (FT14) 3 

T12 Infrastructure Attacks/Exploits 1 

T13 Download button masquerade 1 

T14 Bundled third party adware 3 

T15 Attacks against package managers 2 

T16 Container image deliberately deprecated 3 

T17 Container image false authenticity 2 

T18 Theft of embedded credentials and secrets 1 

T19 Rogue containers 1 

T20 Container breakout 1 
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T21 Container host file tampering 2 

Table 15: Threats affecting FORTIKA Assets 

 

The next step is to identify the consequences of exploiting these threats over the FORTIKA Assets: 

Vulnerability ID Vulnerability Name Vulnerability original exposure (on a scale form 1 to 5) 

V1 Disclosure of information 3 

V2 Alteration of information 4 

V3 Abuse of resources 5 

Table 16: Consequences of exploiting the threats 

 

And finally the countermeasures to be applied to mitigate these threats have been identified, according to the research performed in section 4, as follows: 

Countermeasure ID Countermeasure Name 

C1 Implement weak-password checks 

C2 

Limit or increasingly delay failed login attempts. Log all failures and 
alert administrators when credential stuffing, brute force, or other at-
tacks are detected. 

C3 Daily OS security updates 

C4 Firewall policies default to DROP  

C5 

Build of a minimal platform without any unnecessary features, compo-
nents, documentation, and samples. Remove or do not install unused 
features and frameworks. 

C6 Only obtain components from official sources over secure links. 

C7 
Enforcing strict type constraints during deserialization before object 
creation. 

C8 Use up-to-date and strong standard algorithms, and protocols. 

C9 
Encrypt all sensitive data in transit (leaving the GW) with secure proto-
cols such as TLS 
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C10 QA process in place 

C11 Regular penetration tests 

C12 Regular vulnerability scans of the reverse proxies 

C13 Continuous deployment of the reviewed software 

C14 CCAM - Cloud Compliance Assessment and Monitoring 

C15 Clean up login credentials 

C16 Security awareness training 

C17 Audits 

C18 Penetration testing 

C19 Monitor repository activity 

C20 Monitor repository logs 

C21 Mitigation techniques in package managers 

C22 Verification of trusted images and registries 

C23 Image regularly inspection 

C24 Container configuration best practices 

C25 Container Fine-grained access control 

C26 Container monitoring and alerting 

C27 Container technology-specific vulnerability management 

C28 Orchestrator countermeasures 

C29 Mandatory Access Control Technologies 

C30 Container-specific host systems 

C31 Host configuration best practices 

C32 Host file system protection 

Table 17: Countermeasures for mitigating the threats affecting Fortika Assets 

 

All this previous material is the feed for the assessing the FORTIKA Risk Analysis, that is summarized in the next table: 
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Table 18: FORTIKA Risk Values (I) 
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Table 19: FORTIKA Risk Values (II) 
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Table 20: FORTIKA Risk Values (III) 
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Finally, the last table shows the FORTIKA risk treatment, where the risk treatment strategy is applied over the risk values so that it is mitigated to the final 
residual risk. 

Asset  
Risk Value 

Risk as-
sessment 

Risk treatment strategy 
Resid-
ual risk ID Name  Value (1-3) 

A1 HW accelaration device and middleware 3 

6 Low 

Security policy, administering 
and management procedures, 
change management control, 

backup and restauration 
plans, auditing, incident man-
agement, service continuity 
management and personnel 

training 

Low 

18 Low Low 

18 Low Low 

12 Low Low 

18 Low Low 

12 Low Low 

12 Low Low 

A2 Cloud Orchestration Service 3 

6 Low Low 

6 Low Low 

9 Low Low 

12 Low Low 

18 Low Low 

A3 Market Place of Security Services 3 

3 Low Low 

9 Low Low 

18 Low Low 

3 Low Low 

9 Low Low 

12 Low Low 

A4 
Embedded Security Information and Event Man-

agement (SIEM) 
2 

6 Low Low 

4 Low Low 

2 Low Low 
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6 Low Low 

4 Low Low 

6 Low Low 

8 Low Low 

A5 Embedded Homomorphic Encryption (HE) 2 Same results for the risk 
assessment, as A4. Due 
to assumption that for 

the present study all the 
bundles are considered 

to be affected by the 
same container related 

threats. 

Low Low 

A6 Attribute Based Access Control (ABAC) 2 Low Low 

A7 
Social Engineering Attack Recognition System 
(SEARS) 2 Low Low 

A8 Real-time Network Traffic Analysis (RTNA) Module 2 Low Low 

A9 Risk Detection Module 2 Low Low 

A10 Virtual Security Appliance (VSA) 2 Low Low 

Table 21: Fortika Risk Assessment Result 

 

As we can see, the FORTIKA Risk is evaluated as “Low“ for all the assets, meaning that the identified threats are mainly mitigated through the application of 
the existing countermeasures. The Residual risk is the inherent risk that would be accepted to have in the system, and it is calculated by applying the controls 
of the Risk treatment strategy to the Risk value. In this case, the Risk value is already, “Low“ but a set of controls are proposed as the risk treatment strategy 
for FORTIKA. 


