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List of Abbreviations 

Abbreviation Definition 

GDPR General Data Protection Regulation 

Controller The entity that determines the purposes, conditions and means of the pro-
cessing of personal data 

DPA Data Protection Authority 

DPIA Data Protection Impact Assessment 

DPO Data Protection Officer 

Processor The entity which processes personal data on behalf of the controller 
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Executive Summary 
This report is the updated report (version 2) of the FORTIKA legal and policy requirements. 

The first version of this report (D2.1) was submitted on M12 of the FORTIKA project (31 May 
2018). 

At the Project Officer’s request, instead of this report being submitted on M36 of the Project 
it has been brought forward to M24. 

The FORTIKA project introduces a security solution in the market for SMEs that aims to (a) 
minimize the exposure of small and medium sized businesses to cyber security risks and 
threats, and (b) help them respond to cyber security incidents.  

In D2.1 two fields of law were identified as relevant with regard to the FORTIKA project: EU 
cybersecurity law and EU personal data protection law. 

With regard to EU cybersecurity law the NIS Directive was introduced with the aim of address-
ing the security incidents that are constantly increasing and safeguarding network and infor-
mation systems’ reliability and security. D2.1 put forward an indicative list of minimum secu-
rity measures FORTIKA users could consider in order to establish, implement, operate, moni-
tor and continuously maintain and improve an appropriate level of security. These findings 
have been particularised through a list of questions incorporated into questionnaires ad-
dressed at FORTIKA’s technical partners. Policy and legal developments that occurred in the 
past year and project execution know-how assembled during its second year of implementa-
tion have also been taken into account. Within the same context it should be noted that at 
the time of drafting of this report the EU Cybersecurity Act has not yet become effective. 

With regard to EU personal data protection law, as identified in the D2.1 the FORTIKA platform 
is expected to collect personal data in the course of its implementation, falling thus within the 
scope of the General Data Protection Regulation (GDPR). Findings thus of D2.1, while still rel-
evant and in effect, are also particularised through the above questionnaire addressed to Pro-
ject partners.  
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Introduction 

FORTIKA aims to (1) minimise the exposure of small and medium sized businesses to cyber 

security risks and threats, and (2) help them successfully respond to cyber security incidents, 

while relieving them from all unnecessary and costly efforts of identifying, acquiring and using 

the appropriate cyber security solutions. Accordingly, under this WP2 work is carried out in 

order to draft the legal requirements of the relevant research, as well as, to ensure that these 

requirements are in line with ongoing policy requirements and other relevant legal 

developments at EU and national level. 

It is in line with the above that the D2.1 report has been compiled. Two legal fields have been 

identified of direct interest to the FORTIKA project: cybersecurity law and personal data 

protection law. This report updates and particularises findings of D2.1 onto actual Project 

circumstances after one (1) calendar year, also taking into account FORTIKA legal and policy 

requirements. 

Over the reporting period the following significant legal and policy developments have taken 

place within EU law as regards FORTIKA purposes: 

(a) The European Parliament approved the EU Cybersecurity Act (that at the time of 

drafting of this report was not approved by the Council and has thus not come into 

effect); 

(b) The GDPR first anniversary of implementation is to be reached on 25 May 2019. 

This report complements findings and recommendations of D2.1 that, in view of no legislative 

developments within their particular subject-matter, remain at the time of submission of this 

report relevant and binding as regards FORTIKA purposes. 
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PART A. EU cybersecurity law: The NIS Directive’s status of implemen-
tation and the EU Cybersecurity Act 

1. The NIS Directive’s status of implementation 

The NIS Directive (Directive (EU) 2016/1148 of the European Parliament and of the Council of 
6 July 2016 concerning measures for a high common level of security of network and infor-
mation systems across the Union) required Member States to harmonise their national laws 
with its provisions until 10 May 2018. 

At the time of drafting of this report, and as regards Member States of partners within the 
FORTIKA consortium, the NIS Directive transposition status is as follows (information from the 
European Commission relevant website, https://ec.europa.eu/digital-single-market/en/state-
play-transposition-nis-directive ): 

Project partner Partner Member State Status of transposition 

CERTH, TEIC, UoM EL Law no.4577/2018 

FRAUNHOFER DE Implementation Act (Federal Law Ga-
zette, BGBl. I 2017 of 29 June 2017) 

ENEO, NEXTEL, HOPU ES Royal Decree 12/2018 (security of 
networks and information systems) 

XLAB SI Act on Information Security 2018 

MOTIVIAN, NEME BU Cyber Security Act (94/2018) 

FINT, OBRELA UK The Network and Information Sys-
tems Regulations 2018 

WATT IE Statutory Instrument No. 360 of 2018 

ALKE IT Legislative Decree 65/2018 

VUB BE Non-technical partner 

 

One year after drafting of deliverable report D2.1, all Member States of Project partners have 
implemented the NIS Directive within their respective jurisdictions. 

2. The NIS Cooperation Group 

The NIS Cooperation Group has been established by the NIS Directive in order to ensure stra-
tegic cooperation and the exchange of information among Member States in cybersecurity. 

Since its establishment, and until drafting of this report, the Group has published seven work-
ing documents, among which the following are considered of relevance to Project purposes: 

 Cybersecurity Incident Taxonomy, CG Publication 04/2018, July 2018 

 Guidelines on notification of DSP incidents, CG Publication 06/2018, July 2018 

 

3. The EU Cybersecurity Act 

A proposal for a new Regulation on ENISA, repealing Regulation (EU) 526/2013 and on Infor-
mation and Communication Technology cybersecurity certification (the “Cybersecurity Act”), 
promises to reform ENISA and enhance its capabilities and capacities aiming at achieving cy-
bersecurity resilience and better supporting Member States. In December 2018, the European 

https://ec.europa.eu/digital-single-market/en/state-play-transposition-nis-directive
https://ec.europa.eu/digital-single-market/en/state-play-transposition-nis-directive
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Commission, the European Parliament and the Council of the European Union reached a po-
litical agreement on the Cybersecurity Act. On 8 March 2019 the Cybersecurity Act was for-
mally approved by the European Parliament; However, at the time of drafting of this report 
the Council of the European Union had yet to approve it. Consequently, at the time of drafting 
of this report the EU Cybersecurity Act had not yet come into effect. 

The EU Cybersecurity Act reinforces the mandate of ENISA so as to better support Member 
States with tackling cybersecurity threats and attacks. The Act also establishes an EU frame-
work for cybersecurity certification, boosting the cybersecurity of online services and con-
sumer devices. The creation of a cybersecurity certification framework incorporates security 
features in the early stages of their technical design and development (security by design). It 
also enables their users to ascertain the level of security assurance and ensures that these 
security features are independently verified. 

It is this latter aspect of the Act that is of relevance to the FORTIKA Project purposes. Once in 
place, cybersecurity certification procedures will most likely need to be followed by FORTIKA 
solution users. However, such a certification project will come into place one (1) year after the 
Cybersecurity Act is enacted. 
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PART B. EU data protection law: The General Data Protection Regula-
tion (Regulation (EU) 2016/679) 

1. The GDPR became applicable 

As per its Article 99.2 the General Data Protection Regulation (GDPR) became applicable on 
25 May 2018, a few days before final submission of deliverable report D2.1. From a substan-
tive law point of view the text of D2.1 remains valid for all Project’s aims and purposes, be-
cause this development (date of application) was taken into account during its drafting. 

2. Member States’ national laws implementing the GDPR 

An EU Regulation develops direct effect, and thus becomes binding immediately, upon the 
date it becomes applicable. Therefore, on 25 May 2018 the GDPR became immediately appli-
cable in all Member States. 

However, the text of the GDPR does provide space to EU Member States to introduce national 
laws that implement its provisions. At the time of drafting of this report most, but not all, of 
FORTIKA’s partners Member States took advantage of this policy option of the GDPR and in-
deed introduced relevant national laws within their jurisdiction, as follows: 

Project partner Partner Member State Status of transposition 

CERTH, TEIC, UoM EL (national law pending) 

FRAUNHOFER DE Bundesdatenschutzgesetz (BDSG) 
2018 

ENEO, NEXTEL, HOPU ES Organic Law 3/2018, of December 5, 
on the Protection of Personal Data 
and the Guarantee of Digital Rights 

XLAB SI (national law pending) 

MOTIVIAN, NEME BU Personal Data Protection Act 2019 

FINT, OBRELA UK Data Protection Act 2018 

WATT IE Data Protection Act 2018 

ALKE IT Legislative Decree no. 101 of 10 Au-
gust 2018 

VUB BE Non-technical partner 

 

Member States’ national laws implementing the GDPR along the lines discussed above are not 
expected to affect the Project in a substantial manner, their provisions essentially detailing 
(and not being able to contradict or circumvent) the GDPR’s provisions. 

3. Replacement of the Art29WP by the EDPB 

Article 68 of the GDPR establishes the European Data Protection Board. The EDPB is an inde-
pendent EU body, which contributes to the consistent application of data protection rules 
throughout the European Union and promotes cooperation between EU’s DPAs. The EDPB is 
composed of representatives of the national DPAs, and the EDPS. 
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PART C. A methodology for the translation of legal requirements into 
technical requirements for the FORTIKA products 

1. Development and application of a methodology 

In this section we present a methodology adopted in the FORTIKA context for the translation 
of requirements imposed by the legal framework into technical requirements for the FORTIKA 
products on the basis of findings of D2.1. The major contributor towards the formulation of 
the methodology is FINT and CERTH. In addition, OBRELA contributed crucially to the task of 
codifying the legal requirements. This methodology aims to establish a systematic procedure 
for the elaboration of legal requirements and their translation to functional & non-functional 
requirements in a way that they will be integrated seamlessly to project outcomes. It includes 
the following steps: 

1. Codification of the legal requirements 
2. Initial validation of the legal requirements  
3. Mapping of legal requirements to system requirements 
4. Validation by the technical team 
5. Mapping of technical requirements to the FORTIKA architectural blocks 

 

The above steps described in more details as follows: 

 

1. Codification of the legal requirements and their application in the FORTIKA case 

This includes findings in D2.1, according to which the legal requirements in effect that are 
relevant to the Project framework and scope are identified in detail. 

For the codification of legal requirements in effect OBRELA developed a set of question-
naires that depict the entirety of the requirements of the GDPR and the NIS Directive.  

 

These are: 

The Cybersecurity Questionnaire 

It addresses the cybersecurity issues of the FORTIKA components (i.e. GW, marketplace, 

cloud and security bundles), from a "holistic" point of view, i.e. taking into account pro-

cess-oriented (operational) aspects, in addition to traditional technology (control-based) 

approaches. 

The Cybersecurity Questionnaire implements and particularises all D2.1 legal require-

ments pertaining to personal data security and cybersecurity, namely: 

 The security of the systems and facilities 

 Incident handling 

 Business continuity management 

 Monitoring, auditing and testing 

 Incident / data breach notification 
 

The Privacy by Design & Privacy by Default Questionnaire 

This questionnaire is based on the typical life-cycle of (personal) data in an organization 

(or system): From collection to disposal, with three "optional" stages between them 

(storage, usage and transfer).   
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The Privacy by Design & Privacy by Default Questionnaire implements and particular-

ises all D2.1 legal requirements pertaining to EU data protection law (that were not 

included in the Cybersecurity Questionnaire), namely:  

 Processing of “personal data”; 

 Fair, lawful and transparent processing of data; 

 Data minimisation; 

 Data accuracy; 

 Storage limitation; 

 Integrity and confidentiality. 

 

2.   Initial validation of the legal requirements  

This step included a screening of the legal requirements in relation to the FORTIKA design, 
with the aim to validate whether every specific requirement is relevant or not, as well as 
whether is it applicable. In other words, whether the requirement will be implemented 
in FORTIKA or not. 

This task is performed both from the  legal  and the technical team under the coordination 
of VUB and FINT (WP2 leader and the Technical Manager), taking also into account 
OBRELA’s recommendations provided in the previous step.    

 

3. Mapping of legal requirements to system requirements 

This is focused on the mapping of each legal requirement to one or more respective sys-
tem requirements.  

Again, this task is performed by a technical team under the coordination of FOKUS and 
FINT (WP3 leader and the Technical Manager).    

At the completion of this procedure a set of technical requirements was formed.  

 

4. Validation by the technical team 
This stage includes checking of the requirements obtained in the previous step regarding 
their implementation in the FORTIKA context. This validation must conclude for each re-
quirement whether is it selected for implementation or not.  
This task is performed by a technical team not necessarily the same with the ones re-
ferred in the previous steps.  

 

5. Mapping of technical requirements to architectural blocks 

This last step focuses on the mapping of technical requirements that have been selected 
for implementation, into the architectural blocks. It results to a list of tasks for the imple-
mentation of the specific requirement in the frame of each architectural block  

This task is performed by a technical team not necessarily the same with the ones re-
ferred in the previous steps.  

  

2. Assistance by the Project’s Security Advisory Board 

While the above methodology is aimed at particularising legal requirements onto actual Pro-
ject specifications, continuous guidance and support to Project partners for all legal compli-
ance Project purposes will be provided by the Project’s Security Advisory Board (SAB). 
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The SAB’s tasks, as regards legal compliance, will be: 

 To monitor legal developments in the Project’s relevant fields (EU data protection 
and EU cybersecurity law) until Project end; 

 To monitor any Project-specific guidance issued by EU agencies and bodies (ENISA, 
the EDPB, the EDPS, DPAs in Member States of Project’s jurisdictions) until Project 
end; 

 To inform Project partners of any developments that are relevant to the Project; 

 To address any Project partner’s question(s) as regards Project implementation. 
 

Conclusion 

It is believed that through the above two mechanisms (the project-specific methodology and 
the SAB) legal compliance, as per the findings of D2.1 as updated and complemented by this 
D2.6, will be warranted. 

 

 

 


