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Executive Summary 
The FORTIKA project introduces a security solution in the market for SMEs that aims to (a) 
minimize the exposure of small and medium sized businesses to cyber security risks and 
threats, and (b) help them respond to cyber security incidents.  

 

FORTIKA coincides with the progress made at European level with respect to the security of 
network and information systems. In this context, a new Directive is being introduced, con-
cerning measures for a high common level of security of network and information systems 
across the Union (the NIS Directive) whose objective it to address the security incidents that 
are constantly increasing and to safeguard network and information systems’ reliability and 
security. To achieve that the Directive imposes extra security obligations to operators of es-
sential services and digital service providers in order to efficiently manage the risks posed to 
the security of the systems they use in their operations as well as in the context of offering 
their services.  

 

Taking the above into consideration it is anticipated that the FORTIKA Platform will reinforce 
the cybersecurity environment adopted by the NIS Directive; At the same time, however, For-
tika, as a digital service provider itself – and more specifically an online market place – should 
comply with the obligations included in the Directive’s text.  In this context, Fortika should 
adopt the security requirements introduced in article 16 of the NIS Directive, as well as comply 
with the incident notification process of the same article. This report puts forward an indica-
tive list of minimum security measures FORTIKA users could consider in order to establish, 
implement, operate, monitor and continuously maintain and improve an appropriate level of 
security. At the same time 4-steps guidelines are proposed (following ENISA’s guidelines) that 
FORTIKA users could implement in its effort to comply with the Directive and the notification 
process described therein in particular. 

 

Apart from the cybersecurity issues referred to above, the FORTIKA project raises considera-
ble personal data protection issues. It is expected that the FORTIKA platform will collect per-
sonal data, in the course of its implementation. It is therefore suggested that FORTIKA falls 
within the scope of the General Data Protection Regulation (GDPR). An analysis of the new 
Regulation’s main definitions, processing principles as well as of the rights afforded to individ-
uals is introduced, which is followed by concrete suggestions on GDPR compliance require-
ments for the FORTIKA project. 
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1. Introduction 

FORTIKA aims to (1) minimise the exposure of small and medium sized businesses to cyber 

security risks and threats, and (2) help them successfully respond to cyber security incidents, 

while relieving them from all unnecessary and costly efforts of identifying, acquiring and using 

the appropriate cyber security solutions. Accordingly, under this WP2 work is carried out in 

order to draft the legal requirements of the relevant research, as well as, to ensure that these 

requirements are in line with ongoing policy requirements and other relevant legal 

developments at EU and national level. 

It is in line with the above that this report has been compiled. Two legal fields have been 

identified of direct interest to the FORTIKA project: cybersecurity law and personal data 

protection law. In both cases relevant EU law has been introduced, and is at various levels of 

Member State implementation, whenever needed, at the time of drafting of this report. 

Whenever necessary, relevant time-related clarifications have been introduced in the text 

that follows. Unless otherwise expressly clarified, the following legal analysis is expected to 

be applicable throughout project execution (this report to be updated on M36). 

This report constitutes the basis upon all other reports under this WP2 build. Applicable legal 

requirements and policies with regard to the FORTIKA purposes and execution are to be found 

herein. Other reports, through explicit mention this this report, take its findings and analysis 

for granted. However, because both the above fields of law are dynamic areas of constant 

development, updates, whenever needed, are intended to follow through the project’s Ethics 

Helpdesk operation. New findings and legal or other updates and guidance will be included in 

its final version, to be submitted at project end. 

PART A. The NIS Directive (Directive (EU) 2016/1148 of the European 
Parliament and of the Council of 6 July 2016 concerning measures of a 
high common level of security of network and information systems 
across the Union) 

1. The NIS Directive’s purpose and scope 

Directive 2016/1148 is the first (official) legislative measure undertaken at EU level for the 
protection of network and information systems across the Union. It is by now common per-
ception that network and information systems (NIS) are open to, constantly rising, deliberate 
harmful actions that intend to damage their operation. Given their transnational nature, their 
disruption can affect Member States and as a result the Union in its totality. Consequently, 
their reliability and security are essential to the proper functioning of the Internal Market.   

The NIS Directive was published in July 2016, however the EU has been addressing cyber se-
curity issues, at EU level, since 2004 (when ENISA was founded, see below under the relevant 
analysis). The Directive itself has its roots in the Commission Communication of 2009 entitled 
Protecting Europe from large-scale cyber-attacks and disruptions: Enhancing preparedness, 
security and resilience (COM (2009)149). Subsequently, in 2013 the Commission released a 
joint communication on the Cybersecurity Strategy of the European Union: An open, safe and 
Secure Cyberspace (available at http://eeas.europa.eu/archives/docs/policies/eu-cyber-secu-
rity/cybsec_comm_en.pdf). From 2013 to 2015 the Commission, the Council, and the Parlia-
ment discussed the Directive intensely and these discussions concluded to the NIS Directive 
that entered into force in August 2016. 

http://eeas.europa.eu/archives/docs/policies/eu-cyber-security/cybsec_comm_en.pdf
http://eeas.europa.eu/archives/docs/policies/eu-cyber-security/cybsec_comm_en.pdf
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As probably expected, the existing capabilities in terms of security tools and procedures were 
not deemed sufficient across the EU and certainly not found at a common level among Mem-
ber States. As a result, network and information systems did not enjoy the same level of se-
curity within the Union. This is what the NIS Directive attempts to address, namely the need 
for a global approach at Union level concerning the security of network and information sys-
tems. In this context, Article 1 of the Directive, titled “Subject Matter and Scope”, states that 
“the Directive lays down the measures with a view to achieving a high common level of security 
of network and information systems within the Union so as to improve the functioning of the 
internal market”.  

In this context the Directive: 

a) Lays down obligations for all Member States to adopt a national strategy on the se-
curity of network and information systems; 

b) Creates a Cooperation Group; 
c) Creates a computer security incidents response teams network (CSIRTs network); 
d) Establishes security and notification requirements; 
e) Lays down obligations for all Member States to designate national competent au-

thorities, single points of contact and CSIRTSs with tasks related to the security of 
network and information systems. 

According to the report published by ENISA (“Incident notification for DSPs in the context 
of the NIS Directive”, February 2017) “the main points of the NIS Directive can be summarized 
as follows: improved cybersecurity capabilities at national level, increased EU-level cooper-
ation, security measures and incident reporting obligations for Operators of Essential Ser-
vices (OES) and Digital Service Providers (DSP)”. 

Finally, it should also be noted that the implementation of the Directive does not preclude the 
implementation of sector-specific Union legal acts. 

 

2. Definitions 

2.1. General 

In order to better understand the scope of the NIS Directive and its recipients, the follow-
ing definitions should be taken into account, as these are analytically provided under its Article 
4. In particular, 

 “network and information system” means:  

(a) an electronic communications network within the meaning of point (a) of Article 2 of Di-
rective 2002/21/EC (transmission systems and, where applicable, switching or routing equip-
ment and other resources which permit the conveyance of signals by wire, by radio, by optical 
or by other electromagnetic means, including satellite networks, fixed (circuit- and packet-
switched, including Internet) and mobile terrestrial networks, electricity cable systems, to the 
extent that they are used for the purpose of transmitting signals, networks used for radio and 
television broadcasting, and cable television networks, irrespective of the type of information 
conveyed;  

(b) any device or group of interconnected or related devices, one or more of which, pursuant 
to a program, perform automatic processing of digital data; or  

(c) digital data stored, processed, retrieved or transmitted by elements covered under points 
(a) and (b) for the purposes of their operation, use, protection and maintenance 
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 “security of network and information systems” means the ability of network and in-
formation systems to resist, at a given level of confidence, any action that compromises the 
availability, authenticity, integrity or confidentiality of stored or transmitted or processed data 
or the related services offered by, or accessible via, those network and information systems; 

 

 “digital service” means a service within the meaning of point (b) of Article 1(1) of 
Directive (EU) 2015/1535 of the European Parliament and of the Council (service’ means any 
Information Society service, that is to say, any service normally provided for remuneration, at 
a distance, by electronic means and at the individual request of a recipient of services. For the 
purposes of this definition: 

(i) “at a distance” means that the service is provided without the parties being simultaneously 
present;  

(ii) “by electronic means” means that the service is sent initially and received at its destination 
by means of electronic equipment for the processing (including digital compression) and stor-
age of data, and entirely transmitted, conveyed and received by wire, by radio, by optical 
means or by other electromagnetic means; 

(iii) “at the individual request of a recipient of services” means that the service is provided 
through the transmission of data on individual request. 

 “digital service provider” means any legal person that provides a digital service. 

 “incident” means any event having an actual adverse effect on the security of NIS. 

 

2.2 The definition of the “online marketplace” in particular 

The NIS Directive defines “online marketplace” as a digital service that allows consumers 
and/or traders (as respectively defined in points (a) and (b) of Article 4(1) of  Directive 
2013/11/EU of the European Parliament and of the Council on attacks against information 
systems and replacing Council framework Decision 2005/222/JHA) to conclude online sales or 
service contracts with traders either on the online marketplace's website or on a trader's web-
site that uses computing services provided by the online marketplace.  

According to points (a) and (b) of Article 4(1) of Directive 2013/11/EU,  

(a) “Consumer” means any natural person who is acting for purposes which are out-
side his trade, business, craft or profession; 

 (b) “Trader” means any natural persons, or any legal person irrespective of whether 
privately or publicly owned, who is acting, including through any person acting in his name or 
on his behalf, for purposes relating to his trade, business, craft or profession;  

The definition of online market place is of essence given that it is its exact definition that sub-
stantiates the implementation of the NIS Directive on the FORTIKA project. In this context it is 
worth mentioning that recital 15 of the Directive gives an additional definition of online mar-
ketplace which could prove very useful when defining the boundaries of the Detective’s im-
plementation. “An online marketplace allows consumers and traders to conclude online sales 
or service contracts with traders and is the final destination for the conclusion of those con-
tracts. It should not cover online services that serve only as an intermediary to third-party ser-
vices through which a contract can ultimately be concluded. It should therefore not cover 
online services that compare the price of particular products or services from different traders, 
and then redirect the user to the preferred trader to purchase the product”. Application stores, 
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which operate as online stores enabling the digital distribution of applications or software 
programmes from third parties, are to be understood as being a type of online marketplace. 

Finally, ENISA has contributed to further clarifying what a marketplace is by stating in its guide-
lines released in February 2017 that “There are no special provisions as to what can be sold 
through online market places, so it applies to all types of contracts (products and services). 
Although from a technical perspective most online marketplaces use an Incident notification 
for DSPs in the context of the NIS Directive website or web related technologies for delivering 
their services, it should not be a restriction in this sense, as mobile application stores make use 
of other technologies also” (see Incident notification for DSPs in the context of the NIS Di-
rective). 

 

3. Directive’s application to operators of essential services and digital service pro-
viders 

3.1 General  

The NIS Directive applies to both operators of essential services and digital services providers. 
Undertakings providing public communication networks or publicly available communications 
services (see Framework Directive 2002/21/EC on a common regulatory framework for elec-
tronic communications networks and services), and trust services providers (see Regulation 
910/2014 on electronic identification and trust services for electronic transactions in the In-
ternal market and repealing Directive 1999/93/EC) are excluded. In addition, regulation and 
supervision in the sectors of banking and financial market infrastructure is highly harmonized 
at Union level and therefore the requirements in respect of these systems often exceed the 
requirements provided for under the NIS Directive. 

 

3.2. Operators of essential services 

Operators of essential services refers to the first category of providers that fall within the 
scope of the NISD. Their definition includes a public or private entity of a type referred to in 
Annex II of the Directive (energy, transport, health, etc.). By 9 November 2018 for each sector 
and subsector of referred to in the Annex, Member States shall identify the operators of es-
sential services with an establishment on their territory. The list of identified operators of es-
sential services shall be updated by Member States at least every two years after May 9, 2018.  

For the purposes of this analysis and given that the FORTIKA project is not an operator of 
essential services, it is hereby only mentioned that, for an entity to be characterized as “oper-
ator of essential services”, it should meet the following criteria:  

a) an entity provides a service which is essential for the maintenance of critical societal and/or 
economic activities;  

(b) the provision of that service depends on network and information systems; and  

(c) an incident would have significant disruptive effects on the provision of that service. The 
definition of “significant disruptive effect” is given under Article 6 of the Directive. 

 

3.3. Digital Service Providers 
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The NIS Directive applies also to digital services providers. Its Recital 48 mentions that 
“Many businesses in the Union rely on digital service providers for the provision of their ser-
vices. As some digital services could be an important resource for their users, including opera-
tors of essential services, and as such users might not always have alternatives available, this 
Directive should also apply to providers of such services”. The definition of digital service pro-
vider is given under Article 4(6), and includes any legal person that provides a digital service. 
Digital service means a service within the meaning of point (b) of Article 1(1) of Directive (EU) 
2015/1535 which is of a type listed in the same’s Annex III, namely online marketplace, online 
search engine and cloud computing service. These three types of services were chosen to be 
regulated due to the increasing number of businesses that fundamentally rely on them for the 
provision of their own services.  

 

4. Security of the network and information system of digital service providers: How 
can this be achieved 

4.1 How are digital service providers treated in the context of the NIS Directive  

Recital 48 states of the NISD that “The security, continuity and reliability of the type of digital 
services referred to in this Directive are of the essence for the smooth functioning of many 
businesses. A disruption of such a digital service could prevent the provision of other services 
which rely on it and could thus have an impact on key economic and societal activities in the 
Union. Such digital services might therefore be of crucial importance for the smooth function-
ing of businesses that depend on them and, moreover, for the participation of such businesses 
in the internal market and cross- border trade across the Union. Those digital service providers 
that are subject to this Directive are those that are considered to offer digital services on which 
many businesses in the Union increasingly rely”. 

It should be pointed out that, as referred to in recital 49 of the NIS Directive, the security 
requirements for digital service providers, compared to those of operators of essential ser-
vices should be, and indeed are, lighter. Digital service providers should remain free to take 
measures they consider appropriate to manage the risks posed to the security of their network 
and information systems. In the same context Recital 57 states that “Member States should 
not identify digital service providers, as this Directive should apply to all digital service pro-
viders within its scope. This Directive and the implementing acts adopted under it should 
ensure a high level of harmonisation for digital service providers with respect to security and 
notification requirements. This should enable digital service providers to be treated in a uni-
form way across the Union, in a manner proportionate to their nature and the degree of risk 
which they might face”.   

 

4.2 Security requirements for digital service providers under article 16 of the NIS 
Directive 

The NIS Directive describes in its Article 16 the security requirements that digital service pro-
viders should take in order to manage the risks that threaten the security of the network and 
information system they use in order to offer their service. The same article regulates the 
incident notification process the digital service providers should follow in order to comply with 
the provisions of the Directive. More specifically: 

According to the first paragraph of article 16, the measures that must be adopted by dig-
ital service providers shall take into account the following elements: 

a) The security of the systems and facilities 
b) Incident handling 
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c) Business continuity management 
d) Monitoring, auditing and testing 
e) Compliance with international standards 

 

4.3. The Commission’s Implementation of Regulation (EU) 2018/151: Specifications 
of elements of Article 16 

As per Article 16(8) of the NIS Directive, the Commission is entitled to adopt implementing 
acts to further specify the elements listed in par. 1 of the same Article 16. In this context, the 
Regulation specifies further the elements to be taken into account by digital service providers 
when identifying and taking measures to ensure a level of security of network and information 
systems which they use in the context of offering services. Furthermore, it specifies further 
the parameters to be taken into account to determine whether an incident has a substantial 
impact on the provision of those services. In this context the following meaning has been given 
in the five elements mentioned above. 

 

4.3.1. Security elements 

a) Security of systems and facilities shall include the following elements: 

 the systematic management of network and information systems, which means a 
mapping of information systems and the establishment of a set of appropriate policies 
on managing information security, including risk analysis, human resources, security 
of operations, security architecture, secure data and system life cycle management 
and where applicable, encryption and its management; 

 physical and environmental security, which means the availability of a set of measures 
to protect the security of digital service providers' network and information systems 
from damage using an all-hazards risk-based approach, addressing for instance sys-
tem failure, human error, malicious action or natural phenomena; 

 the security of supplies, which means the establishment and maintenance of appro-
priate policies in order to ensure the accessibility and where applicable the traceabil-
ity of critical supplies used in the provision of the services 

 the access controls to network and information systems, which means the availability 
of a set of measures to ensure that the physical and logical access to network and 
information systems, including administrative security of network and information 
systems, is authorized and restricted based on business and security requirements. 

 

b) Incident handling. What measures should be taken by the digital service provider:  

 detection processes and procedures maintained and tested to ensure timely and ad-
equate awareness of anomalous events;  

 processes and policies on reporting information security incidents and identified 
weaknesses and vulnerabilities in their information systems;  

 a response in accordance with documented procedures and reporting the results of 
the measure taken;  

 an assessment of the incident's severity, documenting knowledge from incident anal-
ysis and collection of relevant information which may serve as evidence and support 
a continuous improvement process.  
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c) Business continuity management referred to in point (c) of Article 16(1) means the capa-
bility of an organization to maintain or as appropriate restore the delivery of services at 
acceptable predefined levels following a disruptive incident and shall include:  

 the establishment and the use of contingency plans based on a business impact anal-
ysis for ensuring the continuity of the services provided by digital service providers 
which shall be assessed and tested on a regular basis for example, through exercises;  

 disaster recovery capabilities which shall be assessed and tested on a regular basis for 
example, through exercises.  

 

d) The monitoring, auditing, and testing shall include the establishment and maintenance of 
policies on:  

 the conducting of a planned sequence of observations or measurements to assess 
whether network and information systems are operating as intended;  

 inspection and verification to check whether a standard or set of guidelines is being 
followed, records are accurate, and efficiency and effectiveness targets are being met;  

 a process intended to reveal flaws in the security mechanisms of a network and infor-
mation system that protect data and maintain functionality as intended. Such process 
shall include technical processes and personnel involved in the operation flow.  
 

e) Compliance with international standards mean standards that are adopted by an interna-
tional standardization body as referred to in point (a) of Article 2(1) of Regulation (EU) No 
1025/2012. Pursuant to Article 19 of Directive (EU) 2016/1148, European or internationally 
accepted standards and specifications relevant to the security of network and information 
systems, including existing national standards, may also be used.  

 

4.3.2. Parameters to be taken into account to determine whether the impact of an 
incident is substantial 

a) Number of users: the digital service provider shall be in a position to estimate either 
of the following: 

 the number of affected natural and legal persons with whom a contract for the pro-
vision of the service has been concluded; or 

 the number of affected users having used the service based in particular on previous 
traffic data. 

b) The duration of an incident, meaning the time period from the disruption of the 
proper provision of the service in terms of availability, authenticity, integrity or confi-
dentiality until the time of recovery. 
 

c) Geographical spread with regard to the area affected by the incident: the digital ser-
vice provider shall be in a position to identify whether the incident affects the provi-
sion of its services in specific Member States. 
 

d) The extent of disruption of the functioning of the service: this shall be measured as 
regards one or more of the following characteristics impaired by an incident: the avail-
ability, authenticity, integrity or confidentiality of data or related services. 
 

e) the extent of the impact on economic and societal activities: the digital service pro-
vider shall be able to conclude, based on indications such as the nature of his contrac-
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tual relations with the customer or, where appropriate, the potential number of af-
fected users, whether the incident has caused significant material or non-material 
losses for the users such as in relation to health, safety, or damage to property.   

 

4.3.3. Substantial impact 

According to the Implementing Regulation, an incident shall be considered as having a sub-
stantial impact where at least one of the following situations has taken place: 

 the service provided by a digital service provider was unavailable for more than 
5 000 000 user-hours whereby the term user-hour refers to the number of affected 
users in the Union for a duration of 60 minutes; 

 the incident has resulted in a loss of integrity, authenticity, or confidentiality of stored 
or transmitted or processed data or the related services offered by, or accessible via 
a network and information system of the digital service provider affecting more than 
100.000 users in the Union; 

 the incident has created a risk to public safety, public security or of loss of life; 

 the incident has caused material damage to at least one user in the Union where the 
damage caused to that user exceeds EUR 1 000 000. 

 

5. Incident notification for digital service providers 

5.1. An option rather than an obligation 

Except for the security requirements mentioned above, for a digital service provider to safe-
guard the security of its network and information system, an incident notification procedure 
should be followed. The obligation of DSPs to notify any incidents with a substantial impact 
on the provision of their service is regulated under Article 16 par 2 and 3. In particular, digital 
service providers shall take measures to prevent and minimize the impact of incidents af-
fecting the security of their systems and at the same time notify the competent authority or 
the CSIRT of any incident with a substantial impact on the provision of their service.  

It is pointed out that, according to said provision, digital service providers are burdened with 
the obligation to notify an incident only in those cases where they have access to the infor-
mation needed to assess the impact of an incident. At the same time in the case of digital 
service providers the competent authorities take action, if necessary through ex post super-
visory measures. As recital 60 of the Directive states “Digital service providers should be sub-
ject to light-touch and reactive ex post supervisory activities justified by the nature of their 
services and operations. The competent authority concerned should therefore only take action 
when provided with evidence, for example by the digital service provider itself, by another 
competent authority, including a competent authority of another Member State, or by a user 
of the service, that a digital service provider is not complying with the requirements of this 
Directive, in particular following the occurrence of an incident. The competent authority 
should therefore have no general obligation to supervise digital service providers”.  

In the same context, ENISA comments on this lighter approach towards DSPs in its 2017 inci-
dent notifications for DSPs in the context of the NIS Directive paper where it states that “In 
this respect, the light-touch approach aims at avoiding overburdening the DSPs while not ham-
pering the capacity of the EU to react to cybersecurity incidents in a swift and efficient manner. 
Therefore, there are reasons to be concerned that a significant lowering in the requirements 
of incident notification (types of incidents, parameters to be used) could result in hindering the 
capacity (at EU or national level) to follow up on specific incidents threatening the functioning 
of the internal market at various levels”. 
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5.2. When is an incident considered to be of substantial impact on the service pro-
vided by the digital service provider? 

5.2.1. General 

According to par. 4 of article 16, the impact of an incident is substantial based on the following 
criteria: 

(a) the number of users affected by the incident, in particular users relying on the 
service for the provision of their own services;  

(b) the duration of the incident;  

(c) the geographical spread with regard to the area affected by the incident;  

(d) the extent of the disruption of the functioning of the service;  

(e) the extent of the impact on economic and societal activities.   

 

5.2.2. ENISA’s guidelines regarding the term “substantial impact” 

In lack of a definition of “substantial impact” in the NIS Directive, ENISA’s guidelines try to 
clarify the term. To this end ENISA provides a further elaboration of the parameters that must 
be taken into account when determining the impact of an incident, as these are provided un-
der article 16 (4) of the NIS Directive and mentioned above (under 4.3.2). To do so, ENISA 
provides some explanatory notes on each of these parameters, as well as, potential ways in 
which they could be measured. In particular: 

 

a) Number of users affected by the incident 
This parameter is perhaps the most significant in determining the impact of an incident (85% 
of the DSPs that responded to ENISA’s survey are using this parameter for measuring impact). 
The text of the Directive does not provide details on how this parameter should be measured, 
consequently ENISA’s analysis is led by the methodologies used by DSPs. In this context the 
following measurement units were identified: corporate subscribers, non-subscribers (visi-
tors), reliant services and individual subscribers/accounts. DSPs have visibility only at the first 
layer of users, namely the ones that have directly accessed the initial services and are consid-
ered users by the initial DSP. 

In view of the above it is correctly pointed out in ENISA’s guidelines that “the approach to 
measure the number of users affected by an incident should be simple and pragmatic, so that 
DSPs can comply. Asking DSPs to provide information that they cannot obtain or for which they 
should make considerable efforts to obtain would eventually backfire and practically exclude 
them from the incident notification obligations”.  

 

b) Duration of the incident 
Duration of the incident is another parameter taken very much into account when evaluating 
the impact of such incidence. In the context of NISD and given that the focus is on the conti-
nuity of the service, the duration of the incident should be measured as starting from the 
moment when the provision of the service was compromised until the time of its full recovery. 
ENISA’s report provides for a definition of duration of an incident as following “NIS downtime= 
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the period of time when a digital service provided by a DSP is unavailable or unsecured (confi-
dentiality, integrity or authenticity affected)”. 

 

c) Geographical spread 
According to ENISA’s guidelines, the term geographical spread as referred to in the NISD could 
be defined as follows: “Member States or regions within the EU where users were affected by 
impairments (NIS downtime) of the digital service provided by the DSP”. 

The survey conducted by ENISA revealed that only 40% of the respondents declared using 
the parameter of geographical spread. As the report points out “For a DSP that offers online 
web access to its services, the identification of the exact countries or geographical areas af-
fected might be impossible without the use of estimations based on previous data”. The report 
concludes that “reporting the geographical area affected by an incident might be challenging 
for most of the DSPs, especially if they provide services internationally. A simple approach that 
can be applied by all providers, operating internationally or nationally, is a must in this case. 
Consequently, a scale of detailing can be applied, starting from a bottom level where only a 
yes/no answer can be submitted if the incident has affected EU regions, and ending with a top 
detailed level where countries and regions can be specified, if known”. 

 

d) Extent of the disruption of the functioning of the service 

The extent of the disruption is a parameter frequently used by DSPs (95% of the respondents). 
Three approaches followed by the providers for measuring the extent of the disruption have 
been identified, that is: percentage of services lost, percentage of the unavailable infrastruc-
ture and service degradation. In the context of NISD the extent of disruption should be evalu-
ated by taking into account not only the availability factor but also the three other protection 
goals set by the Directive itself, namely confidentiality, integrity and authenticity. Conse-
quently, if one or more of the goals are affected, the incident should be reported. In view of 
the above the report reaches a definition of this parameter: “extent of the disruption of the 
functioning of the service= the number of protection goals affected due to an incident disturb-
ing a digital service offered by a DSP”. 

 
e) Extent of the impact on economic and societal activities.    

This parameter is the least utilized by the industry. Only 25% of the respondents mentioned 
measuring it. As the report mentions in the context of the NISD, “by impact on economic and 
societal activities reference is made to possible damages brought to the functioning of the EU 
internal market, meaning the encompassing markets in the EU’s 28 member states”. It goes 
without saying though that “measuring the real impact on economic and societal activities in 
this way is an activity that requires many resources and has high probability of failing due to 
inconsistent or incomplete data”.   

The report defines extent of the impact on economic and societal activities as “the effects 
produced by a cybersecurity incident at DSP level that, as a result, affected the overall commu-
nity, disrupting its normal functioning, generating either economic or social negative conse-
quences”. 

 
f) Other issues related to parameters. 

The guidelines raise also the issue of the lack of distinction between the three types of DSPs 
in the Directive’s text. In this context it is pointed out that there should be a distinction given 
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the different factors that differentiate the providers of digital services, such as technical par-
ticularities, criticality etc. It is on this basis that cloud services are considered the most critical 
out of the three, the online market places follow and when it comes to search engines, the 
situation is considered even less critical (in the sense that one can always turn to another 
provider in case of failure of one’s favorite engine). 

In view of the above, the NISD does not restrict the adoption of subsequent policies that dis-
tinguish between the types of DSPs. However, it is pointed out in the report that the technical 
particularities for each of the three types of DSPs should be addressed early on since not ad-
dressing them might eventually prove to be a mistake (as already mentioned some parame-
ters required by the Directive cannot be measured in the same way for the different providers) 

 

6. National Strategy on the security of network and information systems: National 
competent authorities and single point of contact 

6.1. General 

Article 7 sets the obligation of each Member State to adopt a national strategy on the security 
of network and information systems (appropriate policy and regulatory measures) in order to 
achieve a high level of security of such networks and covering at least the services referred to 
in Annex 3 (online market place, online search engines and cloud computing services). This 
national strategy shall address a list of issues as these are described in the 1st par. of article 7 
(a risk assessment plan, a governance framework to achieve the objectives of the national 
strategy, etc.). Paragraph 2 refers to ENISA as the body Member States may turn to for advice 
and assistance when developing their national strategies. Finally, the third paragraph states 
Member States’ obligation to communicate their national strategies to the Commission within 
three months form their adoption.  

 

6.2. The bodies involved in the implementation of the NIS Directive: National com-
petent authorities, Single point of contact, Computer security response teams 
(CSIRTs), Cooperation Group, CSIRTs network 

Articles 8, 9, 11 and 12 indicate the authorities and other bodies that shall be tasked with the 
role of monitoring the application of the Directive at national level by each Member State.  

In this context each Member State shall designate one or more national competent authori-
ties on the security of network and information systems. Furthermore, each Member State 
shall designate a national single point of contact on the security of network and information 
systems. The competent authorities and single point of contact shall, whenever appropriate 
and in accordance with national law, consult and cooperate with the relevant national law 
enforcement authorities and national data protection authorities.  

Each Member State shall notify to the Commission without delay the designation of the 
competent authority and single point of contact, their tasks, and any subsequent change 
thereto. Each Member State shall make public its designation of the competent authority and 
single point of contact. The Commission shall publish the list of designated single points of 
contacts.  

Additionally, to the designation of the competent authority and the single point of contact 
each Member State shall designate one or more CSIRTs (Article 9). A CSIRT may be estab-
lished within a competent authority. Their requirements and tasks are described in Annex 1 
of the Directive. CSIRTs shall be responsible for risk and incident handling. More specifically, 
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all incidents notifications received by the competent Authority or the CSIRTs shall be noti-
fied to the single point of contact which on its turn by 9 August 2018 and every year there-
after shall submit a summary report to the Cooperation Group on the notifications received 
and the actions taken in accordance to the Directive. 

Moreover, a Cooperation Group is established under the Directive (Article 11). The Coopera-
tion Group shall be composed of representatives of the Member States, the Commission and 
ENISA (European Union Agency for Network and Information Security).  Its tasks are described 
in Article 11 par. 3 (provide strategic guidance for the activities of the CSIRT network exchang-
ing best practice between member States, as well as information om research and developing 
relating to security of network and information systems etc.). The Commission shall adopt 
implementing acts laying down procedural arrangements necessary for the functioning of the 
Cooperation Group.  

Finally, Article 12 establishes the creation of a network of the national CSIRT’s. The CSIRTs 
network shall be composed of representatives of the Member States' CSIRTs and CERT-EU.  
Among the tasks that fall within the CSIRTs Network’s competencies are: exchange infor-
mation on CSIRTs’ services, operations and cooperation capabilities, exchange and discussing 
information related to incidents and associated risks (on request, on a voluntary basis), iden-
tify a coordinated response to an incident (on request), providing MS support in addressing 
cross–border incidents (on a voluntary basis) etc. 

 

7. ENISA, The European Union Agency for network and information Security: Its 
role in implementing the NIS Directive 

7.1. General 

ENISA is a center for expertise for cyber security in Europe. The Agency is located in Greece 
(Heraclion, Crete) and it has an operational office in Athens. ENISA was founded by Regulation 
(EC) No 460/2004 whereas its current regulatory framework consists of Regulation (EU) No 
526/2013 of the European Parliament and of the Council. 

ENISA was set up in 2004 and since then is actively contributing to a high level of network and 
information security (NIS) within the Union. ENISA’s mission is to raise “awareness of network 
and information security and to develop and promote a culture of network and information 
security in society for the benefit of citizens, consumers, enterprises and public sector organi-
sations in the Union” (Article 1 of ENISA Regulation (EU) 526/2013). It is noted that the Euro-
pean parliament and the council have published a proposal for a Regulation on ENISA, the EU 
Cybersecurity Agency, and repealing Regulation (EU) 526/2013 and on Information and Com-
munication Technology cybersecurity certification (“Cybersecurity Act”), COM/2017/0477 fi-
nal - 2017/0225 (COD) 

 

7.2. ENISA’s contribution to Network and Information Security 

ENISA’s contribution is illustrated through its activities in three areas: 

 Issuing Recommendations; 

 Carrying out activities that support policy making and implementation; 

 “Hands-On” work, whereby ENISA collaborates directly with operational teams 
throughout the EU. 

A summary of ENISA’s strategy for the years 2016-2020 is being published and can be reached 
at https://www.enisa.europa.eu/publications/corporate/enisa-strategy 

 

https://www.enisa.europa.eu/publications/corporate/enisa-strategy
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Basic keys of such strategy are: 

 
a. Anticipate and support Europe in facing emerging network and information security chal-
lenges.  

In this context ENISA will analyze and make available information on global cyber issues re-
garding both existing as well as new technologies and their integration, such as smart infra-
structures, Internet of Things, Cloud and Big Data and evaluate their impact on NIS and related 
challenges such as NIS aspects of data protection. To that end, ENISA will bring together Mem-
ber States relevant stakeholders, such as industry, providers of electronic communications 
networks or services available to the public, consumer groups, academic experts in network 
and information security, and representatives of national regulatory authorities related to NIS 
in order to discuss and explore NIS problems and challenges that they have encountered. 

 
b. Promote network and information security as an EU policy priority. 

ENISA will focus in particular on the implementation of the NIS Directive and at the same time 
it will support cooperation among Member States regarding EU policies and law including a 
NIS dimension in order to foster consistent EU-wide approach to their implementation 

 
c. Support Europe in maintaining state of the art NIS capacities. 

This includes the development and efficient functioning of National/Governmental CSIRTs and 
policy level collaboration between national competent authorities in the framework of the 
Cooperation Group, the development of national strategies, the establishment of necessary 
national frameworks to aid implementation of national incident reporting schemes and on 
training to improve skills. 

 
d. Foster the emerging European NIS Community 

ENISA will actively support cooperation at EU level on NIS by supporting voluntary cooperation 
among Member States CSIRTs, within the CSIRT network established by the NIS Directive as 
well as by supporting the organization of the Cyber Europe exercises which shall remain one 
of ENISA’s key priority activities Furthermore ENISA will continue to interact with Europol 

 
e. Reinforce ENISA’s impact 

Reinforcement of ENISA’s impact by way of: 

 ENISA will ensure a responsible financial management of its resources; 

 ENISA will guarantee a high level of transparency regarding its internal pro-
cesses and way of working; 

 ENISA will increase and maintain internal IT security expertise; 

 ENISA will continue to improve the quality and effectiveness of its relations 
with Member States’ NIS competent authorities; 

 ENISA will reinforce and structure its cooperation with all Union institutions, 
entities and bodies on NIS related issues. 

 

7.3. ENISA’s contribution to implementation of the NIS Directive  

ENISA’s dynamic role in the application, interpretation and implementation of the NIS Di-
rective is evident throughout the text of the Directive. More particularly, Recital 36 of the NIS 
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Directive states that “ENISA should assist the Member States and the Commission by providing 
expertise and advice and by facilitating the exchange of best practice. In particular, in the ap-
plication of this Directive, the Commission should, and Member States should be able to, con-
sult ENISA.” Recital 38 states that “In general, ENISA should assist the Cooperation Group in 
the execution of its tasks, in line with the objective of ENISA set out in Regulation (EU) No 
526/2013 of the European Parliament and the Council (1), namely to assist the Union institu-
tions, bodies, offices and agencies and the Member States in implementing the policies neces-
sary to meet the legal and regulatory requirements of network and information system secu-
rity under existing and future legal acts of the Union. In particular, ENISA should provide assis-
tance in those areas that correspond to its own tasks, as set out in Regulation (EU) No 
526/2013, namely analysing network and information system security strategies, supporting 
the organisation and running of Union exercises relating to the security of network and infor-
mation systems, and exchanging information and best practice on awareness-raising and 
training. ENISA should also be involved in the development of guidelines for sector-specific cri-
teria for determining the significance of the impact of an incident”. Finally, Recital 69 states 
that “When adopting implementing acts on the security requirements for digital service pro-
viders, the Commission should take the utmost account of the opinion of ENISA”.   

ENISA’s contribution to security of NIS and in particular to the application of the Directive’s 
provisions is also apparent in ENISA’s programming document 2018-2020 
(https://www.enisa.europa.eu/publications/corporate-documents/enisa-programming-doc-
ument-2018-2020), as well as in ENISA’s strategy 2018-2020 https://www.enisa.eu-
ropa.eu/publications/corporate/enisa-strategy. In both documents is pointed out that “the 
adoption of the NIS directive will require the development of further areas of action in order to 
accompany the evolution of NIS in Europe. ENISA will, in particular, play a key role in: steering 
NIS operational cooperation by actively supporting Member States’ CSIRTs’ cooperation within 
the future European CSIRTs Network between the Member States and the institutions. ENISA 
will provide thereby input and expertise to policy-level collaboration between national compe-
tent authorities in the framework of the Cooperation Group, supporting the reinforcement of 
the NIS of Union institutions close cooperation with CERT-EU and with the institutions them-
selves. In parallel, ENISA will continue to contribute to the reinforcement of NIS as a driver of 
the DSM and more generally of economic growth in Europe, including the development of NIS 
and related ICT industries in Europe”. 

 

7.4. ENISA and incident notification for Digital Service Providers 

7.4.1. General 

In the context of NIS Directive, DSPs are burdened with incident reporting obligations (Article 
16 of the Directive). ENISA, in an effort to assist Member States and consequently digital ser-
vice providers in implementing the respective provisions, has published a report regarding 
incident notification for DSPs in the context of the NIS Directive.  

The goal and objective of the document, as stated in its first par. 1.1. is “to develop a set of 
guidelines for all concerned stakeholders (EU level authorities, public, private), aimed at sup-
porting the implementation of the NIS Directive (hereafter referred to as “the Directive” or 
“NISD”) requirements regarding mandatory incident notification”. 

As already mentioned, the report highlights the light-touch approach applied to digital service 
providers against operators of essential services (see analysis in 4.3.1. above). It is hereby re-
ferred that the report understands the light-touch approach as follows: 

 Member States are not allowed to impose any further security or notification require-
ments on DSPs besides the ones foreseen in the Directive; 

https://www.enisa.europa.eu/publications/corporate-documents/enisa-programming-document-2018-2020
https://www.enisa.europa.eu/publications/corporate-documents/enisa-programming-document-2018-2020
https://www.enisa.europa.eu/publications/corporate/enisa-strategy
https://www.enisa.europa.eu/publications/corporate/enisa-strategy
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 Jurisdiction is based on the criteria of the main establishment of a DSP within one 
Member State, meaning that it has to comply only with the national rules of one MS; 

 Only ex-post supervision is allowed form the competent authority; 

 The minimum-security requirements for DSPs should be lighter than those of the OES, 
and they should remain free to take the measures that they deem appropriate. 

 

7.4.2. Incident notification as part of the overall incident management process 

In ENISA’s paper, incident notification is addressed as a part of the overall information security 
incident management process, as this is defined by ISO/IEK 27000:2016. This standard to-
gether with the ISO/IEC 27035 one (that is totally dedicated to information security incident 
management), are declared to be used by 65% of the DSPs that participated in ENISA’s stock-
talking exercise. According to the ISO/IEC 27035 standard, the incident management process 
is divided in five phases:  

 plan and prepare 

 detect and report 

 assessment and decision  

 response  

 lesson learnt 
The report states that “the incident notification process brought by the NIS Directive could 

work in the standard as an additional “incident notification for compliance”.  

 

7.4.3. Types of incidents covered by the NIS Directive 

With regard to the types of incidents covered by the NIS Directive, the report, by combining 
notions included in the Directive’s provisions, such as incident, security of network and infor-
mation systems, adverse effect, concludes to a definition of the “incident”, that is: 

“Any incident affecting the availability, authenticity, integrity or confidentiality of data stored, 
transmitted or processed by a digital service provider (DSP) through network and information 
systems, which has a substantial impact on the provision of the digital service offered”. 

It could therefore be summarized that availability, confidentiality, integrity, and authentic-
ity are the four “properties or protection goals” that a digital service must assure under the 
NISD. 

ENISA’s guidelines provide additional interpretation of “availability”, “confidentiality”, “integ-
rity” and “authenticity”. More specifically, regarding the notion of availability, when the ser-
vices provided become unavailable to customers for a certain period, the incident should be 
reported under the provisions of the Directive. 

In case of confidentiality and given the fact that the provisions of the Directive can overlap 
with existing regulations (for instance the GDPR), it is clarified that GDPR covers the privacy of 
personal data and the NISD covers the confidentiality of the service offered and the underlying 
data. On this basis incidents that can be classified as simple data breaches but do not affect 
the proper provision of the service should not be reported under the NISD. With respect to 
integrity of the service (client data processed through the service) the guidelines state that 
any kind of event that affects the integrity of client data, if it reaches the critical thresholds to 
be deemed substantial, has to be reported. Finally, authenticity is defined by ISO IEC 
27000:2016 as the “property that an entity is what it claims to be”. The online identity of an 
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entity is mostly proven through digital certificates, therefore compromising the digital certifi-
cate of the entity could fall within the notion of the incident that needs to be reported by a 
DSP.  

The report concludes that regardless of the categorization of incidents into specific types that 
should be reported in the context of the Directive, in some cases the interpretation might be 
difficult. In other words an incident must fulfil many parameters and thresholds so that it can 
be categorized as reportable.  

 

7.4.4. Determining substantial incidents 

As already mentioned above under 5.2.2., the definition of “substantial impact” is another 
definition that is not included in the Directive. There is reference to the parameters that 
should be taken into account when assessing if an incident is substantial but not a clear defi-
nition of the term. The paper concludes that an efficient EU-wide incident reporting policy 
should be developed in order to achieve EU level harmonization in terms of incident notifica-
tion. The adoption of common thresholds is essential to this end. As the paper further men-
tions “An incident notification policy without thresholds would only create further confusion 
and possible discriminatory practices against DSPs due to different approaches adopted by 
the Member States”. Finally, the guidelines propose a procedure/algorithm for determining 
the impact of incidents (see par. 3.4.1. of the guidelines, page 29). 

 
 

PART B. Regulation (EU) 2016/679 of the European Parliament and of 
the Council on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data 
and repealing Directive 95/46/EC (General Data Protection Regulation). 

 

1. The GDPR purpose and scope 

The General Data Protection Regulation (GDPR) is the successor of Directive 95/46/EC of 24 
October 1995. The EU Data Protection Directive was the answer to EU Member States’ differ-
ent approaches to privacy and a major effort to try and harmonize data privacy laws across 
Europe. In this context, for more than 25 years, and regardless of the fact that is was drafted 
at a time that the internet was largely unknown to the public, it served its purpose as a suc-
cessful tool for the protection of persons privacy and their data in the EU. However even 
though it tried, and to a great extent managed, to bring together national laws, it was still a 
Directive and, as such, it left some space for interpretations and adaptations when being im-
plemented by each Member State. This fact together with the constantly changing technolog-
ical environment and the increasingly data-driven world, asked for an update of the data pro-
tection regulatory framework in the EU. The world came to the realization that data protection 
is no longer perceived as a local phenomenon, but as an EU matter that needs to be addressed 
directly by the EU in a common manner. GDPR as a regulatory tool of catholic and direct effect 
intends to address any inconsistency in national laws, to succeed a harmonized data approach 
among Member States and consequently to safeguard the rights of any person whose per-
sonal data are being processed across the EU.  

GDPR entered into force in May 2016 and will become fully enforceable in May 2018 
throughout the European Union. Its adoption was the result of five years of continuous legis-
lative effort, which begun in 2009 through release of a relevant public Consultation by the 
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Commission. This was followed by the Commission’s relevant Communication in 2010. After 
all major participants in the process (the Council, the Parliament, the EDPS and the Article 29 
Working Party) published their views, the first stage was concluded in 2012, when the Com-
mission released its drafts for the Regulation and the Directive respectively. Work was subse-
quently passed on to the Council and the Parliament, who took turns in amending the Com-
mission’s above two drafts. Once the trilogue was completed, the procedure was unexpect-
edly accelerated, and the Commission announced the final conclusion of the process on 16 
December 2015. The final texts were published a bit later, on April of 2016, in the official 
Journal. 

The regulatory reform includes, except for the regulation a Directive, the Police and Criminal 
Justice Data Protection Directive (Directive 680/2016), that shall replace the 2008 Data Pro-
tection Framework Decision. Any further reference to the Directive and its provisions is well 
beyond the purposes of this analysis, therefore here it is merely noted for picture complete-
ness purposes. Personal data processing under the FORTIKA project is expected to fall within 
the GDPR boundaries.  

 

2. Definitions 

2.1. Personal Data 

The definition of “personal data” is included in Article 4(1) of the GDPR: personal data means 
any information relating to an identified or identifiable natural person (‘data subject’); an 
identifiable natural person is one who can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, an identification number, location data, an online 
identifier or to one or more factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person. The notion of “identifiability” is 
further analyzed in the Regulation and more specifically in Recital 26 where a proportionality 
test is used in order to asses each time what data may pertain to identifiable individuals. The 
recital reads as follows: “To determine whether a natural person is identifiable, account should 
be taken of all the means reasonably likely to be used, such as singling out, either by the con-
troller or by another person to identify the natural person directly or indirectly. To ascertain 
whether means are reasonably likely to be used to identify the natural person, account should 
be taken of all objective factors, such as the costs of and the amount of time required for iden-
tification, taking into consideration the available technology at the time of the processing and 
technological developments”. if the test is not passed, then such data are considered anony-
mous and the law does not apply on them. 

The generic definition of personal data, where all data, that do not belong to a special cate-
gory, fall, is followed by the definitions of a) genetic data that means personal data relating 
to the inherited or acquired genetic characteristics of a natural person which give unique in-
formation about the physiology or the health of that natural person and which result, in par-
ticular, from an analysis of a biological sample from the natural person in question; b) bio-
metric data that means personal data resulting from specific technical processing relating to 
the physical, physiological or behavioral characteristics of a natural person, which allow or 
confirm the unique identification of that natural person, such as facial images or dactyloscopic 
data; and c) data concerning health that means personal data related to the physical or men-
tal health of a natural person, including the provision of health care services, which reveal 
information about his or her health status. The first two categories constitute additions in the 
data protection field that come as a result of scientific developments in their respective fields. 
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All these different categories of data fall within the notion of “special categories” of personal 
data. It is mentioned that the term “sensitive data” is replaced in the text of the new Regula-
tion by the term “special categories of data”. However, Recital 10 clearly identifies the two 
notions by referring to special categories of personal data as sensitive data. Article 9 (2) of the 
GDPR states that processing of personal data revealing racial or ethnic origin, political opin-
ions, religious or philosophical beliefs, or trade union membership, and the processing of ge-
netic data, biometric data for the purpose of uniquely identifying a natural person, data con-
cerning health or data concerning a natural person's sex life or sexual orientation shall be 
prohibited. Exceptions to this rule are included in par. 2 of Article 9.  

Finally, the Regulation introduces a new notion in the data protection field, that of “pseudon-
ymisation”. This addition was first made by the Parliament and was later upheld by the Coun-
cil. In essence, pseudonymisation means “the processing of personal data in such a manner 
that the personal data can no longer be attributed to a specific data subject without the use 
of additional information, provided such additional information is kept separately and subject 
to technical and organizational measures to ensure that the personal data are not attributed 
to an identified or identifiable person” (Art. 4(5)). Whether such data constitute a sub-category 
of personal data is clearly given in the GDPR Recitals. According to Recital 26, “personal data 
which have undergone pseudonymisation, which could be attributed to a natural person by 
the use of additional information should be considered to be information on an identifiable 
natural person”. 

 

2.2. “Processing” of personal data 

A definition of “processing” of personal data is provided under Article 4(2) of the Regulation. 
Processing therefore means “any operation or set of operations which is performed on per-
sonal data or on sets of personal data, whether or not by automated means, such as collection, 
recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, 
use, disclosure by transmission, dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction”. The processing principles are described be-
low under 3.  

The Regulation makes explicit reference to processing of special categories of personal data 
in its article 9. In this context, apart from the basic principles that should apply to any pro-
cessing of personal data, in the event that special categories for data are concerned, pro-
cessing shall be prohibited. Article 9(2) names the exceptions to this general prohibition. In 
particular, paragraph 1 shall not apply if one of the following applies: 

a) the data subject has given explicit consent to the processing of those personal data 
for one or more specified purposes, except where Union or Member State law provide 
that the prohibition referred to in paragraph 1 may not be lifted by the data subject; 

b) processing is necessary for the purposes of carrying out the obligations and exercising 
specific rights of the controller or of the data subject in the field of employment and 
social security and social protection law in so far as it is authorized by Union or Mem-
ber State law or a collective agreement pursuant to Member State law providing for 
appropriate safeguards for the fundamental rights and the interests of the data sub-
ject; 

c) processing is necessary to protect the vital interests of the data subject or of another 
natural person where the data subject is physically or legally incapable of giving con-
sent; 
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d) processing is carried out in the course of its legitimate activities with appropriate safe-
guards by a foundation, association or any other not-for-profit body with a political, 
philosophical, religious or trade union aim and on condition that the processing re-
lates solely to the members or to former members of the body or to persons who have 
regular contact with it in connection with its purposes and that the personal data are 
not disclosed outside that body without the consent of the data subjects; 

e) processing relates to personal data which are manifestly made public by the data sub-
ject; 

f) processing is necessary for the establishment, exercise or defence of legal claims or 
whenever courts are acting in their judicial capacity; 

g) processing is necessary for reasons of substantial public interest, on the basis of Union 
or Member State law which shall be proportionate to the aim pursued, respect the 
essence of the right to data protection and provide for suitable and specific measures 
to safeguard the fundamental rights and the interests of the data subject; 

h) processing is necessary for the purposes of preventive or occupational medicine, for 
the assessment of the working capacity of the employee, medical diagnosis, the pro-
vision of health or social care or treatment or the management of health or social care 
systems and services on the basis of Union or Member State law or pursuant to con-
tract with a health professional and subject to the conditions and safeguards referred 
to in paragraph 3; 

i) processing is necessary for reasons of public interest in the area of public health, such 
as protecting against serious cross-border threats to health or ensuring high standards 
of quality and safety of health care and of medicinal products or medical devices, on 
the basis of Union or Member State law which provides for suitable and specific 
measures to safeguard the rights and freedoms of the data subject, in particular pro-
fessional secrecy; 

j) processing is necessary for archiving purposes in the public interest, scientific or his-
torical research purposes or statistical purposes in accordance with Article 89(1) 
based on Union or Member State law which shall be proportionate to the aim pur-
sued, respect the essence of the right to data protection and provide for suitable and 
specific measures to safeguard the fundamental rights and the interests of the data 
subject. 

 

 

2.3. Controllers – processors  

According to Article 4(7) controller means the natural or legal person, public authority, agency 
or other body which, alone or jointly with others, determines the purposes and means of the 
processing of personal data; where the purposes and means of such processing are deter-
mined by Union or Member State law, the controller or the specific criteria for its nomination 
may be provided for by Union or Member State law. The Regulation make a significant contri-
bution in personal data processing role allocation, by introducing “joint controllers” in the EU 
data protection model. Article 26 of the Regulation states that “Where two or more control-
lers jointly determine the purposes and means of processing, they shall be joint controllers. 
They shall in a transparent manner determine their respective responsibilities for compliance 
with the obligations under this Regulation”. 

As per article 4(8) processor means a natural or legal person, public authority, agency or other 
body which processes personal data on behalf of the controller. 
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2.4. The case of SMEs 

Special reference is made under the Regulation as far as micro, small and medium-sized en-
terprises are concerned. More specifically Recital 13 states that “a Regulation is necessary to 
provide legal certainty and transparency for economic operators, including micro, small and 
medium -sized enterprises. To take account of the specific nature for micro, small and medium-
sized enterprises, this regulation includes a derogation for organisations with fewer than 250 
employees with regard to record keeping.” The special treatment of SMEs under GDPR is also 
apparent in Recital 167 which mentions that the Commission should consider specific 
measures for micro, small and medium-sized enterprises. The specific needs of micro, small 
and medium-sized enterprises should also be taken into account when drawing up codes of 
conduct according to article 40 of the Regulation. This is also the case when establishing data 
protection certification mechanisms (article 42). 

 

3. The GDPR processing principles 

3.1. The personal data processing principles in general  

Principles relating to processing of personal data are listed in Article 5 of the GDPR.  Compared 
to EU Directive, it could be assessed that the basic EU data protection principles, as included 
in said article, gained a more meaningful title and are worded in a more solid way. Most im-
portantly, the principles of transparency and accountability are welcome additions to their list 
that have been long discussed within the data protection community and are expected to offer 
substantially to individual protection. 

In this context Article 5 of the Regulation reads as follows:  

1. Personal data shall be:  

a) processed lawfully, fairly and in a transparent manner in relation to the data subject 
(‘lawfulness, fairness and transparency’)  

b) collected for specified, explicit and legitimate purposes and not further processed in 
a manner that is incompatible with those purposes; further processing for archiving 
purposes in the public interest, scientific or historical research purposes or statistical 
purposes shall, in accordance with Article 89(1), not be considered to be incompatible 
with the initial purposes (‘purpose limitation’);  

c) adequate, relevant and limited to what is necessary in relation to the purposes for 
which they are processed (‘data minimization’);  

d) accurate and, where necessary, kept up to date; every reasonable step must be taken 
to ensure that personal data that are inaccurate, having regard to the purposes for 
which they are processed, are erased or rectified without delay (‘accuracy’);  

e) kept in a form which permits identification of data subjects for no longer than is nec-
essary for the purposes for which the personal data are processed; personal data may 
be stored for longer periods insofar as the personal data will be processed solely for 
archiving purposes in the public interest, scientific or historical research purposes or 
statistical purposes in accordance with Article 89(1) subject to implementation of the 
appropriate technical and organizational measures required by this Regulation in or-
der to safeguard the rights and freedoms of the data subject (‘storage limitation’) 

f) processed in a manner that ensures appropriate security of the personal data, includ-
ing protection against unauthorized or unlawful processing and against accidental 
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loss, destruction or damage, using appropriate technical or organizational measures 
(‘integrity and confidentiality’). 

2. The controller shall be responsible for, and be able to demonstrate compliance with, 
paragraph 1 (‘accountability’). 

 

To sum up, the six principles to which any personal data processing must adhere could be 
synopsized as follows: 

- Lawfulness, fairness and transparency: personal data should be processed in a lawful, 
fair and transparent manner 

- Limited purpose: personal data should be collected for specific explicit and legitimate 
purposes and not further processed in a manner that is incompatible with those pur-
poses 

- Data minimization: adequate, relevant and limited to what is necessary in relation to 
the purposes for which they are processed 

- Accuracy: personal data must be accurate and updated. Any inaccurate data should 
be erased or rectified. 

- Storage limitation: personal data shouldn’t be kept for longer than is necessary for 
the purposes for which such personal data is processed 

- Integrity and confidentiality: personal data should be processed in a manner that en-
sures appropriate security 

   

3.2. Fair lawful and transparent processing 

According to Article 5.1(a) of the EU GDPR, “personal data shall be processed lawfully, fairly 
and in a transparent manner in relation to the data subject (lawfulness, fairness and transpar-
ency)”. This principle of lawfulness of processing is further defined in its Article 6, where it is 
stated that “processing of personal data shall be lawful only if and to the extent that at least 
one of the following applies: (a) the data subject has given consent to the processing of their 
personal data for one or more specific purposes; (b) processing is necessary for the perfor-
mance of a contract to which the data subject is party or in order to take steps at the request 
of the data subject prior to entering into a contract; (c) processing is necessary for compliance 
with a legal obligation to which the controller is subject; (d) processing is necessary in order to 
protect the vital interests of the data subject or of another natural person; (e) processing is 
necessary for the performance of a task carried out in the public interest or in the exercise of 
official authority vested in the controller; (f) processing is necessary for the purposes of the 
legitimate interests pursued by the controller or by a third party, except where such interests 
are overridden by the interests or fundamental rights and freedoms of the data subject which 
require protection of personal data, in particular where the data subject is a child. This shall 
not apply to processing carried out by public authorities in the performance of their tasks”. 
Consequently, the principle of lawfulness of the processing requires that one of the above 
legal bases is used for the processing of personal data. In other words the principle of lawful-
ness of the processing means that personal data processing needs to have a solid legal starting 
point (consent or a legal mandate or any other recognized or legitimate starting point) as well 
as a certain quality. 

To sum up, under the new Regulation, the lawful grounds for processing operations continue 
to be altogether six: consent, performance of a contract, compliance with a legal obligation, 
protection of vital interests, public interest, and overriding interest of the controller. 

As far as the principle of transparency is concerned, article 5.1(a) of the EU GDPR states that 
personal data must also be processed in a transparent manner. Further guidance on what 
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transparency exactly means is provided in Recital 39: “[…] It should be transparent to natural 
persons that personal data concerning them are collected, used, consulted or otherwise pro-
cessed and to what extent the personal data are or will be processed. The principle of trans-
parency requires that any information and communication relating to the processing of those 
personal data be easily accessible and easy to understand, and that clear and plain language 
be used. That principle concerns, in particular, information to the data subjects on the identity 
of the controller and the purposes of the processing and further information to ensure fair and 
transparent processing in respect of the natural persons concerned and their right to obtain 
confirmation and communication of personal data concerning them which are being pro-
cessed. Natural persons should be made aware of risks, rules, safeguards and rights in relation 
to the processing of personal data and how to exercise their rights in relation to such pro-
cessing. In particular, the specific purposes for which personal data are processed should be 
explicit and legitimate and determined at the time of the collection of the personal data.”. 

It is worth mentioning that a new provision has been inserted in the text of the regulation, 
warranting a significant level of autonomy to Member States. IN particular “Member States 
may maintain or introduce more specific provisions to adapt the application of the rules of 
this Regulation with regard to processing for compliance with points (c) and (e) of paragraph 
1 by determining more precisely specific requirements for the processing and other measures 
to ensure lawful and fair processing including for other specific processing situations as pro-
vided for in Chapter IX”. 

 

3.3. The principle of accountability 

According to Article 5.2 of the EU GDPR, “the controller shall be responsible for and be able to 
demonstrate compliance with paragraph 1 [the basic personal data processing principles]”. 
Consequently, it is the task of the data controller to take the necessary measures within its 
organization in order to be able to demonstrate both to the individuals concerned and to any 
future controls by the Data Protection Authorities that the data protection law has been ob-
served. This may include anything from simply applying through internal policies to the provi-
sions of the law to appointing a Data Protection Officer or conducting Data Protection Impact 
Assessments. 

 

4. Individual consent 

Individual consent is arguably the most important legal ground for personal data processing 
to take place. All other possible legal grounds (performance of a contract, legal obligation, 
vital interests, public interest, overriding interest of the controller) refer to case-specific situ-
ations that lie more or less outside an individual’s sphere of control. in a way, personal data 
processing under the remaining legal grounds listed in the Regulation takes place regardless 
whether the individuals concerned approve it or not. 

According to article 4(11) consent is defined as follows: consent of the data subject means any 
freely given, specific, informed and unambiguous indication of the data subject's wishes by 
which he or she, by a statement or by a clear affirmative action, signifies agreement to the 
processing of personal data relating to him or her; 

More guidelines are given under recital 32: Consent should be given by a clear affirmative act 
establishing a freely given, specific, informed and unambiguous indication of the data subject's 
agreement to the processing of personal data relating to him or her, such as by a written 
statement, including by electronic means, or an oral statement. This could include ticking a 
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box when visiting an internet website, choosing technical settings for information society ser-
vices or another statement or conduct which clearly indicates in this context the data subject's 
acceptance of the proposed processing of his or her personal data. Silence, pre-ticked boxes 
or inactivity should not therefore constitute consent. Consent should cover all processing ac-
tivities carried out for the same purpose or purposes. When the processing has multiple pur-
poses, consent should be given for all of them. If the data subject's consent is to be given 
following a request by electronic means, the request must be clear, concise and not unneces-
sarily disruptive to the use of the service for which it is provided” 

Article 7 of the Regulation recites the conditions for consent. In this context it is the controller 
that shall be responsible to demonstrate that the data subject has consented to processing of 
his or her personal data. Furthermore, if the consent is given in the context of a written dec-
laration which also concerns other matters, the request for consent shall be presented in a 
manner which is clearly distinguishable from the other matters. Paragraph three, concerns 
consent withdrawal that can be given at any time but of course does not act retrospectively. 
Finally, paragraph 4, which could be read together with paragraph 2, evidently aims at rein-
forcing individual freedom to decide w whether to consent to its data being processed in the 
event of “performance of a contract, including the provision of a service, is conditional on 
consent to the processing of personal data that is not necessary for the performance of that 
contract”. 

Special reference is made to the conditions applicable to child’s consent in relation to infor-
mation society services (Article 8 of the GDPR).   

 

5. The GDPR rights afforded to individuals (data subjects) 

One of the basic elements of EU data protection refers to a special set of rights granted to 
individuals in order to facilitate exercise of their right to data protection. The new Regulation 
essentially follows the structure found in the EU Directive, adding however newcomers to the 
rights’ list and providing far more detail on the “modalities” relevant to their exercise. Rights 
of the data subject are described in Chapter III of the GDPR. In particular, Article 12 sets the 
way (the “modalities”) that all of the following rights listed under Chapter III of the Regulation 
are to be exercised: the general principle of transparency is made concrete in the data sub-
ject’s rights context, in its paragraph 1, and specific instructions are addressed to controllers, 
in the remaining paragraphs, on how to respond to data subjects’ requests. More particularly, 
the controller shall, among others, take appropriate measures to provide any information re-
ferred to in Articles 13 and 14 and any communication under Articles 15 to 22 and 34 to the 
data subject in a concise, transparent, intelligible and easily accessible form, using clear and 
plain language. The controller shall facilitate the exercise of data subject rights under Articles 
15-22 without undue delay. The controller shall also provide information on action taken on 
a request under Articles 15-22. Information provided under Articles 13 and 14 and any com-
munication and any actions taken under Articles 15 to 22 and 34 shall be provided free of 
charge. 

 

5.1. The right to information 

The right to information is regulated in two articles, namely Articles 13 and 14. Distinction is 
made between cases where the information was obtained from the data subject and other 
cases. In this context, article 13 regulates the case where personal data have been collected 
form the data subject. In this case, the controller shall at the time when personal data are 
obtained, provide the data subject with the following information:  
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a) the identity and the contact details of the controller and, where applicable, of the 
controller's representative;  

b) the contact details of the data protection officer, where applicable; 

c) the purposes of the processing for which the personal data are intended as well as 
the legal basis for the processing; 

d) where the processing is based on point (f) of Article 6(1), the legitimate interests 
pursued by the controller or by a third party; 

e) the recipients or categories of recipients of the personal data, if any; 

f) where applicable, the fact that the controller intends to transfer personal data to a 
third country or international organization and the existence or absence of an adequacy deci-
sion by the Commission, or in the case of transfers referred to in Article 46 or 47, or the second 
subparagraph of Article 49(1), reference to the appropriate or suitable safeguards and the 
means by which to obtain a copy of them or where they have been made available. 

Paragraph 2 of Article 13 lists the additional information the controller shall provide to the 
data subject when collecting his/her personal data, such as the period for which the personal 
data will be stored, the existence of the right to request access to the data or erasure, the 
right to withdraw consent at any tome etc.  

Article 14 lists the information to be provided to data subject where personal data have not 
been obtained from the data subject. Attention should be given to the exemptions set in favor 
of data controllers in such case. In particular the right to information does not apply, among 
others, when “the provision of such information proves impossible or would involve a dispro-
portionate effort” and also as per Member State law (par. 5 of Article 14). These are broad 
exemptions that could render in practice the right to information irrelevant. On the other 
hand, attention ought also to be given to information to be provided in the event of further 
processing; in that case the controller needs to inform data subjects accordingly “prior to that 
further processing” (Art. 13 par. 3 and 14 par. 4). 

 

5.2. The right to access the data 

The right of access occupies Article 15 in the Regulation. The wording more or less follows that 
of the 1995 Directive, including again reference to the right to rectification, in paragraph 1(e), 
that however by now is regulated in a single, standalone article, in article 16. Here again details 
are provided as to the actual exercise of the right to access information by individuals. In more 
detail the data subject shall have the right to obtain from the controller confirmation as to 
whether or not personal data concerning him or her are being processed, and, where that is 
the case, access to the personal data and specific information such as the purpose of the pro-
cessing, the recipients to whom the data have been or will be disclosed, the right to request 
rectification etc. 

 

5.3. The right to erasure (right to be forgotten) 

Article 17 of the Regulation grants individuals the right to have their personal information 
deleted by data controllers if specific conditions listed in its paragraph 1 are met (points a–f), 
among which is the withdrawal of consent. In the event that the controller has made such 
data public, reasonable steps (including technical measures) will be taken to notify their re-
cipients accordingly. Finally, the “right to be forgotten” (actually, to erasure of data) will not 
be applicable if it contrasts with the rights of freedom of expression and information as well 
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as for several other, more expected, legal grounds (compliance with a legal obligation, public 
interest, archiving purposes, etc., as set in paragraph 3). In more detail, article 17 reads as 
follows: 

“1. The data subject shall have the right to obtain from the controller the erasure of 
personal data concerning him or her without undue delay and the controller shall have the 
obligation to erase personal data without undue delay where one of the following grounds 
applies: a) the personal data are no longer necessary in relation to the purposes for which they 
were collected or otherwise processed; b) the data subject withdraws consent on which the 
processing is based according to point (a) of Article 6(1), or point (a) of Article 9(2), and where 
there is no other legal ground for the processing; c) the data subject objects to the processing 
pursuant to Article 21(1) and there are no overriding legitimate grounds for the processing, or 
the data subject objects to the processing pursuant to Article 21(2); d) the personal data have 
been unlawfully processed; e) the personal data have to be erased for compliance with a legal 
obligation in Union or Member State law to which the controller is subject; f) the personal data 
have been collected in relation to the offer of information society services referred to in Arti-
cle 8(1). 

2. Where the controller has made the personal data public and is obliged pursuant to 
paragraph 1 to erase the personal data, the controller, taking account of available technology 
and the cost of implementation, shall take reasonable steps, including technical measures, to 
inform controllers which are processing the personal data that the data subject has requested 
the erasure by such controllers of any links to, or copy or replication of, those personal data. 

3.   Paragraphs 1 and 2 shall not apply to the extent that processing is necessary: 

a) for exercising the right of freedom of expression and information;  

b) for compliance with a legal obligation which requires processing by Union 
or Member State law to which the controller is subject or for the performance of a task 
carried out in the public interest or in the exercise of official authority vested in the 
controller;  

c) for reasons of public interest in the area of public health in accordance with 
points (h) and (i) of Article 9(2) as well as Article 9(3);  

d) for archiving purposes in the public interest, scientific or historical research 
purposes or statistical purposes in accordance with Article 89(1) in so far as the right 
referred to in paragraph 1 is likely to render impossible or seriously impair the achieve-
ment of the objectives of that processing; or  

e) for the establishment, exercise or defense of legal claims”. 

 

5.4. The right to object 

The right to object is laid down in Article 21 of the Regulation. The exercise by an individual of 
its right to object to its personal data being processed by a controller essentially includes a 
balancing of rights and legitimate interests: on the one hand an individual is interested in hav-
ing its data no longer processed (not necessarily deleted, however) and on the other hand a 
controller may have an interest in continuing to process such data despite the individuals’ 
objections. In particular, par. 1 of article 21 reads as follows: “The data subject shall have the 
right to object, on grounds relating to his or her particular situation, at any time to processing 
of personal data concerning him or her which is based on point (e) or (f) of Article 6(1), includ-
ing profiling based on those provisions. The controller shall no longer process the personal 
data unless the controller demonstrates compelling legitimate grounds for the processing 
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which override the interests, rights, and freedoms of the data subject or for the establishment, 
exercise or defense of legal claims”. 

 

5.5. Restrictions  

Article 23 lists the grounds on which the rights of the data subject or the principles relating to 
processing may be restricted by way of a legislative measure. Article 23 of the GDPR reads as 
follows: Union or Member State law to which the data controller or processor is subject may 
restrict by way of a legislative measure the scope of the obligations and rights provided for in 
Articles 12 to 22 and Article 34, as well as Article 5 in so far as its provisions correspond to the 
rights and obligations provided for in Articles 12 to 22, when such a restriction respects the 
essence of the fundamental rights and freedoms and is a necessary and proportionate meas-
ure in a democratic society to safeguard:  

a) national security;  

b) defense;  

c) public security;  

d) the prevention, investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, including the safeguarding against and the prevention of 
threats to public security;  

e) other important objectives of general public interest of the Union or of a Mem-
ber State, in particular an important economic or financial interest of the Union or of a Mem-
ber State, including monetary, budgetary and taxation a matters, public health and social se-
curity;  

f) the protection of judicial independence and judicial proceedings;  
g) the prevention, investigation, detection, and prosecution of breaches of ethics for 
regulated professions; 

h) a monitoring, inspection or regulatory function connected, even occasionally, to the exer-
cise of official authority in the cases referred to in points (a) to (e) and (g); 

i) the protection of the data subject or the rights and freedoms of others; 

j) the enforcement of civil law claims. 

 

6. Data Breach Notifications 

Data breach notification is a data protection novelty that originated in the ePrivacy Directive 
but in the meantime was considered a successful enough measure to find generalized use 
through introduction in the text of the Regulation (in Art. 33 and 34). A “personal data breach” 
is defined in the text of the Regulation, in Article 4(12) as “a breach of security leading to the 
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, 
personal data transmitted, stored or otherwise processed”. When this happens, controllers 
shall according to article 31, par. 1 the “without undue delay and, where feasible, not later 
than 72 hours after having become aware of it, notify the personal data breach to the super-
visory authority competent in accordance with Article 55, unless the personal data breach is 
unlikely to result in a risk to the rights and freedoms of natural persons. Where the notification 
to the supervisory authority is not made within 72 hours, it shall be accompanied by reasons 
for the delay”. The obligation of notifications burdens the processor as well, who, shall notify 
the controller without undue delay after becoming aware of a personal data breach (article 
33 par.2). Paragraph 3 lists the minimum information the notification must contain. It shall 
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describe the nature of the data breach, the name and contact details of the data protection 
officer, describe the likely consequences of the personal data breach and the measures taken 
or proposed to be taken by the controller to address the personal data breach.   

Article 34 of the GDPR refers to the case where the personal data breach is likely to result in 
a high risk to the rights and freedoms of natural persons. In this case the controller shall com-
municate such breach to the data subject without undue delay. The communication to the 
data subject shall describe in clear and plain language the nature of the personal data breach 
and contain at least the information and measures referred to in article 33(3). The third para-
graph of article 34 sets the conditions under which the communication to the data subject is 
not required. In particular par. 3 reads as follows “The communication to the data subject 
referred to in paragraph 1 shall not be required if any of the following conditions are met: a) 
the controller has implemented appropriate technical and organizational protection 
measures, and those measures were applied to the personal data affected by the personal 
data breach, in particular those that render the personal data unintelligible to any person who 
is not authorized to access it, such as encryption B) the controller has taken subsequent 
measures which ensure that the high risk to the rights and freedoms of data subjects referred 
to in paragraph 1 is no longer likely to materialize; c) it would involve disproportionate effort. 
In such a case, there shall instead be a public communication or similar measure whereby the 
data subjects are informed in an equally effective manner. 

 

7. Data Protection Authorities 

Data Protection Authorities (DPAs) constitute a pillar for the EU data protection model, are 
considered a successful mechanism for monitoring and enforcing data protection within their 
respective jurisdictions. They occupy Chapter VI of the Regulation, while the necessary in view 
of the Regulation’s direct effect provisions on the so-called one-stop-shop and the consistency 
mechanisms are found in Chapter VII.  

In more detail, article 51 states that each Member State shall provide for one or more inde-
pendent public authorities to be responsible for the application of the Regulation. The super-
visory authorities shall cooperate with each other and the Commission, whereas where more 
than one supervisory authority is established in a Member State, that Member State shall des-
ignate the supervisory authority which is to represent those authorities in the Board. Article 
52 establishes the independence of each supervisory authority. 

According to article 55 “Each supervisory authority shall be competent for the performance 
of the tasks assigned to and the exercise of the powers conferred on it in accordance with this 
Regulation on the territory of its own Member State”. Furthermore, the notion of “lead su-
pervisory authority” is introduced in article 56 which reads as follows Without prejudice to 
Article 55, the supervisory authority of the main establishment or of the single establishment 
of the controller or processor shall be competent to act as lead supervisory authority for the 
cross-border processing carried out by that controller or processor in accordance with the 
procedure provided in Article 60. Finally, the tasks and powers of supervisory authorities are 
listed in Articles 57 and 58 of the GDPR. 

Cooperation between the lead supervisory authority and the other supervisory authorities 
concerned is regulated under article 60 of the Regulation. In this context the lead authority 
and the other supervisory authorities shall cooperate and exchange information. Further-
more, they shall provide mutual assistance when requested by the lead supervisory authority 
(article 61) whereas all of them, in cooperation, may conduct joint operations (article 62). 

Consistency is regulated under articles 63-67. A consistency mechanism is provided in order 
to contribute to the consistent application of the Regulation thoughout the Union (article 63). 
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To this end the European Data Protection Board is established as a body of the Union with 
legal personality in order to ensure the consistent application of the GDPR. (Article 68). 

 

PART C. THE FORTIKA PROJECT- IDENTIFICATION OF LEGAL ISSUES 

 

1. The Cybersecurity approach  

1.1. The Fortika project background and purpose. 

The FORTIKA project coincides with the EU Cybersecurity Strategy and its central deliverable 
– the Network and Information Security (NIS) Directive, which came into force in May 2018.  
The background of the FORTIKA project is precisely described in the first two recitals of the 
NIS Directive: “Network and information systems and services play a vital role in society. Their 
reliability and security are essential to economic and societal activities, and in particular to the 
functioning of the internal market. The magnitude, frequency and impact of security incidents 
are increasing, and represent a major threat to the functioning of network and information 
systems. Those systems may also become a target for deliberate harmful actions intended to 
damage or interrupt the operation of the systems. Such incidents can impede the pursuit of 
economic activities, generate substantial financial losses, undermine user confidence and 
cause major damage to the economy of the Union”.  

Taking the above into consideration, FORTIKA aims to (1) minimize the exposure of small and 
medium sized businesses to cyber security risks and threats, and (2) help them successfully 
respond to cyber security incidents, while relieving them from all unnecessary and costly ef-
forts of identifying, acquiring and using the appropriate cyber security solutions.  

To this end FORTIKA proposes a resilient overall cyber security solution that integrates hard-
ware and software with business needs and behavioral patterns at individual and organiza-
tional level. In more detail, a novel marketplace Platform is introduced; through this trusted 
security marketplace, users will be able to transact with Service providers and multiple third-
party Security Function Developers and choose from a number of available security services. 
The marketplace will thus enable (third-party) service providers to specify security services 
and sell or advertise these through a secure and easy to use interface.  

 

1.2.  FORTIKA platform in the context of NIS Directive  

1.2.1. The FORTIKA Platform as a Digital Service Provider 

In order to evaluate whether the FORTIKA project needs to comply with the obligations set by 
the NIS Directive, applied to operators of essential services and digital service providers, it 
should be clarified whether FORTIKA falls within one of these categories. In view of the defi-
nition of operators of essential services as a public or private entity of a type referred to in 
Annex II of the Directive (energy, transport, health etc.), which provides a service that is es-
sential for the maintenance of critical societal and/or economic activities, it could easily be 
concluded that the FORTIKA Platform could not be characterized as such. Does it fall though 
within the definition of digital service provider?  

According to Article (6) of the Directive, the definition of a digital service provider includes any 
legal person that provides a digital service. Digital service means a service within the meaning 
of point (b) of Article 1(1) of Directive (EU) 2015/1535 of the European Parliament and of the 
Council, which is of a type listed in its Annex III, namely online market place, online search 
engine and cloud computing service.  



Deliverable D2.1.1 Dissemination Level (PU) 740690–FORTIKA 

 

May 2018 36                    VUB 

 

Article 4(17) of the Directive defines online marketplace as a digital service that allows con-
sumers and/or traders as respectively defined in point (a) and in point (b) of Article 4(1) of 
Directive 2013/11/EU of the European Parliament and of the Council to conclude online sales 
or service contracts with traders either on the online marketplace's website or on a trader's 
website that uses computing services provided by the online marketplace. Furthermore, re-
cital 15 of the Directive gives an additional definition of online marketplace “An online mar-
ketplace allows consumers and traders to conclude online sales or service contracts with trad-
ers, and is the final destination for the conclusion of those contracts. It should not cover online 
services that serve only as an intermediary to third-party services through which a contract 
can ultimately be concluded. It should therefore not cover online services that compare the 
price of particular products or services from different traders, and then redirect the user to the 
preferred trader to purchase the product. Application stores, which operate as online stores 
enabling the digital distribution of applications or software programmes from third parties, 
are to be understood as being a type of online marketplace. 

The FORTIKA Platform is described as “a Marketplace that incorporates a prototype “Security 
Function Store”, following the paradigm of already successful OS-specific “App Stores”, as well 
as a Brokerage module for Security Function’s trading, SLA management and maintenance. 
This store contains security functions developed/offered by several third-party developers, 
published as independent entities and accompanied with the necessary metadata. The Store 
allows customers to select the virtual security appliances, which best match their needs, “plug” 
them into their existing connectivity services and configure/adapt them according to their 
needs. Upon receiving the user’s requests, the Marketplace jointly examines i) the available 
infrastructure resources and ii) the available security functions at the Store and comes up with 
specific economic/technical offerings and associated billing/SLA models”. 

The combination of the definitions given under the NIS Directive and the description of the 
FORTIKA Platform provided for by the Proposal’s text, lead to the conclusion that the FORTIKA 
Platform is a digital service provider and more specifically an online market place. It must 
consequently comply with the obligations the NIS Directive imposes on digital service provid-
ers for the security of their network and information systems (security requirements and inci-
dent notification). 

 

1.2.2. Compliance with security requirements: Examples of security measures  

The NIS Directive describes in its Article 16 the security requirements that digital service pro-
viders should take into consideration in order to manage the risks that threaten the security 
of the network and information system they use in order to offer their service. More specifi-
cally, according to the first paragraph of article 16, the measures that must be adopted by 
digital service providers shall take into account the following elements: 

a) The security of the systems and facilities 
b) Incident handling 
c) Business continuity management 
d) Monitoring, auditing and testing 
e) Compliance with international standards 

 

These security elements are further elaborated by Commission Implementing Regulation (EU) 
2018/151- specifications of elements of article 16 (see above under Part A, 4.3.).  

It is once again noted that the Directive is lighter when it comes to DSPs. As recital 60 states: 
”Digital service providers should be subject to light-touch and reactive ex post supervisory ac-
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tivities justified by the nature of their services and operations. The competent authority con-
cerned should therefore only take action when provided with evidence, for example by the 
digital service provider itself, by another competent authority, including a competent authority 
of another Member State, or by a user of the service, that a digital service provider is not com-
plying with the requirements of this Directive, in particular following the occurrence of an in-
cident. The competent authority should therefore have no general obligation to supervise dig-
ital service providers”. This does not mean however that the authority should be prevented 
from being fully able to exercise its supervision authority upon a DSP, should the case require 
it. 

In view of the above, FORTIKA, as a digital service provider, should comply with the Di-
rective’s provisions, in the sense that it should take all necessary measures to ensure the se-
curity of the network system it uses in the context of offering its services and consequently to 
protect the interests of the undertakings who have access to such services. It should be noted 
that in the case of digital service providers, the requirements of the Directive do not apply 
to micro- and small enterprises.  However, for the purposes of this analysis it shall be con-
sidered as best practice for the FORTIKA project to disregard this exemption and indeed 
apply the relevant requirements.  

In an effort to assist Member States and DSPs in providing a common approach regarding the 
security measures for DSPs, ENISA has issued technical guidelines with useful examples of such 
measures. Taking these into consideration, an indicative list of minimum security measures 
follows; more specifically FORTIKA could, in order to establish, implement, operate, monitor 
and continuously maintain and improve an appropriate level of security, consider and im-
plement the following: 

- perform a risk assessment (it should be performed throughout the system life cycle) 
- establish and maintain an information security policy (make the key personnel aware 

of such policy, review the security policy following incidents, etc.) 
- establish and maintain an appropriate governance and risk management framework 

to identify and address risks for the security of the offered services (create a list of 
main risks, make key personnel aware of the main risks, ensure that key personnel 
use the risk management methodology and tools, etc.) 

- assign appropriate security roles and security responsibilities to designated personnel 
(personnel is formally appointed in security roles) 

- establish and maintain a policy with security requirements for contracts with suppliers 
and customers. SLAs, security requirements in contracts, outsourcing agreements (Set 
a security policy for contracts with third-parties, perform risk analysis before entering 
any outsourcing agreement) 

- perform background checks on personnel before hiring (Perform background 
checks/screening for key personnel and external contractors, when needed and le-
gally permitted) 

- verify and ensure that personnel have sufficient security knowledge and that they are 
provided with regular security training (regularly provide key personnel with relevant 
training and material on security issues). 

- establish and maintain an appropriate process for managing changes in personnel or 
changes in their roles and responsibilities (implement policy/procedures for person-
nel changes).   

- establish and maintain policies and measures for physical and environmental security 
of datacenters such as physical access controls, alarm systems, environmental con-
trols and automated fire extinguishers (Prevent unauthorized physical access to facil-
ities and infrastructure, Document procedure for emergency cases  
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- establish and maintain procedures for detecting and responding to security incidents 
appropriately (implement industry standard systems and procedures for incident de-
tection and response) 

- establish and maintain appropriate procedures for reporting and communicating 
about security incidents (implement relevant policy) 

- establish and maintain procedures and systems for monitoring and logging of the of-
fered services (set up tools for monitoring critical systems) 

- establishes and maintains appropriate procedures for testing key network and infor-
mation systems underpinning the offered services (implement tools for automated 
testing) 

- establish and maintain a policy for checking and enforcing the compliance of internal 
policies against the national and EU legal requirements and industry best practices 
and standards (Implement policy/procedures for compliance monitoring and audit-
ing) 

- establish and maintain an appropriate policy for keeping secure the interfaces of ser-
vices which use personal data. (set a high-level security policy for keeping the cloud 
and online market interfaces secure, make key personnel aware of the security policy.  

- establish and maintain a policy which ensures that the software is developed in a man-
ner which respects security (Establish guidelines for maintaining software security) 

 

1.2.3. Incident notification 

As already mentioned above under Part A, Article 5, except for the security requirements, in 
order for a digital service provider to safeguard the security of its network and information 
system, an incident notification procedure should be followed. The obligation of DSPs to notify 
any incidents with a substantial impact on the provision of their service is regulated under 
article 16 par 2 and 3. More particular, digital service providers shall take measures to prevent 
and minimize the impact of incidents affecting the security of their systems and at the same 
time notify the competent authority or the CSIRT of any incident with a substantial impact on 
the provision of their service. The parameters to be taken into account when determining 
whether the impact of an incident is substantial are provided under article 16(4) and are fur-
ther elaborated in the Commission’s Implementing Regulation (see above under PART A 
4.3.2.-4.3.3.).  

In view of the above, FORTIKA, as a DSP operating in the EU, should comply with the incident 
notification process brought by the NISD, which is mandatory. The 4 steps included in ENISA’s 
guidelines that a DSP should follow when determining the impact of an incident, constitutes 
a useful guide and are therefore listed below, as am indicative list of steps, FORTIKA could 
implement in its effort to comply with the NIS Directive.  

 

In more detail: 

STEP 1: Identify the geographical spread of the incident   

At this level, a DSP should identify if the provision of the service concerned (NIS downtime) 
was affected within the EU political borders. If a positive result will come out, the countries 
affected should be identified. Based on the number of countries affected, the colour code of 
this parameter is to be assigned. At this stage there is no need to identify if users were indeed 
affected within EU borders, but just to identify if the service was properly accessible in EU 
Member States.  
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Question to answer on STEP 1: Does the incident affect the proper accessibility of the service 
within EU?  

 

STEP 2: Determine the extent of the disruption  

The extent of the disruption must be analyzed taking into account the 4 protection goals ex-
pressed within the Directive: integrity affected (information or output provided altered), con-
fidentiality affected (interception, unauthorized access), availability affected (service de-
graded, interrupted and/or unusable), authenticity affected (cannot be trusted). Based on the 
number of affected protection goals the impact color code is assigned. If an incident can be 
identified as affecting at least one of the 4 proper-ties above, it shall be classified as YELLOW. 
If more properties are affected the color code is attributed accordingly.  

Question to answer on STEP 2: Is the service unavailable, unusable, or unsafe to use due to 
the incident?  

 

STEP 3: Determining the USERTIME  

The two parameters “number of users affected” and “duration of the incident” were merged 
into a single one entitled USERTIME. We considered the merge necessary for achieving better 
flexibility in covering real life scenarios (very long incidents with few users affected or very 
short incidents with many users affected). USERTIME is based on relative and absolute thresh-
olds. The relative one refers to the percentage of the population being affected in one Mem-
ber State. In our example it starts from more than 5% for at least one hour, or more than 1% 
for at least 4 hours. The absolute threshold is measured in fixed values and it has to reach 
more than 60 million user-minutes per incident. For more details, please see Annex A. For this 
parameter, no color code is to be applied. If the critical threshold is exceeded, the incident 
should be reported. For the purpose of reporting, any type of user can be included, but a 
classification (based on the types enumerated in section 2.5.1) is to be preferred if the DSP is 
able to provide one.  

 

Question to answer on STEP 3: Does the impairment caused by the incident is above the ab-
solute or relative thresholds in terms of USERTIME?  

 

4. STEP 4: Determining the extent of the impact on economic and societal activities  

The overall purpose of the NISD is to protect the internal market from damages produced by 
cyber-incidents. Identifying the real economic and societal impact for every incident is chal-
lenging for both DSPs and national authorities, as most of the information needed resides 
outside their organizations. Therefore, this is mainly an estimative exercise aiming at giving 
the EU authorities a glimpse into the potential disruptive effects upon the internal market and 
EU citizens. In this respect, the approach pro-posed in step 4 is based on predefined levels of 
affected users. The more users are affected the bigger the potential impact. We do understand 
that the numbers provided might not be very illustrative for all Member States and further 
adjusting might be necessary during implementation. 

 

 

1.2.4. Cooperation with the competent authorities 



Deliverable D2.1.1 Dissemination Level (PU) 740690–FORTIKA 

 

May 2018 40                    VUB 

 

While implementing the notification process, FORTIKA as a digital service provider, shall notify 
the competent authority or the CSIRT, designated by the Member State where FORTIKA has 
its main establishment, without undue delay of any incident having a substantial impact on 
the provision of its services. Notifications shall, according to article 16(3) of the NIS Directive 
include information to enable the competent authority or the CSIRT to determine the signifi-
cance of any cross-border impact.  As per article 7(2) “the competent authorities shall have 
the necessary powers and means to require digital service providers to: (a) provide the infor-
mation necessary to assess the security of their network and information systems, including 
documented security policies; (b) remedy any failure to meet the requirements laid down in 
Article 16”.  

 

2. The Data Protection approach 

2.1. Personal data processing in the context of the FORTIKA Project. 

As elaborated in the analysis that preceded, the FORTIKA Platform’s purpose is to introduce a 
cyber security solution that will minimize the exposure of small and medium sized businesses 
to cyber security risks and threats and help them successfully respond to cyber security inci-
dents. FORTIKA’s objective is to create a B2B cyber security marketplace for SMEs to allow 
easy access to peer reviewed, existing, trusted solutions and comparative data on the basis of 
functional characteristics and pricing. To achieve this, FORTIKA project integrates software 
and hardware with business needs. In more detail and as far as hardware is concerned, this 
consists of the FORTIKA security accelerator, that will be installed locally at the enterprise 
premises and will embed and provide holistic security services tailored to the needs of the 
SMEs, while it will have the capability to collect and handle the data of a large number of 
devices or services (in several SME smart spaces: e.g. business department, shop, industrial 
environments). The accelerator will be connected to the enterprise routers.  

The technical description of the FORTIKA Project helps to conclude that the FORTIKA platform 
collects, through the accelerator, personal data and more specifically employees (of the en-
terprises that choose to install the accelerator and thus have access to the FORTIKA Platform) 
surfing data, computer use data, as well as any other data that may derive from an employee’s 
interaction with his/her PC. It is therefore understood that FORTIKA falls within the scope of 
the General Data Protection Regulation and should therefore comply with its provisions. It is 
hereby repeated that GDPR came into force in May 25th, 2018, thus replacing Directive 
95/46/EC. 

2.2. Data protection by design   

The first obligation the FORTIKA platform should comply with is the data protection by design 
principle. Article 25 (1) of the GDPR reads as follows:  “Taking into account the state of the art, 
the cost of implementation and the nature, scope, context and purposes of processing as well 
as the risks of varying likelihood and severity for rights and freedoms of natural persons posed 
by the processing, the controller shall, both at the time of the determination of the means for 
processing and at the time of the processing itself, implement appropriate technical and or-
ganisational measures, such as pseudonymisation, which are designed to implement data-pro-
tection principles, such as data minimisation, in an effective manner and to integrate the nec-
essary safeguards into the processing in order to meet the requirements of this Regulation and 
protect the rights of data subjects”.  

On this basis FORTIKA as a “security by design” solution should at the early stage of its “archi-
tectural building” take the appropriate measures in order to implement data protection prin-
ciples, as these are included in the new Regulation. Given that the enterprise/employer using 
the FORTIKA Platform shall ultimately have access to the personal data referred to above (any 
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data are collected and stored in the enterprises premises), it should be FORTIKA’s main objec-
tive, in the context of the data protection by design principle, to make sure that any further 
processing of such data by the enterprise/employer will be conducted with the Regulation’s 
principles and obligations in mind. Consequently, it is suggested that at the stage of designing 
FORTIKA, the basic principles and rights of the data subject referred to in the Regulation 
should be taken into consideration. 

 

2.3. Main principles relating to processing of personal data and how 
these could apply in the FORTIKA project 

2.3.1. Lawfulness of the processing 

According to Article 5.1(a) of the EU GDPR, “personal data must be processed lawfully, fairly 
and in a transparent manner in relation to the data subject”. This principle of lawfulness of 
processing is further defined in its Article 6, where it is stated that “processing of personal 
data shall be lawful only if and to the extent that at least one of the following applies: (a) the 
data subject has given consent to the processing of their personal data for one or more specific 
purposes; (b) processing is necessary for the performance of a contract to which the data sub-
ject is party or in order to take steps at the request of the data subject prior to entering into a 
contract; (c) processing is necessary for compliance with a legal obligation to which the con-
troller is subject; (d) processing is necessary in order to protect the vital interests of the data 
subject or of another natural person; (e) processing is necessary for the performance of a task 
carried out in the public interest or in the exercise of official authority vested in the controller; 
(f) processing is necessary for the purposes of the legitimate interests pursued by the controller 
or by a third party, except where such interests are overridden by the interests or fundamental 
rights and freedoms of the data subject which require protection of personal data, in particular 
where the data subject is a child. This shall not apply to processing carried out by public au-
thorities in the performance of their tasks”. Consequently, the principle of lawfulness of the 
processing requires that one of the above legal bases is used for the processing of personal 
data. 

Within the FORTIKA project, this means that the enterprise/employer who will decide to install 
the FORTIKA hardware at its rooters, in order to use the FORTIKA Platform, will need to make 
sure that its employees are aware of the fact that data regarding their surfing in the Internet 
are kept and processed in the way mentioned above. It is therefore suggested that the em-
ployer/enterprise notifies the employee of the company’s data privacy policy or in the event 
such policy does not exist make sure that it has acquired the employee’s consent to the pro-
cessing of his/her personal data. 

 

2.3.2. The principle of accountability 

According to Article 5.2 of the EU GDPR, “the controller shall be responsible for and be able to 
demonstrate compliance with paragraph 1 [the basic personal data processing principles]”. 
Consequently, it is the task of the data controller, in this case, the enterprise/employer using 
the FORTIKA Platform, to take the necessary measures within its organization in order to be 
able to demonstrate both to the individuals concerned and to any future controls by the Data 
Protection Authorities that the data protection law has been observed. As mentioned above 
this could be achieved by adopting and notifying to the data subjects/employees the enter-
prise’s internal policies regarding personal data processing and security or to a greater extent 
by appointing a Data Protection Officer. 
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2.3.3. The principle of transparency 

According to the same Article 5.1(a) of the EU GDPR discussed above, personal data must also 
be processed in a transparent manner. Further guidance on what transparency exactly means 
is provided in Recital 39: “[…] It should be transparent to natural persons that personal data 
concerning them are collected, used, consulted or otherwise processed and to what extent the 
personal data are or will be processed. The principle of transparency requires that any infor-
mation and communication relating to the processing of those personal data be easily acces-
sible and easy to understand, and that clear and plain language be used. That principle con-
cerns, in particular, information to the data subjects on the identity of the controller and the 
purposes of the processing and further information to ensure fair and transparent processing 
in respect of the natural persons concerned and their right to obtain confirmation and com-
munication of personal data concerning them which are being processed. Natural persons 
should be made aware of risks, rules, safeguards and rights in relation to the processing of 
personal data and how to exercise their rights in relation to such processing. In particular, the 
specific purposes for which personal data are processed should be explicit and legitimate and 
determined at the time of the collection of the personal data”. 

In the FORTIKA project context this will mean that individuals whose personal data are going 
to be processed need to be made aware of the above details (name and details of data con-
troller, purposes of the processing, etc.). It is therefore advised that the enterprise/employer 
make sure that its employees have been notified of the information in question. 

 

2.4. Rights of the data subject in the context of the FORTIKA project 

2.4.1. The right to information and access to personal data 

The right to information is regulated in two articles, namely Articles 13 and 14. Distinction is 
made between cases where the information was obtained from the data subject and other 
cases. In this context, article 13 regulates the case where personal data have been collected 
form the data subject whereas article 14 lists the information to be provided to data subject 
where personal data have not been obtained from the data subject.  

As far as FORTIKA is concerned, it is advised that the enterprise using the FORTIKA Platform, 
in its capacity as data controller, inform in advance the data subjects/employees of the basic 
information referred to in article 13, such as its contact details (as controller) and, where ap-
plicable, of its representative, the purposes of the processing for which the personal data are 
intended as well as the legal basis for the processing, the recipients or categories of recipients 
of the personal data, if any etc. Other information, according to paragraph 2 of Article 13 
would be the period for which the personal data will be stored, the existence of the right to 
request access to the data or erasure, the right to withdraw consent at any tome etc.  

 

2.4.2. The right to access the data 

The right of access occupies Article 15 in the Regulation, according to which the data subject 
has the right to obtain from the controller confirmation as to whether or not personal data 
concerning him or her are being processed, and, where that is the case, access to the personal 
data and specific information such as the purpose of the processing, the recipients to whom 
the data have been or will be disclosed, the right to request rectification etc. 

In the context of FORTIKA, the enterprise/employer, as data controller, must inform 
the data subjects/employees of their right, as well as be able to apply it in practice, including 



Deliverable D2.1.1 Dissemination Level (PU) 740690–FORTIKA 

 

May 2018 43                    VUB 

 

the controller’s obligation to provide the data subject/employee with a copy of the personal 
data undergoing processing, if requested (as per article 15(3)).  

 

2.4.3. The right to erasure (right to be forgotten) and the right to object 

Article 17 of the Regulation grants individuals the right to have their personal information 
deleted by data controllers if specific conditions listed in its paragraph 1 are met (points a–f), 
among which is the withdrawal of consent. The right to object is laid down in Article 21 of the 
Regulation. In particular, par. 1 of article 21 reads as follows: “The data subject shall have the 
right to object, on grounds relating to his or her particular situation, at any time to processing 
of personal data concerning him or her which is based on point (e) or (f) of Article 6(1), includ-
ing profiling based on those provisions. The controller shall no longer process the personal 
data unless the controller demonstrates compelling legitimate grounds for the processing 
which override the interests, rights and freedoms of the data subject or for the establishment, 
exercise or defence of legal claims”. 

As soon as the FORTIKA hardware is installed in the enterprise’s premises, the enterprise/em-
ployer, must, in its capacity as data controller, inform the data subjects/employees of their 
right to be forgotten and the right to object and in case one of the grounds included in articles 
17 and 21 apply, erase such data with undue delay or no longer process them. 

 

2.5. Individual consent  

According to article 4(11) consent is defined as follows: consent of the data subject means any 
freely given, specific, informed and unambiguous indication of the data subject's wishes by 
which he or she, by a statement or by a clear affirmative action, signifies agreement to the 
processing of personal data relating to him or her.  

In the context of FORTIKA project, in order for the enterprise/employer having access to the 
FORTIKA Platfrom, to be compliant with the GDPR provisions, it should be responsible to 
demonstrate that the data subject/employee has consented to processing of his or her per-
sonal data. Given the definition of consent under article 4(11) above as well as the guidelines 
given under recital 32, consent should be given by a clear affirmative act establishing a freely 
given, specific, informed and unambiguous indication of the data subject's agreement to the 
processing of personal data relating to him or her, such as by a written statement, including 
by electronic means, or an oral statement.  

 

2.6. The FORTIKA Platform and the security of processing 

Security of personal data is a main concern that is thoroughly regulated under the GDPR. In 
particular, article 32 of the Regulation states that “Taking into account the state of the art, the 
costs of implementation and the nature, scope, context and purposes of processing as well as 
the risk of varying likelihood and severity for the rights and freedoms of natural persons, the 
controller and the processor shall implement appropriate technical and organisational 
measures to ensure a level of security appropriate to the risk, including inter alia as appropri-
ate: 
a) the pseudonymisation and encryption of personal data; 

b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of 
processing systems and services;  
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c) the ability to restore the availability and access to personal data in a timely manner in 
the event of a physical or technical incident;  

d) a process for regularly testing, assessing, and evaluating the effectiveness of technical 
and organisational measures for ensuring the security of the processing”.  

Moreover, Article 33 described the notification of a personal data breach to the supervi-
sory authority and Article 34 provides for the communication of a personal data breach to the 
data subject.  

Given that the main objective of the FORTIKA Project is to minimize the exposure of SMEs 
to cyber security risks and to help them respond to cyber security incidents, it is undeniable 
that the FORTIKA Platform, as a security by design approach, serves at the maximum extent 
the security of processing principle. Easy access to security solutions via the FORTIKA market-
place, that can be easily tailored and adjusted to the dynamically changing needs of small 
businesses, will significantly help SMEs to operate in a secure environment thus safeguarding, 
among others, that any personal data processing that may take place in the conduct of their 
business will follow the provisions of the Regulation and the high standards of security pro-
vided therein. 

 

 

Conclusion 

The FORTIKA project coincides with major developments at EU level in both fields of cyberse-
curity and personal data protection. New legislative instruments, a Directive and a Regulation 
respectively, are entering into force at the time of drafting this paper.  In more detail, Member 
States are required, by 10 May 2018, to adopt Directive 2106/1148 concerning measures for 
a high common level of security of network and information systems across the Union, 
whereas in May 25th the new Regulation 2016/679, on the protection of natural persons with 
regard to the processing of personal data, comes into effect. 

The present analysis aims to present the main changes the new legislation brings by laying 
down the rights and obligations imposed on Member States and enterprises consequently. At 
the same time the paper focuses on examining how the Fortika project should be addressed 
in view of the new legislative environment.  

In particular, the FORTIKA Platform introduces a security tool whose main objective is to rein-
force small and medium sized companies against cybersecurity threats and attacks. At the 
same time however FORTIKA Platform is a digital service provider and, as such, it should com-
ply with the new obligations imposed by the NIS Directive (security requirements and notifi-
cation process). It should therefore take all necessary measures to ensure the security of the 
network system it uses in the context of offering its services. To this end the paper lays down 
an indicative list of minimum security measures FORTIKA could consider and implement in 
order to establish and maintain an appropriate level of security. Useful guidelines are also 
provided in the context of applying the notification process provided for in the Directive’s text. 

Fortika project is also addressed in the context of General Data Protection Regulation (GDPR). 
FORTIKA’s technical description and function leads to the conclusion that Fortika collects per-
sonal data. Consequently, it falls within the GDPR scope and should comply with its provisions. 
The paper tries to give practical advice on how the Fortika Platform could operate in compli-
ance with the Regulation’s principles (transparency, accountability, lawfulness etc.) and data 
subjects rights. 
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