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List of definitions & abbreviations 
Abbreviation Definition 

ACBio Authentication Context for Biometrics 

Attack An actual assault against system security that derives from an intelli-
gent threat 

Availability The capability of making all respective services constantly available to 
authorized entities 

Confidentiality Prevention of unauthorized access to information and/or information 
disclosure 

ECSO European Cyber Security Organization 

ENISA European Union Agency for Network and Information Security 

ICT Information and Communications Technology 

Integrity Prevention of unauthorized information changes (either alteration or 
deletion) for both the cases of information where data is changed only 
by authorized entities 

ISSA Information Systems Security Association 

NIS Directive Directive on Security of Network and Information systems 

PP Privacy Policy 

SDO Standard Development Organization 

Threat A potential violation of security (i.e., a possible danger that may lead 
to an existing vulnerability) 

ToS Terms and Conditions of the Services 
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Executive Summary 
As stressed in the previous versions of this document, a typical SME, with its limited resources, 
is faced with an almost impossible task; it has to search through the huge number of standards 
(with most of the relevant documents particularly expensive), select the most appropriate for 
its activities, and even pay for certification by an accredited organization. Furthermore, stand-
ards try to cover as large set of scenarios as possible, thus frequently offering a general frame-
work rather than practical instructions.  
 A practical, concise, and up-to-date overview of the most important standards for cyber-
security, both at the European and the global level, together with the most important EU reg-
ulations and directives were presented in the first version (v1) of this report. 
 The following version (v2) focused on the particular set of standards stemming from the 
application of Cyber Security technologies on SMEs, combining regulations and standards as 
used either by design or due to practical considerations during the implementation of the ac-
tual FORTIKA modules. 
 This version (v3) accumulates the actual experiences of the FORTIKA consortium members 
after running the pilot tests and concluding to a more mature and refined set of such stand-
ards. In this respect, this document can be seen as a recommendation guide for SMEs that 
wish not only to implement the FORTIKA solution, but cybersecurity techniques, in general.  
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1. Introduction 
As stated in v1 of this report, one of the main goals of FORTIKA is to design and provide SMEs 
with a realistic and cost-effective solution towards addressing the complex, multi-faced, and 
highly demanding problem of cybersecurity. Such a solution should provide a way of guaran-
teeing compliance with standards on cybersecurity for SMEs. This means applying cybersecu-
rity best practices as well as achieving compliance with the most applicable standards. 

A list of standards and specifications related to cybersecurity in a broad way was pre-
sented in the first version of this report (deliverable D7.6). The second version (v2) focused on 
standards applicable to the FORTIKA ecosystem, and their actual implementation, together 
with the relevant regulations and directives. Prominent among them in the European Union 
still remains the GDPR. After running the Pilot tests and applying all necessary modifications 
to the FORTIKA array of products, the aforementioned set of proposed standards is now final-
ized and can be presented in this report. 

The rest of this document is structured as follows. Section 2 discusses the main problems 
SMEs are faced with when trying to select and implement existing Cyber Security Standards. 
Section 3 discusses another related issue, namely Cyber Ethics. Section 4 discusses the current 
status of technology for privacy and data protection, and what to expect in the near future. 
Section 5 becomes more specific, discussing GDPR and its technical application in FORTIKA, 
and presenting two cases of data management in FORTIKA partners. Section 6 discusses in 
detail the two main options SMEs are presented with, namely ISO/IEC 27001 or a national 
standard, the shortcomings of all those options and the need for an EU cybersecurity standard 
specifically tailored for SMEs. Conclusions are presented in Section 7. 

2. Seeking Appropriate Cybersecurity Standards for SMEs 
Cyber threats have been increasing during recent years, and the forecasts for them point to-
wards more intensification in the future. Even before this, many security incidents in the past 
two decades led to the development of a wide spectrum of standards and frameworks on 
Cybersecurity. Prominent among others [1] are ISO 27001, the EU regulation on data protec-
tion (GDPR), the NIST Cybersecurity Framework (US), ANSSI Certification (France), the Cyber-
Essentials framework (UK), and the initiatives of BSI (Bundesamt für Sicherheit in der Infor-
mationstechnik) and VdS (especially VdS 3473 [2]) in Germany. Recently, ECSO (European 
Cyber Security Organization) was formed with WG4 (Working Group 4) [3] intended to provide 
support for SMEs. 

It seems that SMEs have at their disposal a complete armoury of tools to defend them-
selves against cyber risks; unfortunately, this is far from being true. A typical SME cannot take 
essential advantage of all those standards, frameworks, and initiatives. There are strong bar-
riers towards this goal, the most important of which are: 

 The confusion that this vast cloud of standards creates for non-consultants/IT experts. 

 The generic approach of most standards and frameworks (not SME-specific). 

 Lack of SMEs’ staff members trained on cybersecurity issues. 

 Shortage of resources to allocate for specialized consulting on cybersecurity issues. 
 

A good example is the very successful ISO 27001 standard which does not include specific 
recommendations for SMEs. Instead, it is a generic standard that can be applied in a wide 
spectrum of different types of organizations with 14 areas of security controls (in its more 
recent version, namely ISO 27001:2013). The standard defines 114 security controls distrib-
uted in 14 clauses and 35 control categories. However, a typical SME does not need to imple-
ment all controls. In order to apply the standard, an SME is required to hire the services of a 
specialized consultant who will first perform a thorough risk assessment and then will design 



Deliverable D7.12 Dissemination Level (PU) 740690–FORTIKA 
 

May 2020 8                    UoM 
 

the specific way that this SME must follow to implement the standard. Moreover, there is an 
additional cost for the certification of the implementation.   

A similar need for consultants was observed in 2018 just before and immediately after the 
enforcement of the GDPR.  In May 2018, it became a legislative provision. The vast majority 
of organizations were unable to implement the provisions of the GDPR with their own internal 
resources. This fact created a big demand for consulting services regarding the implementa-
tion of GDPR in the EU. The typically small SMEs could not afford the cost of such services. 

It is, thus, evident that a significant gap exists between the vision of administrations, policy 
makers and standardisation entities and the actual progress in the case of SMEs. This is rele-
vant to the gap between the corpus of the existing standards and the real need of SMEs re-
garding cyber security.  

Compared to large enterprises, SMEs are typically poorly prepared to defend themselves, 
their digital assets, and their clients’ data and privacy against cyber threats. Moreover, their 
small size and resources often lead them to consider cybersecurity as of moderate im-
portance, since SMEs do not represent a big ‘prize’ as large companies do, lulled in a false 
sense of being inconspicuous, mainly to skilled attackers. 

Nevertheless, aspiring attackers need not be highly skilled, since many so-called attack 
kits are readily available for small sums of money. Many attackers need not be experienced 
or even completely understand the nature of the tools they use, and their purpose may often 
be sheer curiosity or the joy of conquering yet another target.   

Those simple facts are central in the rationale and the objectives of FORTIKA, which is 
focused solely on typical SMEs. FORTIKA offers a specific advanced technology to protect SMEs 
that minimizes the need for costly efforts in order to install it. The project gave special focus 
on the users’ needs, and the legal and ethical aspects of cyber security solutions. A set of user 
stories was gathered and examined. Among other observations FORTIKA identified the facts 
of inadequate or inexistent training regarding security incidents, lack of knowledge about a 
preventive "correct" user behaviour to minimize risks, as well as the lack of knowledge for 
corrective action to rectify the damages after an attack. All these facts are linked to financial 
damages for an SME.     

The experience gained from the FORTIKA project helped determine two main paths that 
SMEs should follow depending upon their specific needs: either towards an international 
(global) security standard in order to adhere to potential prerequisites by other (especially 
large) organizations, or towards a much simpler to achieve and certify standard valid within 
the European Union. 

3. Cyber Ethics  
In general, Ethics is a field of study that is concerned with distinguishing right from wrong, and 
good from bad. In this context, cyber-ethics is about distinguishing right from wrong in the 
cyber space. According to the ENISA [5]: “Cyber ethics is a code of behaviour on the Internet. 
Cyber ethics is the philosophic study of ethics pertaining to computers, encompassing user be-
haviour and what computers are programmed to do, and how this affects individuals and so-
ciety.” Figure 1 depicts ENISA’s perspective about the position of cyber ethics in the cyberse-
curity space; in short, the main points are:  

 Human rights and core EU values online protection 

 Discuss the ethical aspects of the operation of any new technology 

 Assess the ethical impact of new technologies, products and services; in other words, 
any new technology should not undermine human rights, liberties and democracy. 
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Figure 1.  Layers of Cybersecurity Protection [5] 

 
According to Brey [6], the two most common theoretical approaches in ethics are consequen-
tialism and deontology. The former assumes that actions are wrong to the extent that they 
have bad consequences, whereas the latter assumes that people have moral duties that exist 
independently of any good or bad consequences that their actions may have. Legislation is 
often coded based on ethical principles; however, it should be clear that legislation is not a 
substitute for morality. As such, individuals and corporations have to consider, not only the 
legality, but also the morality of their actions. In the cyber space area, the ethical analysis of 
security and privacy issues emerged as a research field in the 1980s [7], [8]. Cyber ethics anal-
yses the moral responsibilities of cybersecurity professionals and computer users and ethical 
issues in public policy for information technology development and use. 

The main goal of cybersecurity professional is to maintain system and information secu-
rity. In other words, they have a professional responsibility to assure the correctness, reliabil-
ity, availability, safety and security of all aspects of information and information systems. How-
ever, this responsibility has a moral dimension as the professional activities in cybersecurity 
could either protect or violate people’s moral rights, especially in the case of protecting safety-
critical systems. The moral responsibilities of those professionals are reflected in the Infor-
mation Systems Security Association (ISSA) which has included the following code of ethics for 
its members [9]: 

 Perform all professional activities and duties in accordance with all applicable laws 
and the highest ethical principles; 

 Promote generally accepted information security current best practices and stand-
ards; 

 Maintain appropriate confidentiality of proprietary or otherwise sensitive information 
encountered in the course of professional activities; 

 Discharge professional responsibilities with diligence and honesty; 

 Refrain from any activities which might constitute a conflict of interest or otherwise 
damage the reputation of or is detrimental to employers, the information security 
profession, or the Association; and 

 Not intentionally injure or impugn the professional reputation or practice of col-
leagues, clients, or employers. 
 

In the same fashion, the Computer Ethics Institute provides the following list of "Ten Com-
mandments of Computer Ethics" [10]: 



Deliverable D7.12 Dissemination Level (PU) 740690–FORTIKA 
 

May 2020 10                    UoM 
 

1. Thou Shalt Not Use A Computer To Harm Other People. 
2. Thou Shalt Not Interfere With Other People’s Computer Work. 
3. Thou Shalt Not Snoop Around In Other People’s Computer Files. 
4. Thou Shalt Not Use A Computer To Steal. 
5. Thou Shalt Not Use A Computer To Bear False Witness. 
6. Thou Shalt Not Copy Or Use Proprietary Software For Which You have Not Paid. 
7. Thou Shalt Not Use Other People’s Computer Resources Without Authorization Or 

Proper Compensation. 
8. Thou Shalt Not Appropriate Other People’s Intellectual Output. 
9. Thou Shalt Think About The Social Consequences Of The Program You Are Writing Or 

The System You Are Designing. 
10. Thou Shalt Always Use A Computer In Ways That Insure Consideration And Respect 

For Your Fellow Humans. 
 

However, and taking into account that there not any mandatory cyber-ethics standards, the 
use of a code of ethics alone may not be enough. As such, further training in cybersecurity 
ethics would help the cybersecurity professionals to [11]: 

 be more aware about the rights and moral values that are being endangered in com-
puter security 

 recognise ethical questions and dilemmas that may arise at work 

 balance different moral principles in resolving any identified ethical issues. 
 
Consequently, Computer Ethics represents an important aspect of information management 
today and quite often it is necessary to include it in the Code of Practice or even Policy of an 
SME. 

4. The Current Status of Technology for Privacy and New Trends 

4.1 Application leaders and privacy  

“Industrialization” of Privacy, in the sense that there is an ecosystem for increasingly address-
ing relevant issues and fields, may be compared, in terms of maturity, with the respective 
status of security 10 years ago. Little, if any, prevention is provided, while the focus is on after-
the-fact implications. At the same time, Privacy-by-Design and Privacy-by-Default are hardly 
embedded into the application life cycle, as privacy assurance has not yet been incorporated 
into an organization's default mode of operation.  

Privacy should not just be associated with compliance, regulations and fines. Its business 
impact could be measurable, driving growth, margins, customer satisfaction and survival, in 
general. Besides, Privacy affects business administration, at an international level, especially 
if an organization operates globally and has to treat overlapping complicated legislations, i.e. 
EU’s GDPR, as well as relevant regulations outside EU, such as the “California Consumer Pri-
vacy Act” (CCPA). 

Application leaders have a key role to play in privacy by partnering with peers across the 
organization [12], [13], [14]. They must: a) develop a culture within their teams that is increas-
ingly business-centric, collaborative, and has an external customer focus, and b) seek a change 
in mindset from compliance / certification and the avoidance of fines, to the responsible use 
of an individual's data. This will result in increased trust in their applications, systems and or-
ganizations as a whole, while delivering positive-sum outcomes. 

 

https://en.wikipedia.org/wiki/California_Consumer_Privacy_Act
https://en.wikipedia.org/wiki/California_Consumer_Privacy_Act
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4.2 Addressing the Privacy Hype 

Privacy is associated with both data protection regulations, directives, standards, etc., and 
technologies that support the enforcement of the latter ones. The privacy hype goes succes-
sively through specific steps aligned with the relevant hypes of laws and technologies:  

 Lack of detailed guidance and experience 

 Missing use cases and comprehensive reports 

 Exact requirements and compliance support 

 Enforcement. 
 

 

Figure 2.  Gartner’s Hype Cycle for Privacy 2018 
 

Figure 2 [15] depicts the main expectations associated with Privacy, according to the well-
known Gartner’s Hype stages, from “Innovation Trigger” to “Plateau of Productivity”. The ma-
jority of the expectations has a broad time horizon prior reaching Plateau (i.e., 2-10 years), a 
fact that stresses the relative immaturity of the concept in commercial terms. 

A combination of privacy management, privacy control and security capabilities are the 
main prerequisite for a "privacy-mature" environment. Privacy, due to its multi-disciplinary 
nature, needs an “holistic” approach in terms of organizational aspects, risk management and 
tools to be used, as Privacy’s impact focuses on the individual. Therefore, the key areas here 
are [16]:  

 Control over personal data usage 

 Transparency and compliance 

 Treatment of data misuse  

 Mitigating the impact of unintended consequences. 
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4.3 Market Guide and the Future of Privacy 

Although privacy regulations are increasingly maturing, little if any consistent approaches ex-
ist to address how their provisions and requirements should be adopted or enforced, driving 
a more transparent operationalization of relevant frameworks. This lack of: a) methodological 
tools, b) organizational transformation, c) customers and employees’ engagement/require-
ments and d) commercial (or in-house) solutions has led to asymmetric, costly, hardly effec-
tive, confusing and conflicting in a sense, ecosystems in dealing with complicated (if not com-
plex) implications of such regulations, as in the case of data subjects’ rights requests and con-
sent and preference management [17].  

Distributed ledger approaches (such as blockchain) along with emerging technologies bear 
promise (for example, handling personal or sensitive data) and risk (for example, unauthorized 
disclosures) at the same time. It is not certain whether maturity acceleration of technologies 
will go hand-in-hand with the respective acceleration of regulations, in the long run, thus cre-
ating potential significant gaps in different time-windows [18], [19]. 

Mistakes may well be present in the path to digital transformation, since experimentation 
and unforeseen consequences or unaddressed requirements will rule the relevant processes. 
A possible answer to this inherently hardly tractable, still immature, environment is the highly 
prioritization of individual privacy, by mainly delivering business-wise risk minimization op-
tions (including targeted relevant policies). 

5. GDPR Requirements affecting FORTIKA and Best Practices 
The development of any product or service within the European Union that in any way inter-
acts with cyber systems must take into account the European legislation on cybersecurity with 
the aim of complying with the different regulations in force. The main aim of this approach is 
to ensure the rights of users and avoid possible vulnerabilities that put users at risk. 

Moreover, in the case of FORTIKA, there are additional requirements due to legislation 
referring to the protection of personal data. FORTIKA's architecture takes the security-by-de-
sign recommendations into account. The latter stipulates, for example, that a system must be 
composed of different modules that interact with each other, so that a possible failure or vul-
nerability in one of those modules does not affect the rest. 

Since GDPR is the primary form of protecting users’ personal data, it is of no surprise that 
FORTIKA considered the best possible ways to implement it. In this section we revise the GDPR 
requirements concerning FORTIKA and how these are reflected in FORTIKA. Moreover, we 
provide some insight into free flow of non-personal data regulation [20] and elaborate on the 
effect of this on FORTIKA. Additionally, we shall touch forthcoming e-Privacy Regulation [21], 
but not delve deeper since FORTIKA has a dedicated Task concerning legal frameworks within 
WP2. 

5.1 Technical View and Best Practices 

GDPR has already been discussed quite extensively in past FORTIKA deliverables (D3.7 and 
D7.6). Here, we are focusing on the best-practices approach for implementing GDPR. The main 
take-outs are listed below [22]: 

 “Forget me” principle: The Dashboard should provide a mechanism to erase personal 
data on demand. 

 “Notify 3rd parties for erasure” possibly triggered after instantiation of “Forget me” 
process. 

 Restrict processing (Article 18(1)) - this means that the profile should be marked as 
restricted (impossible to process it). 

 Export Data: there should be a process for downloading all user’s data in machine 
format (JSON or YAML). 
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 Allow users to edit their profile - usually part of identity provider (e.g., Keycloak in the 
case of FORTIKA). This is already provided in FORTIKA. 

 “Consent checkboxes” to accept Terms and Conditions of the Services (ToS) and/or 
Privacy Policy (PP). 

 Re-request consents in case there are changes to ToS or PP. 

 “See all my data” - similar to “Export Data”, but shown in UI. 

 Age checks - FORTIKA should check for age of the users. 

 Keeping data for no longer than necessary. There should be a process in place to purge 
data that is outdated or surpasses some limit of storage as defined in PP. 

 Cookies. Special processes should be implemented for processing user’s cookies [23]. 
 
GDPR states clearly in Article 32: “the controller and the processor shall implement appropri-
ate technical and organisational measures to ensure a level of security appropriate to the risk, 
including inter alia as appropriate”. This requires us to: 

 Implement the pseudonymisation and encryption of personal data; 

 Encrypt the data in transit and the data at rest; 

 Encrypt backups; 

 Protect data integrity (e.g., authentication and authorisation for modifying data); 

 The ability to ensure the ongoing confidentiality, integrity, availability and resilience 

of processing systems and services; 

 Provide the ability to restore the availability and access to personal data in a timely 

manner in the event of a physical or technical incident; 

 Provide a process for regularly testing, assessing and evaluating the effectiveness of 

technical and organisational measures for ensuring the security of the processing. 

5.2 Free Flow of non-Personal Data Regulation 

A Regulation on the Free flow of non-personal data [24] was proposed by the EU Commission 
in September 2017 and adopted by the EU Parliament in October 2018. It came into force by 
the end of 2018, and was fully applied in mid-2019. It addresses and removes data localisation 
requirements and ensures that service providers should provide a free flow of non-personal 
data, thus opening new opportunities for innovative services within the EU. 

The right to data portability is one of the rights enforced by the EU General Data Protec-
tion Regulation (GDPR) and is already well known since all FORTIKA partners need to imple-
ment it in the current solutions. It provides the right to data subjects (citizens) to obtain data 
which a data controller holds on them and to reuse it for their own purposes. This is already 
addressed in FORTIKA since definitions of Bundles (non-personal data) are able to be exported 
in machine readable format taking into account the OASIS’ TOSCA standard.  

Nevertheless, the challenge is to address the cross-section between the two regulations 
(GDPR and Free flow of non-personal data). What is interesting is that currently it is not well-
defined what data this should actually include. For example, rule of thumb: personal data + 
non-personal data, but what about the models inferred from the data?  

Moreover, the structure is also not well defined; data usually follows some schema defi-
nition in JSON, YAML or XML. Individuals are free to either store the data for personal use or 
to transmit it to another data controller freely, or frictionless as stated in the regulation’s text. 
Looking at the rest of GDPR requirements as a developer, there is a need for solutions provid-
ing “forget me”, “notify for the erasure” with which all parties involved should be informed 
about it (but this can be very tricky). All these requirements call out for some way of stand-
ardisation effort which has been taken into account in FORTIKA. Clearly, there is a technical 
challenge in FORTIKA, just as in many similar cases for SMEs:  
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 The need to support users in decoupling the data they create from the providers (host-
ing, providing software) allows the introduction of new services and better segmen-
tation of risk: better security, better privacy, better control over the users’ personal 
and non-personal data. An idea: could add (personal, non-personal) data transfer di-
mension.  

 By supporting standard tools for local deployment of services in use, it is possible to 
build more resilient solutions already – i.e., mitigating larger internet outages/down-
times.  Currently there are many standards out there already supporting more or less 
frictionless local deployments (e.g., there are emerging tools using TOSCA with a set 
of simple and extendable profiles) that can be tailored to different needs. Tools can 
be built in order to support migrations of personal or non-personal data, and those 
tools should address and tackle the issue with different care. 

 

5.3 FORTIKA Data Management Cases 

In this section two Data Management cases are presented from the experience gained by FOR-
TIKA, in order to demonstrate the specific problems and solutions arising from the need to 
apply GDPR. 

5.3.1 Case #1 

Everything related to the handling of customer data changed once the EU’s new GDPR went 
into effect, with serious implications on how companies store and process energy use data for 
their customers. 

One such case is an FORTIKA SME Partner which acts as a cloud provider of energy analyt-
ics software for energy professionals, taking care of all aspects of the collection and processing 
of data on behalf of the end-users, and providing them with access to an online software plat-
form to review the generated insights. Such data is considered “personal data”, as the data 
being transmitted from metering equipment and managed online by the particular SME has 
the potential to identify end-users individually. This means that that SME is the principal party 
responsible for collecting consent, managing consent-revoking, enabling right to access, etc. 

In order to address the GDPR requirements the effort of that SME had to be focused on 
two main issues: 

 Data Security. Need to take “appropriate security measures against unauthorized ac-
cess to, processing or unauthorized alteration, disclosure or destruction of the data”. 
This is the main point of interest in relation to FORTIKA, as many companies will not 
have the structure or the budget to implement all the required measures internally. 

 Privacy Policy. Every time personal data (such as names, emails, address and, energy 
usage patterns, etc.) is collected, the GDPR requires that prior consent from the end-
users is given, under the scope defined by the GDPR as “any freely given, specific, 
informed and unambiguous indication of the data subject’s wishes by which he or she, 
by a statement or by a clear affirmative action, signifies agreement to the processing 
of personal data relating to him or her.” 
 

Clarification about how personal data is used and processed needs to be given separately from 
other terms and conditions and must be capable of being withdrawn at any time with the 
same level of ease as giving consent.  

Very specific information is provided before consent is requested to provide transparency 
to customers: 

 What information is being collected? 

 Who is collecting it? 

 How is it collected? 
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 Why is it being collected? 

 How will it be used? 

 Who will it be shared with? 

 What will be the effect of this on the individuals concerned? 
 
The above matters had a direct impact on the particular SME’s system implementation, as it 
required the development of mechanisms for protection of sensitive data (e.g., allow a user 
to delete any data imported to the system), and for clarifying what use of the data is made 
throughout the online platform interface.  

This had to be taken into account by FORTIKA, as well. Hence, FORTIKA had to pay atten-
tion both in keeping data safe from malicious users and in keeping them available to owners 
that want to access/edit/delete them. 

5.3.2 Case #2 

During the development of the SEARS bundle, FORTIKA had to cope with and overcome sev-
eral challenges regarding GDPR compliance. SEARS, as a social engineering attack security 
measure, needs to process and store user information and dialogues. According to ENISA [25] 
Social Engineering is defined as “all (the) techniques aimed at talking a target into revealing 
specific information or performing a specific action for illegitimate reasons”. Apart from GDPR 
compliance, the application of the CIA triad (Confidentiality, Integrity and Availability) had to 
be protected during development and implementation. 

The SEARS development team used ISO and European Union Agency’s cyber security 
standards and frameworks, namely: 

 ISO/IEC 27000 family and  

 ENISA guidelines & best practices 
 
The GDPR principles for personal data protection, that had to be respected, are: 

 Lawfulness – Data should be processed only when there is a lawful basis for pro-
cessing, e.g. consent, contract, legal obligation. 

 Transparency – Information provided to Data Subjects should be in a concise, easy-to-
understand format. 

 Purpose Limitation – Data may be collected only for specific, explicit, legitimate pur-
poses. 

 Data Minimization – Processing of data should be adequate, relevant, and limited to 
what is necessary in relation to the purposes for which it is used. 

 Accuracy – Data should be accurate and kept up to date. 

 Storage Limitation – Data should not be held in a format that permits personal iden-
tification any longer than necessary. 

 Security – Data should be processed in a manner that ensures security and protection 
against unlawful processing, accidental loss and damage. 

 Accountability Data – Controller is responsible for demonstrating compliance. 

5.3.2.1 Analysis & Design 
GDPR does not provide direct references to cyber security or privacy technologies and mech-
anisms. Nevertheless, pseudonymization and encryption are addressed as core privacy 
measures in order to secure personal data.  

The SEARS development team, a roadmap had to be created at first by answering the 
following questions: 

 What types of personal data are processed?  

 Are all these personal data necessary for the purpose of SEARS? 

 What part of this data need to be stored? 
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 Where does the data processing takes place? 

 What is the data flow taking in account the software architecture? 

 What are the threats, for each type of personal data taking into consideration the 
data flow? 
 

As far as SEARS is concerned, the Data Subject is the SME employee, and the Data Controller 
as well as the Data Processor is the SME. Compliance has to do with risks and managing them. 
The SEARS development team’s strategy was first to identify risks, tackle them (define essen-
tial tasks), and finally achieve compliance. 

Initially, the development team had to consider what data should be collected and for 
what purposes. The task was to minimize personal data processing and storage without re-
ducing the SEARS service functionality. During the compliance procedure it was clear that 
‘Consent’ was just one, albeit the most often mentioned, legal basis for lawful processing. 
Furthermore, the design was based on two basic design goals [26]: 

 The pseudonyms used should not allow an “easy” re-identification by any third party 
(i.e., any other than the controller or processor) within a specific data processing con-
text (so as to “hide” the initial identifiers in a specific context). 

 It should not be trivial for any third party (i.e., any other than the controller or pro-
cessor) to reproduce the pseudonyms (so as to avoid the usage of the same pseudo-
nyms across different data processing domains – unlinkability across domains). 

 

Following the Privacy and Security by Design principles, privacy and security are guaranteed 
to be an integral part of the software product development. Key architectural solutions, or-
ganizational and technological safeguards and best practices, as well as privacy capabilities 
are embedded to the software reducing the data breach risk and forcing compliance. 

5.3.2.2 Technological Means 
Technological means concern the development process and in order to achieve data protec-
tion (for files and digital communications) the following can be used: 

 Pseudonymization (to make data irreducible). 

 Notification mechanisms. 

 Report generation and JSON/XML data export mechanisms. 

 Profile editing features for users. 

 Age verification. 

 Checkboxes that ensure "active consent". 

 Timely updates of terms and conditions and privacy policies. 

 Reporting and log access to personal data. 

5.3.2.3 Security Measures 
Additional specific security measures need to be taken when processing data. GDPR obliges 
businesses and organizations to use the following security measures: 

 Firewalls. 

 Data backup and testing procedures. 

 Accessing security. 

 Privacy by design. 

5.3.2.4 De-identification Techniques 
Especially for the personal data protection there are various de-identification techniques 
that can be used, namely: 

 Pseudonymization. 

 Anonymization. 
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 Suppression. 

 Generalization. 

 Encryption. 

 Homomorphic Encryption. 

5.3.2.5 Other Measures 
Also, during the development process, it is beneficial to take into account the following best-practices: 

 Personal information necessary to collect, process, or store for business reasons, ac-
cess should be limited to the necessary IT systems and staff only. This approach should 
be automated and monitored.  

 An audit log should be created that stores records of all times the data is accessed.  

 All data exported from a database must go through the process of de-identification. 
Using de-identification techniques, personal data is transformed in a way no longer 
possible to identify the originating person. 

5.3.2.6 ENISA Security Measures 
Finally, ENISA has published [27], [28], [29], [30] several cyber security guides, where tools 
and techniques can be found:  

 Access Control and Authentication 
o Password policy 
o Password stored in hashed form 

 Logging and Monitoring 
o Log files should be used 
o Log files should be timestamped 
o Users and Administrator actions should be logged 

 Data at rest 
o Only personal data that are actually needed should be stored 
o Pseudonymization techniques should be applied  

 Workstation security 
o Anti-virus protection should be used 
o Session time-outs should be applied 
o Data transfer to external storage device should not be allowed 

 Network security 
o Communication should be encrypted using crypto protocols (SSL/TLS) 
o Traffic should be monitored 

 Back-up 
o Backup and data recovery procedures should be defined. 

 Application lifecycle security 
o Best practices and state of the art secure development tools should be used 
o Secure coding standards and practices should be followed.  

 Data deletion/disposal 
o Personal data should be deleted immediately after use 

5.3.2.7 Conclusions 
Being GDPR compliant does not only mean to adopt some security measures, but rather es-
tablish an information security management system to protect confidentiality, integrity and 
availability to protect personal data. Nevertheless, SMEs could only benefit by following a sim-
ple guided approach in order to better secure employees’ personal data and understand cyber 
security risk management. The aforementioned tools and techniques help towards this direc-
tion. 
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6. Which Cybersecurity Standard for SMEs? 
Although most of the SMEs have not applied any particular Security Standard in a formal way, 
either due to lack of resources, or due to lack of demand by the entities they do business with 
(other companies, organizations, customers), the trend is towards applying a security stand-
ard. This has the double benefit of both applying good security practices, as well as demon-
strating a formal proof that they have done so. But which standard? 

The obvious path is to apply the ISO 27001 and related standards, which is well estab-
lished, popular, and with the broadest level of acceptance. The drawback of this path is the 
associated complexity of implementation and cost. The alternative is a European standard, 
acceptable at least within the EU. Both of these alternative paths are presented in this section. 

6.1 ISO 27001 and SMEs 

As mentioned above, ISO/IEC 27001 is a well-respected and popular international standard. It 
does cover all necessary aspects of information security management, but since it is applicable 
to any organization, it is “too big” for a typical SME. Furthermore, certification is costly and 
valid for only three years. Nevertheless, the are advantages of implementing and certifying 
for it, since cybersecurity-conscious organizations are more likely to do business with such 
SMEs. 

It is, therefore, of no surprise that SBS (Small Business Standards) – the European associ-
ation that represents SMEs interests in the standardisation process at both European and in-
ternational level – and the European DIGITAL SME Alliance (representing approximately 
20,000 ICT SMEs in Europe), assigned their “WG27K” Work Group with the task to prepare a 
simple, informative guide for SMEs to implement ISO/IEC 27001. That guide is known as “SME 
Guide for the Implementation of ISO/IEC27001 on Information Security Management”, pub-
lished in 2018 in several languages [30]. In its 38 pages there are three main steps. 

The first step is to define roles and related responsibilities for information security man-
agement. For each related task typical roles are: 

 ‘R’ (“Responsible”) to carry out the task 

 ‘A’ (“Accountable”) to approve the correct completion of the task 

 ‘C’ (“Consulted”) whose opinion may be required to develop the tasks (typically ex-
perts) 

 ‘I’ (“Informed”), who are kept up-to-date on progress of task development 
 

Typical entities that assume roles and perform tasks are: Top management, Information secu-
rity steering committee, Information security officer/manager, System and information own-
ers, and Personnel. For the Steering Committee, in particular, the following should be consid-
ered: 

 Each department should be represented by the appropriate decision-making author-
ity, to avoid imbalances among different departments, if some areas are not repre-
sented by their top managers 

 The meeting agenda should be planned and distributed in advance 

 The meetings should be held periodically (i.e., every three months) and systematically 

 Meeting rules should be established, including any decisions on who leads the meet-
ing and how to solve potential conflicts 

 Relevant information security decisions should be made in this committee 

 Time schedules should be respected 
 

The second step is to understand what must be protected (assets). Typically involved roles 
are: Top management (A), Information owners (C), System owners (C), and Information secu-
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rity manager/officer (R). This step is completed by connecting all key assets with the infor-
mation stored and processed in them. In this way, an asset map may be built. But what is the 
best way to build an asset map? There are two main approaches for doing so: top-down and 
bottom-up. 

Under the top-down approach, the SME starts from its information (intangible assets), but 
it should have a good understanding of its processes. Typically, one starts from the SME pro-
cesses and reaches the information assets, by identifying (and interviewing) the respective 
information owners within the SME.  

Under the bottom-up approach, however, such a good understanding of the SME pro-
cesses is not necessary. Instead, the question “What kind of information does the organization 
handle overall?” is answered by the person(s) with an overall view of the SME.  

Other assets used to store, process or transmit the information above must also be iden-
tified in all cases, and the connection between those and the information must be understood. 
After this is concluded, the asset map is considered complete. 

The third step is to evaluate information security risks, i.e. what can go wrong with the 
assets and cause a negative impact on the SME. This step allows the implementation of ap-
propriate controls that can be used to avoid, contain or perform recovery from such incidents. 
By prioritising risks, it is possible to concentrate the defensive resources mentioned to the 
most likely to occur, thus maximizing their effectiveness. 

It is also necessary to evaluate the type of context in which the SME works, because it has 
a major impact on the threats that the SME is likely to face (e.g., natural disasters, outages, 
physical attacks, unintentional damage, malfunction, etc.), in conjunction with the main clas-
ses of assets of the SME (e.g., hardware, software, service providers, personnel, physical loca-
tions).  

Next, the various controls already in place for reducing risks are identified, which finally 
leads to designing for any new or improved controls. 

Applying those controls and using them to monitor information security is essentially a 
fourth step. In addition, it is clear that a periodic monitoring, and assessing the situation is 
also necessary. 

A map between ISO/IEC 27001:2013 main chapters and the steps described is also pro-
vided in the Digital SME Guide for completeness, as well as a list of Baseline Controls which 
appear in Annex A. 

6.2 Towards a European Cybersecurity Label for SMEs 

The efforts towards standardization aiming to a European Cyber Security Label for SMEs 
should consider the following guidelines [4]: 

 Narrow scope of the standards focused on SMEs only. 

 Definition of a minimal set of security related officers and matching them to common 
administrative roles found in the typical organization chart of an SME. 

 Definition of a minimal set of security controls that are applicable to SMEs 

 Guidelines on how to implement the controls. 

 Definition of a minimal set of KPIs (easy to conceive and easy to measure in a SME). 

 The concept of improvement cycles (definition of a Plan-Do-Check-Act loop). 

 Scheduled personnel training sessions. 

 A comprehensive and clear corpus of training material in multiple formats/media. 
 

The issue of how the Cyber Security Label should be granted is also the core of an interesting 
discussion: Certification (reliable, strong but costly) or Granted based on declaration of com-
pliance (low cost, sample checking of internal evidence/files)? 

At the national level, there have been efforts by (national) organizations to produce sever 
standards specifically tailored to suite SMEs. For example, BSI (British Standards Institute) has 
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produced many such standards and even a short Small Business guide to (British) standards; 
and (as mentioned earlier) VdS in Germany has produced “VdS 3473” [2], which is a relatively 
simple document presenting “Guidelines for Information Security”, otherwise known as 
“Cyber Security for Small and Medium-sized Enterprises (SME) – Requirements” in 2015. In 
section 2 it lists related publications produced mainly by BSI and DIN; ISO 31000 (“Risk Man-
agement – Principles and Guidelines”) and ISO/IEC 27005 (“Information Technology – Security 
Techniques – Information Security Risk Management”) are the only ISO standards referenced. 

Such national standards/guidelines are suitable for SMEs, but do suffer from three im-
portant shortcomings: 

 They do not include any specific provisions for conformance with GDPR and the EU 
Regulation on the Free flow of non-personal data. 

 There is no provision for Ethics. 

 None of them is a European standard. 
 

What is really needed is a European standardization body to undertake to prepare a suitable 
cybersecurity standard, specifically tailored for EU SMEs, taking the above into consideration. 

7. Conclusions 
In general, standards are useful because they guarantee interoperability among diverse ser-
vices and systems. Nevertheless, standards frequently are particularly general trying to cover 
a very wide scope, many scenarios, environments, and circumstances. 

Since FORTIKA focuses on cybersecurity for SMEs that are active within the EU, this report 
discusses specific guidelines and cases of practical implementation of the GDPR and other 
regulations, and Cyber Ethics, as used within FORTIKA and which are useful for SMEs. 

In terms of actual cybersecurity standards, there are two paths that SMEs may opt to fol-
low: either a well-established but very complex and expensive international standard (such as 
IEC/ISO 27001), or a suitable national standard which is much simpler but with a limited scope. 
There is a clear need for an EU cybersecurity standard, specifically tailored for SMEs.  
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