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1. Non-technical Summary
The purpose of Social Impact Assessment (SIA) report is to define and analyse potential
adverse impacts. The project affects the needs and conditions of people. Therefore, this report
aims to guarantee that the project has taken into consideration these needs and suitable
mitigation measures have been identified. The implementation of SIA is the last task of the
WP2 of the project. The following deliverables are involved in this task: (a) the Ethical
HelpDesk Report_v1 (D2.5) which was submitted in the end of the M18, and (b) the Ethical
HelpDesk Report_v2 (D2.8) which was to be submitted by the end of M36. This document is
D2.8 and represents the second SIA report.
The second SIA report consists of 9 tasks: Non-technical summary, Summary of the project,
Overview of legal and regulatory framework, Stakeholder Consultation, Social and Economic
Conditions, Social Impact Assessment, Analysis of alternatives for the planned activities,
Environmental and Social Management Plan, and Stakeholder Engagement.
Non-technical summary briefly describes the context of each one of these tasks.
Summary of the project describes the main parameters of the proposed project. These
parameters define the project proponent and other project participants and their respective
roles in the project. Also, they secure that the project’s geographic location is preferably
illustrated with appropriate maps. Furthermore, these parameters provide a summary of
project intervention (project objectives, expected results/outcomes, outputs and main
activities) and define implementation arrangements.
Overview of legal and regulatory framework describes the legal and regulatory framework of
participated countries as well as laws and regulations that pertain to social about the project.
Furthermore, regulations about Environmental and/or Social Impact Assessments are
presented. Also, laws and obligations for each host country are described. Finally, issues and
barriers among institutions and their relationships with each other that might present
constraints for the project and opportunities for reducing them are also described.
Stakeholder Consultation describes how SMEs could be affected by the project (positively or
negatively), presents new and possible impacts of the project.
Social and Economic Conditions describes and analyses the social, cultural, economic,
institutional and political framework of each host country of the project. For gathering general
context data consult – to the extent possible – secondary data and existing analyses, including
the situation analysis carried out as a project design step. It provides baseline data regarding
the socio-economic situation before the project commences as well as relevant anticipated
developments within the project area. Especially, in this report, a brief analysis of the social,
political and economic environment of SIA partners’ countries is provided.
Social action plan measures and evaluates the positive and negative impacts based on 3
indicators regarding the extent or spatial influence of impact, the magnitude of impact at that
spatial scale and the duration of impact.
Analysis of alternatives for the planned activities confirms that FORTIKA is the best solution
for SMEs in contrast to alternative solutions. The first SIA report identified alternative
scenarios that could support the project objectives. This analysis systematically compared

feasible, less adverse alternatives – including the "no project" option – to the proposed project
in terms of their effectiveness in achieving the project objectives as well as potential tradeoffs, the feasibility of mitigating social impacts, potential environmental and social impacts,
institutional, training, and monitoring requirements, operational requirements and their
suitability under local conditions, estimated cost-effectiveness and conformity to existing
regulations, policies, laws, plans.
Environmental and Social Management Plan describes the mitigation strategy which should
be developed for each negative impact. First, all available options should be sought to avoid
impacts (e.g., through adjustment of project design, modification of protected area
boundaries). If avoidance is not possible, suitable indexes to reduce the impact should be
identified. Moreover, if avoidance is not possible or negative residual impacts remain after
reduction, the Social Impact Assessment should suggest methods of adequately compensating
affected groups for their losses.
Stakeholder Engagement has significant benefits for stakeholders because it is a process which
allows them to improve the understanding about local conditions and their concerns and it is
important in order to identify effective mitigation strategies for reducing negative impacts.
The participation of affected groups in decision-making has significant advantages for them
because it increases confidence and security, improves the legitimacy of the project and
supports the development of constructive relationships among stakeholders.

2. Summary of the project
The current task describes the main parameters of the proposed project. First, it presents the
project proponent and other project participants and their respective roles in the project.
Next, the project’s geographic location is illustrated with appropriate maps. Furthermore, a
summary of project intervention, including project objectives, expected results/outcomes,
outputs and main activities is analysed. Finally, implementation arrangements are described.

2.1 Project Participants and their Roles in the Project
The following Table outlines the partners’ expertise and role in the project with respect to the
FORTIKA project objectives. The complementarity of the consortium and distinct roles are
obvious, thus highlighting the need and expected impact of collaboration among 16 partners
(research institutes, SMEs, end-users) of the FORTIKA solution.
FORTIKA Partners

Centre for Research
and Technology Hellas
(CERTH)

Contribution to FORTIKA Objectives
CERTH is responsible for data analytics and visualisation for context
detection and patterns extraction. Other responsibilities in the project
are the user and device profiling, the visualisation of data flows in the
SME environment, the anomaly prediction/ detection and root cause
analysis and the development of smart contracts for privacy and the
‘right to be forgotten’.

Fraunhofer Gesellschaft
zur Förderung der
angewandten
Forschung e.V.

Fraunhofer Fokus will bring to the FORTIKA project a lightweight virtual
security appliance that can be used in particular in Fog computing.

(Fraunhofer Fokus)
Technological
Educational Institute of
Crete – now Hellenic
Mediterranean University

HMU will mainly focus on R&D activities related to design and
implementation of the brokerage modules and trading policies within
the FORTIKA Marketplace, as well as to support the trial/evaluations
phase.

(HMU)

Future Intelligence Ltd.
(FINT)

ENEO TECNOLOGIA,
S.L (ENEO)
NEXTEL SA
(S21SEC)
UNVERSITY OF
MACEDONIA (UOM)
Tech Inspire Ltd
(TECH)

FINT's main role in the FORTIKA consortium is to build a robust, low-cost
device that delivers high performance, low-power hardware
acceleration through programmable logic, while at the same time
maintaining a degree of flexibility that allows the device to be
repurposed for different security tasks. Then aim is to allow prospective
customers to have access to a high-calibre platform which will help
them meet tomorrows security challenges.
ENEO will open RedBorder platform community to the FORTIKA
marketplace, enhancing this way, the FORTIKA Open Source
middleware.
S21SEC will take part in the risk analysis, modelling and level assessment
in order to address HW/SW FORTIKA components.
University of Macedonia Multimedia, Security & Networking Lab will
contribute in the requirements gathering process and the design of the
solution as a whole.
The role of Tech will be on the data encryption part of the project.
VUB will bring the legal component to the project and will work mainly
in the monitoring of the ethics and privacy aspects of the FORTIKA
project, ensuring that the innovative

Vrije Universiteit
Brussel (VUB)

XLAB RAZVOJ
PROGRAMSKE
OPREME IN
SVETOVANJE DOO
(XLAB)

HOP Ubiquitous S.L.
(HOPU)

FORTIKA platform will properly consider and respect privacy, personal
data protection and other legal requirements and ethical principles.
VUB will also participate in the development of guidelines on the privacy
and data protection framework for the VUB platform, focusing on
framework privacy requirements for its design and deployment.
XLAB’s role within the project is to provide know-how and technology
to integrate technological advancements related to light-weight service
orchestration, providing an ecosystem environment for FORTIKA
(marketplace), and to deploy the services on top of existing
private/hybrid cloud hosted at XLAB.
HOPU will valorise and evolve the existing edge computing
orchestration architecture, intelligence distribution capabilities and
network infrastructure with new edge services for the threats
detections, traffic behaviour analytics for anomalies detection, intrusion
detection subsystem, behaviours modelling from IoT-related devices
such as security systems (motion sensors, alarms etc.), wearables and
other Internet connected objects.

Motivian EOOD
(MOTIVIAN)

ALKE’ SRL (ALKE)

Nemetschek Ltd
(NEME)
Obrela Security
Industries LDT (Obrela)

WATTICS LIMITED
(WATT)

MOTIVIAN will participate as FORTIKA end user. The operational
properties of FORTIKA Ecosystem will be evaluated through the
execution of pilot activities in MOTIVIAN premises.
ALKE will participate as FORTIKA end user. The operational properties of
FORTIKA Ecosystem will be evaluated through the execution of pilot
activities in ALKE premises and linked to the ALKE electric vehicle
communication platforms.
Nemetschek Ltd will be SME end-user which will be end-user of the final
product and also will promote and provide the new technology to its
customers and partners.
Obrela will participate as FORTIKA end user. The operational properties
of FORTIKA Ecosystem will be evaluated through the execution of pilot
activities in Obrela premises.
Wattics will provide use case and scenarios for modern and distributed
energy management applications, from automated meter reading to
data collection from meter operators, from which security requirements
will be derived. Also, Wattics will integrate the Fortika system within its
cloud energy management platform to simulate/replicate what any
third-party company would need to do to use FORTIKA framework.
Finally, Wattics will run the security framework within its IT
infrastructure as a pilot site for FORTIKA.

Table 1: Summarized partners and contribution of FORTIKA Consortium

2.2 Project’s Geographic Location
The FORTIKA solution was demonstrated and validated under real operating conditions in 5
pilot sites in 4 European countries as described in the paragraphs below. Prior to these
demonstrations the project technologies were tested in controlled environments in 7
countries that functioned as test beds. SMEs which participated as FORTIKA end users operate
in 4 European countries: Ireland, England, Italy and Bulgaria. These counties are underlined
with a red frame in the following Figure.

Figure 1: FORTIKA end users – European Countries

2.3 Summary of Project Intervention
The goals of FORTIKA are the reduction of the exposure of small and medium sized businesses
to cyber security risks and threats, and their support in order to respond successfully to cyber
security threats, while protecting them from all unnecessary and costly efforts of comparing,
acquiring and implementing the appropriate cyber security solutions. The most important
objective for FORTIKA is the systematic and extensive use of the existing services and products
of security solution providers across Europe. A set of goals have been defined In order to help
FORTIKA to successfully realise its vision, taking into consideration the project’s scientific, and
technological aspects, project’s duration as well as the exploitation of results after its end.
1. Objective 1: FORTIKA security accelerator module
FORTIKA will design and manufacture a trusted low-cost modular smart middleware security
accelerator with the aim to facilitate the deployment of new generation cyber security
solutions in micro, small and medium-sized businesses (SMEs).
2. Objective 2: Open Security Services Repository
The aim is the creation of a B2B cyber security marketplace for SMEs that allows easy access
to peer reviewed, existing, trusted solutions and comparative data on the basis of functional
characteristics and pricing.
3. Objective 3: Tailored Security Services
FORTIKA aims to embed an innovative architecture to fulfil the following purposes: (a)
scrutable user-side personalization with dynamic privacy control by exploiting a predefined
(by the user) configuration and (b) re-usability of the parts of a user model across different
services.
4. Objective 4: Multimodal Business Security Services
This objective offers an innovative architecture for the provision of highly adaptive cyber
security services and intelligence dynamically adjusted to the changing needs of SMEs.
5. Objective 5: Behavioural Risk Level Assessment

To implement behavioural analysis to detect and evaluate the risk from business processes
and/or individual behaviours with the aim to automatically apply suitable incentives for
behavioural change and awareness enhancement.
6. Objective 6: Continuous validation and Proof of concept demonstrations
To validate the proposed technology and business framework through pan-European
demonstrations in SMEs.
7. Objective 7: FORTIKA system commercialization and exploitation
To perform all required activities as a commercial product in the relevant SME market, in order
to improve overall cybersecurity performance of modern, digital SMEs ecosystem.
A preliminary list of potential exploitable results/ outputs of FORTIKA has been formed, as
follows:
1. FORTIKA HW and FPGA Component
2. Marketplace of security services
3. SIEM
4. HE
5. ABAC
6. SEARs
7. RTNA
8. Risk Detection Module
9. vSA virtual security appliance
10. Cloud Orchestration Services
11. Cloud Continuous Assessment and Monitoring
The project will be implemented using 5 distinct activities: 1) Definition of user requirements;
2) Framework design; 3) Prototyping, implementation and system integration; 4) Iterative
deployment, demonstration and evaluation; 5) Horizontal Activities.
The last phase includes all the horizontal activities of the project as follows:
i.
Overall Project Management (administrative, scientific, technical and innovation)
ii.
Dissemination and Exploitation of FORTIKA results by consortium partners during and
after the end of the project
iii.
Standardization activities stimulating seamless connectivity with existing industrial
bodies and initiatives in the domains addressed in the project and will be in line with
the guidelines from the related standardization bodies
iv.
Sustainability of exploitable FORTIKA products, based on a concrete strategy (CS
market analysis – SWOT, CBA/CEA analysis stemming from Large-scale trials, detailed
business plan, etc.).

2.4 Implementation Arrangements
2.4.1

Organisational structure and decision-making

The current section highlights the main aspects of the project’s methodology. The general goal
of the organizational structure is the progressive control of each work package, co-ordination
of the different project tasks and implementation of specific quality control mechanisms by
issuing appropriate project standards. Project organization structure will cover administrative,
financial, scientific, decision-making, as well as knowledge (foreground) and innovation
aspects. In general, the overall management structure of the project is planned and designed
to guarantee that the stated objectives and achievements will be fulfilled, giving special
attention to overall coordination, risk management and contingency planning measures.
FORTIKA is an “Innovation Action - IA” collaborative project and a comprehensive work plan

has been derived, broken down into consistent tasks carefully designed to ensure the highest
self-sufficiency and at the same time technical and innovation work continuity and cohesion.
To this end, the FORTIKA project is divided into 7 WPs and these are, in turn, divided into Tasks
based on the objectives and structure of each WP. Each Task has the number of partners
required to fulfil the goals of the specific activity. One partner may contribute to more than
one activity within one or more WPs. The structures have been assembled in a way that
responsibilities among partners are clear and the communication between the various
partners, boards and other committees are optimal. Furthermore, a set of qualified
procedures foreseen within project lifecycle has been identified to guarantee that critical
decisions are taken on time. Collaborative European Research and Innovation projects such
as FORTIKA are complex organisations where companies with different culture, approaches
and interests join forces and know-how to achieve common goals. Figure 2 describes the
overall management organisation structure. While the project addresses ambitious
objectives, it is obvious that the project execution must provide both sufficient control and
sufficient flexibility. A formal management structure is set up, being as simple as possible, to
ensure both unambiguous responsibilities and a number of practical arrangements.

Figure 2: Management Organisation Structure of FORTIKA Project

The survey also makes clear that ISO 27001-certified organisations, come from all sectors of
the economy, ranging from agriculture to education. The number of European countries in
which such organisations can be found is 47.
Those surveys make clear that ISO 27001 is the IT-security related certification with the most
uptake in this survey, apart from some certifications for security professionals.
2.4.2

Overall concept underpinning the project

Security services have different filtering: access-control and real-time data. Therefore,
providing services exclusively from the cloud may in some use cases have issues with latency
requirements. A solution could be an appliance, based on an innovative, custom-tailored FPGA
hardware accelerator or implemented as a virtual appliance, to be deployed in house to

provide adequate resources. Therefore, the platform for local deployment can provide the
desired services and provide a high level of QoE. Using the FORTIKA Middleware appliance
that operates in the fog area, latency will be minimal since services will be provided in close
vicinity and only pre-processed data will be sent to the cloud for further processing.
Furthermore, all other systems in the network will be connected with the appliance, in order
to enable the delivery of a large number of time-critical security services to the edge of the
network, in the premises of the end user.
From their perspective, users (i.e., SMEs) may use different services and share profiling
information with the service providers in order to implement security services that are
integrated with their actual needs. The FORTIKA marketplace will also be a single point of
access for the profiling information for each SME; user profiling information will be kept locally
at the FORTIKA security accelerator, while homomorphic encryption will be applied so that
security services are tailored to each enterprise’s individual profile/needs without sensitive
profiling data being known to third-party security service providers. This way, the risk of
indirect exposure of such valuable data to non-trusted third parties will be practically
eliminated. Different levels of adaptation to digital ICT services will become also feasible: for
instance, the introduction of variable security levels according to the position, role and/or
responsibility of the individual intra-enterprise user, as well as the sensitivity and value of data
handled. In this context, the FORTIKA project adopts an innovative architecture to fulfil the
following purposes: (a) scrutable user-side adaptability with dynamic privacy control by
exploiting a predefined (by the user) configuration (b) re-usability of the parts of a user model
across different services. Figure 3 presents the FORTIKA concept.

Figure 3: FORTIKA Concept

2.4.3

Implementation Schedule and Project Cost

Table 2 summarises the estimation of the cost-effectiveness of the project/programme
solution including all costs.
Period
Sales Forecast
(Units)

Year 0

Year 1

Year 2

Year 3

Year 4

Year 5

Total

120

320

550

850

1.200

3,040

313.500,00

484.500,00

684.000,00

1.783.136,00

Incomes
Hardware
Middleware

82.128,00

219.008,00

Set of Core
Accelerated
Security Services
Commission
Services
SaaS
Homomorphy
Encryption
SaaS ABAC
SaaS SEAR
SaaS Real-Time
Total Incomes
Initial
Investment (€)
Capex (€)
Opex (€)
Total Expenses
Net Income

219.230,00
-219.230,00

NPV (€)
IRR (%)

772.052,13
21,91

78.000,00

265.860,00

556.320,00

968.780,00

1.504.800,00

3.373.760,00

1.200,00

2.400,00

4.800,00

5.400,00

7.500,00

21.300,00

7.500,00
7.500,00
7.500,00
7.500,00
191.328,00

34.000,00
74.250,00
34.000,00
74.250,00
34.000,00
74.250,00
34.000,00
74.250,00
623.268,00
1.171.620,00
Expenses

134.250,00
134.250,00
134.250,00
134.250,00
1.995.680,00

217.500,00
217.500,00
217.500,00
217.500,00
3.066.300,00

467.500,00
467.500,00
467.500,00
467.500,00
5.265.060,00

0,00
579.795,56
579.795,56
-388.467,56

11.200,00
741.617,92
752.817,92
-129.467,92

144.400,00
1.315.119,80
1.459.519,80
536.160,20

81.500,00
1.840.570,56
1.922.070,56
1.144.299,44

286.360,00
5.391.409,22
5.677.769,22
-412.709,22

219.230,00
49.260,00
914.305,38
963.565,38
208.054,62

Table 2: Cost-Effectiveness of the FORTIKA solution (Euros)

Figure 4: Implementation Schedule

Conclusions
This task described the main parameters of the proposed project. The parameters define the
project proponent and other project participants and their respective roles in the project.
Furthermore, these parameters provide a summary of project intervention (project
objectives, expected results/outcomes, outputs and main activities) and define
implementation arrangements.
The current task outlined the partners’ expertise and role in the project with respect to
FORTIKA objectives. The complementarity of the consortium and distinct roles are obvious,
thus highlighting the need and expected impact of collaboration among 16 partners (research
institutes, SMEs, end-users) of the FORTIKA solution. Then, it illustrated the project’s
geographic location. The FORTIKA solution was demonstrated and validated under real
operating conditions in 5 pilot sites in 4 European countries as described in the paragraphs

below. Prior to these demonstrations the project technologies were tested in controlled
environments in 7 countries functioning as test beds.

3. Overview of legal and regulatory framework
This task describes the legal and regulatory framework of participated countries as well as
laws and regulations that affect the project. Furthermore, regulations about Environmental
and/or Social Impact Assessments are presented. Also, laws and obligations for each host
country are described. Finally, issues and barriers among institutions and their relationships
with each other that might present constraints for the project and opportunities for reducing
them are also described. Tables 4-11 present the legal and regulatory framework of each
partner participating in the SIA process.
Institutional environment:


The UK Cyber Security Strategy: “Protecting and Promoting the UK in a Digital World”
(Cabinet Office and National security and intelligence, 2011) was adopted in 2011.
Relevant principles and an assessment of associated cybersecurity threats were included.



The “Government Security Classifications” Policy (Cabinet Office, 2018) details a threetiered system of classification for information that are based on the sensitivity of the
information and the risk level involved in disclosing the information. It was enforced in
2014.



Also, in 2014 a new cybersecurity standard “Cyber Essentials Scheme” (Department for
Digital, Culture, Media & Sport, 2018) was issued. By the end of 2014, all suppliers bidding
for certain sensitive and personal information handling contracts have to be certified
against this standard.



In the course of the new strategy 2016-2021, a total amount of £1.9 billion will be
invested in order for 13 strategic outcomes around the pillars of deter, defend, and
develop to be achieved. This government-led strategy includes two new cyber innovation
centres in order to reinforce the development of cutting-edge cyber products and new,
dynamic cyber security companies.



The National Cyber Security Centre (NCSC, established on 1 October 2016) (National
Cyber Security Centre, 2018), operating under the GCHQ (Government Communications
Headquarters) (GCHQ, 2018), plays a key role in sharing knowledge, addressing
systematic vulnerabilities and providing leadership on key national cybersecurity issues.
Sources: (BSA, 2011; Cyberwise, 2016)
Issues and constraints within existing institutions and in their relationships with each other
that might present barriers for the project and opportunities for overcoming these
constraints:


Institutions:
 National Cyber Security Centre (Department for Digital, Culture, Media & Sport,
2018)
 Government Communications Headquarters (National Cyber Security Centre,
2018)
 The Centre for the Protection of National Infrastructure (CPNI) (CPNI, 2018)
 The Communications Electronic Security Group (CESG) (CESG, 2018)
 CERT-UK (CERT-UK, 2018)
 GovCertUK (GovCertUK, 2018)
 The Centre for the Protection of National Infrastructure (CPNI) (CPNI, 2018)

 The National Security Council (GOV.UK, 2018)
 The Office of Cyber Security and Information Assurance (GOV.UK, 2018)
Sources: (BSA, 2011)


Relationships (based on strategic outcomes and indicative metrics from “National
Cybersecurity Strategy 2016-2021”) (HM Government, 2016):
 Higher proportion of incidents are reported to the authorities, leading to a better
understanding of the size and scale of the threat.
 Better management of cyber incidents enabled by the NCSC as a centralised
incident reporting and response mechanism.
 Investigating the root causes of attacks at a national level and reducing
occurrence of repeated exploitation across multiple sectors
 Collaboration with industry on active cyber defence mean that large scale
phishing and malware attacks are no longer effective
 The UK public trust government services because they are implemented as
securely as possible, and fraud levels are within acceptable risk parameters.
 The public will be able to use government digital services with confidence, and
trust that their information is safe
 All types of organisations, large and small, are effectively managing their cyber
risk, are supported by high quality advice designed by the NCSC, underpinned by
the right mix of regulation and incentives
 The UK has a sustainable supply of home grown cyber skilled professionals to
meet the growing demands of an increasingly digital economy, in both the public
and private sectors and defence
Sources: (Cyberwise, 2016)


Barriers:
 Cyber security cuts across almost all the issues outlined in the National Security
Strategy, and interlinks with a wide range of Government policies, involving
many departments and agencies. The complexity and interdependence of these
challenges means it is required to work coherently across all sectors in the UK,
as well as with international partners, to ensure that the advantages of cyber
space can be delivered in a rules-based, global environment. That is why the
Government is launching, alongside the National Security Strategy: Security for
the Next Generation, the UK’s first Cyber Security Strategy.
Sources: (CabinetOffice, 2009)


Opportunities:
 Actions taken by the Government, such as:
o Working with Communications Service Providers (CSPs) to block
malware attacks.
o Promoting security best practice through multi-stakeholder internet
governance organisations.
Sources: (BSA, 2011; Cyberwise, 2016)
Policy and decision-making processes, stability of political systems, leadership and rule of
law:


The NCSC (National Cyber Security Centre, 2018) was set up to support the protection of
critical services from cyber-attacks, manage significant incidents, and improve the

underlying security of the UK Internet through technological improvement and advice to
citizens and organisations.


CPNI (CPNI, 2018) is the government authority for protective security advice to the UK
national infrastructure. Its responsibility is the protection of the national security by
supporting to the reduction of the vulnerability of the national infrastructure to terrorism
and other threats.



The National Security Council (NSC) (GOV. UK, 2018) is the main forum for collective
discussion of the government’s objectives for national security and about how best to
deliver them in the current financial climate. An important goal of the Council is to ensure
that ministers consider national security in the round and in a strategic way.



UK is a member of European Union Agency for Network and Information Security (ENISA).
ENISA is responsible for decisions regarding Information Security
Sources: (CPNI, 2018; GOV. UK, 2018; National Cyber Security Centre, 2018;
Table 3: Legal framework for cybersecurity in UK

Institutional environment:


The formulation of the National Cyber Security Strategy includes the main principles for
the development of a safe online environment in Greece and identifies strategic goals
and actions through which they will be achieved.



Presidential Decree 39/2011 Regarding Critical Infrastructure Protection harmonises
Greek legislation with the European Union Directive 2008/114/EC on the identification,
designation, and assessment of critical infrastructure.



Law 3649/2008 on the National Intelligence Service grants responsibility for the
classification of government data to the NIS.



The Law on electronic communications (Act No 4070/2012) also provides rules for the
security and integrity of electronic communication networks and services.



There is no legislation or policy in place in Greece that requires an annual cybersecurity
audit



Sources: (BSA; Cyberwiser, 2017; ENISA, 2017; Greek CyberCrime Center, 2015; ITU,
2015)

Issues and constraints within existing institutions and in their relationships with each other
that might present barriers for the project and opportunities for overcoming these
constraints:


Institutions:
 National Computer Emergency Response Team (NCERT-GR)
 National Intelligence Service (NIS)
 Assurance Authority for Confidentiality of Communication (ADAE)
 Directorate of Cyber Defence
 Greek Cybercrime Centre (GCC)
 Hellenic Authority for Information and Communication Security and Privacy
 National Authority against Electronic Attacks (NAAEA)



Sources: (BSA; Cyberwiser, 2017)



Relationships:
 There aren’t important partnerships between public and private organizations in
Greece






There isn’t important industry-led platform for cybersecurity in Greece
The government is not actively pursuing cooperation with the private sector
There isn’t a reference model in Greece to facilitate sharing of cybersecurity
assets across borders or with other nation states
GCC is a national project aimed primarily at improving research and education in
the area of cyber attacks



Sources: (Greek CyberCrime Center, 2015; ITU, 2015)



Barriers:
 Sector-specific security priorities have not been defined
 Sector-specific risk assessments have not been released
 A risk assessment study at national level which will be based on the
identification, analysis and evaluation of the impact of risk and leads to the
determination of a plan for the protection of critical infrastructure per sector
and/or per stakeholder is required



Sources: (BSA; Greek CyberCrime Center, 2015)



Opportunities:
 Private and public stakeholders are encouraged to exchange information
pertaining to the information and communication systems they operate, to the
security policies they have implemented, and to the threats and security
incidents they face



Sources: (Greek CyberCrime Center, 2015; OECD, 2012)

Policy and decision-making processes, stability of political systems, leadership and rule of
law:


The Hellenic Authority for Information and Communication Security and Privacy is the
primary body responsible for network and information security in Greece



The National Cyber Security Authority exercises its competences with the contribution of
a National Advisory Body/ Forum, in which all the stakeholders from public and private
organizations participate with the NCERT-GR



The NCERT-GR is limited to government institutions



The ADAE acts as the primary body responsible for network and information security in
Greece



Greece is a member of ENISA. ENISA is responsible for decisions regarding Information
Security



Sources: (BSA; ENISA, 2017; Greek CyberCrime Center, 2015; ITU, 2015)
Table 4: Legal framework for cybersecurity in Greece

Institutional environment:


The formulation of the National Cyber Security Strategy includes the main principles for
the development of a safe online environment in Spain and identifies strategic goals and
actions through which they will be achieved.



Law 11/2007, of 22 June, on citizens' electronic access to Public Services established the
National Security Scheme which, aims to determine the security policy for the use of
electronic communications in its scope of application and will be made up of the basic
principles and minimum requirements that allow an adequate protection of the
information.



Law 40/2015, of 1 October, on the Legal System of the Public Sector, includes the
National Security Framework in Article 156.2 in similar terms.



Sources: (Gobierno, 2017)

Issues and constraints within existing institutions and in their relationships with each other
that might present barriers for the project and opportunities for overcoming these
constraints:


Institutions:



Ministry of Defense.



“Centro Nacional de Inteligencia” (CNI) (National Intelligence Centre)



“Centro Criptológico Nacional” (CCN-CERT) (National Cryptology Centre)



“Organismo de Certificación” (OC) (Certification Agency) the CCN-CERT



Sources: (National Cryptology Centre Web site)



Relationships:



There are no significant partnerships between public and private organizations in Spain



There is no significant industry-led platform for cybersecurity in Spain



The National Security Framework promotes cooperation between the public and private
sectors.



National Cybersecurity Strategy is a national project aimed primarily at improving
research and education in the area of cyber attacks
Sources: (Gobierno, 2017)


Barriers:



This regulation is not mandatory in the private sector and therefore does not force its
implementation in this sector.



A risk assessment study at national level which will be based on the identification,
analysis and evaluation of the impact of risk and leads to the determination of a plan for
the protection of critical infrastructure per sector and/or per stakeholder is required



Sources: (Law 11/2007, of 22 June, on citizens electronic access to Public Services
established the National Security Scheme, 2007)



Opportunities:



Private and public stakeholders are encouraged to exchange information relating to the
information and communication systems they operate, to the security policies they have
implemented, and to the threats and security incidents they face
Sources: (Nacional, Centro Nacional de Inteligencia, 2018)
Policy and decision-making processes, stability of political systems, leadership and rule of
law:


The National Intelligence Centre is the primary body responsible for network and
information security in Spain



The National Cryptology Centre is the Information Security Incident Response Capacity
of the CCN, attached to the CNI. Its objective is to achieve a secure and reliable
cyberspace, preserving classified and sensitive information.



The OC is a organization associated to the CNN-CERT responsible for the certification of
the National Scheme of Evaluation and Certification of Information Technology Security.
Sources: (Nacional, Funciones del CCN, 2018)

Table 5: Legal framework for cybersecurity in Spain

Institutional environment:
Bulgaria is working on the implementation of the Cyber Security Act, which was drafted and
voted on the first reading before the government in May 2018. Prior to the second and final
voting of the Act the government is currently performing public consultations and is set to
finalize the Act in the near future. The Cyber Security Act, as mentioned above, is part of the
National Cyber Security Strategy
CYBER RESILIENT BULGARIA 2020, adopted by the Bulgarian Council of Ministers as of July
13th 2016. The Strategy determines the main objectives before the government for the
establishment of a secure online environment in Bulgaria, framing steps and terms for the
implementation of certain legislation. In addition, Electronic Communication Act (adopted in
2007, latest amendment from 29.03.2018) currently provides rules for the security and
integrity of electronic communication networks and services. There are currently steps taken
in regard with the creation of specific state bodies which shall adopt the functions for cyber
security and protection.
The National Cyber Security Strategy outlines 3 main objectives. The first one regards the
establishment of a mechanism for coordinated actions on a political and strategic level to
develop the necessary capacity and capabilities for cyber security and sustainability. The
second objective refers to the aim to provide an up-to-date cyber picture and understanding
of the situation in cyber space. The third one regards the interaction for effective and
coordinated prevention, response and recovery.
The Strategy outlines several Phases through which stakeholders could track the
performance of the Strategy in Bulgaria. Namely, the Phases are as follows:


Phase 1 – Establishment of secure state bodies and a basic level of cyber security
through a National coordinated network for cyber security;



Phase 2 – Creation of a “cyber secure” community through the establishment of
conditions for reaction against incidents and crisis, as well as engaging in systematic
activities for prevention.



Phase 3 – Establishment of an international communication channel for cyber
security with the competent bodies of the EU.
The current situation of electronic communication in Bulgaria surpasses greatly the legislative
processes in the country. The government is in need of assistance from the non-gov
organizations in the field in order to keep up to speed with the imminent cybersecurity
obstacles before the country. The legislation currently provides no detailed texts regarding
cyber security prevention testing or auditing, assessment of risks and procedures for
identification of such, using international and current practices.
The Bulgarian institutions which are obliged with the challenges before the cybersecurity
topic are as follows:


The Council of Ministers of the Republic of Bulgaria



The Security Council to the Council of Ministers of the Republic of Bulgaria



The State e-Government Agency



The National Security State Agency



The Commission for Personal Data Protection

Issues and constraints within existing institutions and in their relationships with each other
that might present barriers for the project and opportunities for overcoming these
constraints:



Relationships:
 There aren’t important partnerships between public and private organizations in
Bulgaria
 There isn’t important industry-led platform for cybersecurity in Bulgaria
 The government is not actively pursuing cooperation with the private sector and
is not active enough as to inform and educate the community in connection with
future technology, e-government and cyber security
 The government is not active enough in regard with the implementation of cyber
security laws across the country

 Opportunities:
Government and state latency give the opportunity to business and private entities to
develop and propose different solutions to outstanding cyber security challenges, as well as
in regard with the proper education regarding these challenges.
Policy and decision-making processes, stability of political systems, leadership and rule of
law:
As evident from the above, there is an institutional lack in regard with cyber security in
Bulgaria. As the situation currently stands, the above State bodies have created and
maintained different directorates which have adopted the tasks in regard with cyber security.
The Cyber Security Act shall implement new and relevant institutions in the sector as means
to implement the NIS Directive.
The Cyber Security Act introduces specific competent authorities, and defines their functions
and powers [i.e. National Unified Contact Unit, National Cyber-Security System, National
Cyber-Security Coordinator, computer security incident response teams (CSIRTs) and
National Computer Security Incidents Response Team (CERT);
The relationships among institutions that are responsible for cybersecurity strategy in
Bulgaria are not strong and are hardly identifiable. The community suffers from lack of any
information or guideline regarding cyber security. There is a strong need for a formal
framework and adequate education regarding cyber security.
Table 6: Legal framework for cybersecurity in Bulgaria

Institutional environment:


The establishment of the National Cyber Security Strategy determines the main principles
for the creation of a safe online environment in Italy and sets strategic objectives and the
action framework through which they will be achieved



Italy adopted its national cybersecurity strategy in 2013. Prime Minister's Decree 24
January 2013 sets out guidelines for national cyberspace protection and IT security and
led to the definition of a National Plan, which provides a roadmap for the adoption of the
priority measures for implementing the National Strategic Framework by the public and
private sectors.



The 2016 national cybersecurity report paved the way for the establishment and
evolution of the national framework. The Report was jointly authored by CIS Sapienza
(Research Center of Cyber Intelligence and Information Security Sapienza Università di
Roma) and CINI (Cyber Security National Laboratory), drawing on inputs from various
public and private organisations such as AON, Deloitte, AGID (Agenzia per l'Italia digitale)
and the Italian Government Agency for Economic Development.



The Presidency of the Council of the Ministers is the officially recognized organization
responsible for implementing a national cybersecurity strategy, policy and roadmap.

Sources: (BSA; Cyberwiser, 2017)
Issues and constraints within existing institutions and in their relationships with each other
that might present barriers for the project and opportunities for overcoming these
constraints:


Institutions:



The Italian national CERT - CERT Nazionale (cert nationale italia, 2018) is based on a
public-private collaboration on cybersecurity for citizens and companies. It is responsible
for raising awareness, and helping to prevent and coordinate cyber incidents on a large
scale.



GARR-CERT provides support for the Italian Academic and Research Network, working to
minimize the risk of computer security incidents (CERT GARR, 2018).



CERT PA (part of the government agency for Digital Italy) is responsible for computer
security incidents in public administration (CERT-PA, 2018).



CERT Posteitaliane is a private structure within the Poste Italiane Group, providing
services for large organisations, clients, consumers and security specialists (POSTE
ITALIANE’S CERT, 2018).
Sources: (BSA; Cyberwiser, 2017)


Relationships:



There are no significant public-private partnerships in Italy though several independent
associations exist that deal with cybersecurity.



CLUSIT (Italian) is a cluster of IT associations responsible for supporting to spread a cyber
security culture in companies, public administrations and citizens. It also formulates laws
and regulations on cyber security at local and national level. It provides inputs to training
programmes and ICT professional certifications and also promotes the use of
technologies and methodologies that improve cyber security at all levels of society.



Italy has officially recognised national or sector-specific educational and professional
training programs in order to raise awareness with the general public, promote
cybersecurity courses in higher education and promote certification of professionals
through the National CERT and CNAIPIC (National Anti-Crime Computer Centre for
Critical Infrastructure Protection).
Sources: (BSA; Cyberwiser, 2017)


Barriers:



The current model is not emphasising preventive measure dynamic attacks with
countermeasures in industrial espionage contexts to companies and research centres.
What is required is a communication and research process engaging the civil and military
intelligence structures (DIS, AISI, AISE) both on national scenarios both on transnational
scenarios. This engagement needs to reference standards to support specific protocols
between public and private organisations and intelligence structures in the event of
terrorist attacks or industrial espionage or simply redefining induced in crisis scenarios of
new geopolitical boundaries in Italian strategic sectors such as: energy, research,
defence, agribusiness, telecommunications, high fashion, tourism.



It is required to develop suitable operating centres for security and intelligence (Cyber
Security Operational Center CSOC) in order to face with security issues in a strategic,
tactical and operational national and transnational level, and where they will be analysed
and related to Dynamic Data Mining Techniques millions of data.
Sources: (BSA; Cyberwiser, 2017)


Opportunities:



Italy has developed a structure framework which represents an accelerator of the
National Strategic Plan for Cyber Security at which all private organizations and
government agencies are invited to attend. The framework draws on the American NIST
Framework (National Institute of Standards and Technology) for the improvement of
critical infrastructure cyber security.
Sources: (BSA; Cyberwiser, 2017)
Policy and decision-making processes, stability of political systems, leadership and rule of
law:


Presidency of the Council of Ministers (DIS, AISE, AISI): Intelligence collection finalized to
strengthening national cyberspace protection



Ministry of foreign Affairs: responsible for representing the Italian national position
within uppermost multilateral and international political forums.



Ministry of Interior: National Public Security Authority



Ministry of Defence: Defence of the State, peace-enforcing and peace-keeping
operations, support in safeguarding the freedom of national institutions.



Ministry of Economy and Finance: Protects national savings in their wider sense (the
regulation of financial markets to state-participated companies), manages the
verification and collection of taxes through the Central Tax Records.



Ministry of Economic Development: Promotes, develops and regulates electronic
communications.



Agency for digital Italy: in charge of attaining the goals set out in the Italian Digital Agenda
through the monitoring of the ICT development plans of Public Administrations and the
promotion of annual reviews, in line with the European Digital Agenda Program.
Sources: (cert nationale italia, 2018)
Table 7: Legal framework for cybersecurity in Italy

Institutional environment:


The Slovenian National Cyber Security Strategy (ENISA, 2016) was adopted in February
2016.



The establishment of the National Cyber Security Strategy (ENISA, 2016) identifies the
most significant principles for the development of a safe online environment in Slovenia
and defines strategic goals and actions through which they will be achieved.



The Strategy implementation will be monitored by the Government of the Republic of
Slovenia and by relevant ministries in accordance with the grounds of jurisdiction set out
in the Constitution and legislation (Cyberwiser, 2017).



SI-CERT is the main contact point for reporting network security incidents including
systems and networks in Slovenia. By agreement with Slovenian government, SI-CERT
also provides the role of the Government CERT. SI-CERT is a service of ARNES (Academic
and Research Network of Slovenia).



There is no legislation or policy in place in Slovenia that requires an annual audit (BSA).



Electronic Communications Act (Electronic Communications Act-1), This law regulates
the conditions for the provision of electronic communications networks and the
implementation of electronic communications services, ensuring universal service,
ensuring competition (Electronic Communications Act).

Issues and constraints within existing institutions and in their relationships with each other
that might present barriers for the project and opportunities for overcoming these
constraints:


Institutions:
 Slovenian CERT: SI-CERT
 Communications Networks and Services Agency (AKOS)
 Ministry of public Administration, Directorate for Informatics Society



Relationships:
 There aren’t important public-private partnerships in Slovenia
 There isn’t important industry-led platform for cybersecurity in Slovenia
 The government is actively pursuing cooperation with the private sector
 There is no framework in Slovenia to facilitate sharing of cybersecurity assets
across borders or with other nation states



Barriers:
 Sector-specific security priorities have not been identified
 Sector-specific risk assessments have not been released
 Slovenia participates in the Balkan Security Agenda, which promotes
cybersecurity education in the region, but a specific Slovenian education strategy
or program has not yet been implemented (BSA)
 There is no clearly detailed national incident management structure for
responding to cybersecurity incidents in place in Slovenia (BSA)



Opportunities:
 Ministry of public administration is very open to existing cyber security solutions
backed up by national companies on the field of cyber security. In case the
company can approach the Ministry with solution with support by Slovenian
company, this is a great advance.

Policy and decision-making processes, stability of political systems, leadership and rule of
law:


Communications Networks and Services Agency (AKOS) to report incidents of breaches
of security to SI-CERT (Electronic Communications Act)



The Intergovernmental Coordination Group for Harmonisation of Preparations for
Critical Infrastructure Protection, under the Ministry of Defence <www.mo.gov.si>
publishes regular research reports that address critical infrastructure protection in
Slovenia.



An important role is played by the Electronic Communications Networks and Services
Agency of the Republic of Slovenia (AKOS) (ENISA, 2016)



SI-CERT is the most important contact point for reporting network security incidents
involving systems and networks located in Slovenia. By agreement with Slovenian
government, SI-CERT also provides the role of the Government CERT. SI-CERT is a service
of ARNES (Academic and Research Network of Slovenia).



SI-CERT (si-cert, 2018) keeps its constituency up to date on cyber threats and other
related information through the news section of its website in Slovenian. Examples
include technical information about attacks with false messages and the percentage of
countries affected by ransomware attacks.



Slovenia is a member of European Union Agency for Network and Information Security
(ENISA, 2016).
Table 8: Legal framework for cybersecurity in Slovenia

Institutional environment:
Ireland’s national legal and policy framework is very recent when it comes to cybersecurity:
a first version of the national cybersecurity strategy has been published in 2015 and it’s
expected that the new updated version will be released this year.
Irish private sector entities, including Infosecurity Ireland, appear to be quite active in the
cybersecurity field. In addition, Ireland organizes a number of individual education
campaigns, such as the “Make IT Secure”, which includes releasing online resources alongside
a television advertising campaign.
Sources: (BSA)
Issues and constraints within existing institutions and in their relationships with each other
that might present barriers for the project and opportunities for overcoming these
constraints:


Institutions:
 National Cyber Security Centre
 National Computer Security Incident Response Team (NCSIRT-IE)
 Irish Reporting and Information Security Service IRISS-CERT
 The Department of Communications, Climate Actions and Environment
 Data Protection Commissioner
Sources: (BSA; Cyberwiser, 2017)


Relationships:
 Ireland is taking on public-private partnerships with some companies working in
the cybersecurity field, and is actively contributing in creating strong ecosystems
for said companies to grow and prosper.
 The Department of Communications, Energy and Natural Resources has a longstanding relationship with the Centre for Cyber-Crime Investigation in University
College Dublin.
 the National Cyber Security Strategy encourages the collaboration with third
level institutions
 Networking with industry partners and advanced programmes are part of the
capacity-building measures being taken.
Sources: (Cyberwiser, 2017)


Barriers:
 Sector-specific security priorities have not been defined.
 Sector-specific risk assessments have not been released.
Source: (BSA)


Opportunities:



Ireland has become a significant base of international technology and security
organizations stemming from a growing, well-educated and flexible workforce
with a rapidly increasing graduate output. The overall awareness on risks and
best practices for data security is high, due to informative campaigns taken on
recently.
 The implementation of the General Data Protection Regulation (GDPR)
introduces significant benefits for the Fortika project as it needs a slew of data
protection safeguards, from encryption at rest and in transit to access controls
to data pseudonymization and anonymization.
Sources: (BSA; Cyberwiser, 2017)
Policy and decision-making processes, stability of political systems, leadership and rule of
law:


The Department of Communications, Climate Actions and Environment is the primary
body responsible for network and information security in Ireland. It provides objectives
and guidelines through the National Cyber Security Strategy.



The national/governmental Computer Security Incident Response Team (CSIRT-IE) aims
to the protection of critical national information infrastructure in key sectors such as
energy and telecommunications.



Irish Reporting and Information Security Service IRISS-CERT provides clients with incident
reporting, alerts and warnings, sanitized attack notifications, guidelines and advice,
surveys and research into information security matters in Ireland.



Ireland is a member of European Union Agency for Network and Information Security
(ENISA). ENISA is responsible for decisions regarding Information Security.



The data Protection commissioner has many responsibilities such as the upholding of the
rights of individuals as set out in the Acts and the enforcement the obligations upon data
controllers. The Commissioner is appointed by Government and is independent in the
exercise of his or her functions. Individuals who feel their rights are being infringed can
complain to the Commissioner, who will investigate the matter, and take whatever steps
may be necessary to resolve it.
Sources: (BSA)
Table 9: Legal framework for cybersecurity in Ireland

Institutional environment:


The Electronic Communications Act provides for the security of electronic
communication networks and services;



The establishment of the National Cyber Security Strategy CYBER RESILIENT BULGARIA
2020 determines the steps before the country for the creation of a safe online
environment;



The incoming adoption of the Cyber Security Act shall implement the provisions of the
NIS Directive in Bulgaria.

Issues and constraints within existing institutions and in their relationships with each other
that might present barriers for the project and opportunities for overcoming these
constraints:


Relationships:
 There aren’t important public-private partnerships in Bulgaria
 There isn’t important industry-led platform for cybersecurity in Bulgaria






The government is not actively pursuing cooperation with the private sector and
is not active enough as to inform and educate the community in connection with
future technology, e-government and cyber security
The government is not active enough in regard with the implementation of cyber
security laws across the country

Opportunities:
 Government and state latency give the opportunity to business and private
entities to develop and propose different solutions to outstanding cyber security
challenges, as well as in regard with the proper education regarding these
challenges.
Table 10: Legal framework for cybersecurity in Belgium

Conclusions
This task described the legal and regulatory framework of participating countries as well as
laws and regulations that affect the project. A cybersecurity strategy was adopted by each
country. There are several opportunities for collaboration among governments, public
institutions and private organizations in order to define better security strategies and reduce
challenges.

4. Stakeholder Consultation
The purpose of this task is to clarify new possible negative and positive impacts of the project.
In this report the results of a survey conducted in SMEs participating in SIA process are
presented in order to identify new possible negative and positive impacts of the project. 38
CIO, Information Security Managers and IT managers from Greece, Italy, Bulgaria, UK and
Spain participated in this survey. SMEs had <10.000.000 euros turnover and 0-99 employees.
Managers concluded that the most significant negative impacts could be the following:




Interoperability issues between different solutions
Lack of commitment by SMEs owners
Conflicting interests between providers

Managers concluded that the most significant positive impacts could be the following:







Increased resilience against widespread cyber security threats facing SMEs
Increased effectiveness of cybersecurity solutions through usability advancements
and increased automation
Improved innovation capacity and integration of new knowledge
Increased competitiveness of European ICT security products and services catering to
the needs of SMEs
Economic impact & EU added value
Impact on employment

Conclusions
The purpose of this task was to clarify new possible negative and positive impacts of the
project. In this report the results of a survey conducted in SMEs participating in the SIA process
are presented in order to identify new possible negative and positive impacts of the project.

5. Social and Economic Conditions
This task describes and analyses the social, cultural, economic, institutional and political
framework of each host country of the project. For gathering general context data consult –
to the extent possible – secondary data and existing analyses, including the situation analysis
carried out as a project design step. It provides baseline data regarding the socio-economic
situation before the project commences as well as relevant anticipated developments within
the project area. Especially, in this report, Tables 12-16 present a brief analysis of the social,
political and economic environment of partners’ countries participating in the SIA process.
Summary of the main findings (Socio-political events relevant to the project and potential
impacts):


The cyber threat from various sources continues to rise, with more frequent and more
complex attacks. As UK has the highest levels of internet use in the G7 and rank third
globally in levels of e-commerce, this fact should be taken seriously into account.



Malicious cyber activity may potentially have propagation effects in an international
scale, while it gets more and more intense, complex and severe year-by-year.



Regarding UK, there are many stakeholders that seek to compromise UK infrastructure
with the intention to gather intelligence or intellectual property (for example, the
‘NotPetya’ cyber incident in June 2017, resulting in hundreds of millions of pounds in
damage).



New developments, like low-cost high-end commercial capabilities, novel weapons, and
sophisticated data-driven technologies constantly change the security environment.



The National Cyber Security Strategy was published in 2016, supported by a
transformational £1.9 billion five-year investment programme. The National Cyber
Security Centre (NCSC) has been supported the entire endeavour and has prevented
thousands of attacks, while it transformed UK’s ability to manage and respond to major
cyber security incidents.



In July 2016, the National Data Guardian published 10 data security standards, which
have been designed to address basic cyber vulnerabilities.



No organisation can be completely immune from a cyber-attack and there is no room for
complacency. The occurrence of cyber-attacks across the UK economy is increasing so, in
the judgement of most industry experts, it is not a question of “if” but “when” the next
cyber - attack strikes critical systems or infrastructures.

Sources: (Cabinet Office, 2018; National Cyber Security Centre, 2017; Smart, 2018)
Summary of the main findings (Economic trends and prospects):


In the event of a security incident the owner of the network may have a less than optimal
incentive to invest in security.



Costs of cybersecurity projects to:
o Businesses include competent authority costs, familiarisation costs,
additional security spending, and administrative costs.
o Government includes compliance costs, reporting costs, the ongoing
familiarisation costs and miscellaneous additional cyber security spending.



The internet, as well as network and information systems facilitate the cross-border
movement of goods, services and people. Hence, substantial disruptions of those
systems can affect individual Member States and the EU as a whole.



Businesses are mainly reliant on online services, thus exposed to cyber security risks.



Organisations and large businesses have been often breached or attacked: the more
potential risk factors exist, the more likely to experience cyber security breaches or
attacks.



Breaches impact on organisations in various ways, like lost assets or data, having as
consequences significant financial losses.



Senior managers in most businesses prioritise cyber security, however this is not entirely
matched by action.

Sources: (Department for Digital, Culture, Media and Sport, 2018; University of Portsmouth,
2018)
Table 11: Analysis of socio-political and economic environment in UK

Socio-political events relevant to the project and potential impacts:


Cybersecurity provides a new way of living



Cybersecurity creates new jobs and increases the rate of employment



Information security improves the resilience and recoverability of ICT systems following
a cyber-attack



Awareness of social institutions and public and private stakeholders



Adaption of the national institutional framework to new technological requirements



Sources: (Greek CyberCrime Center, 2015; National Cyber Security Centrum)

Economic trends and prospects:


Security systems has positive impact on economic development



Security systems has positive impact on public sector efficiency



Cybersecurity supports the competitive advantage of Greece



Cybersecurity encourages the use of security labels applied to products and services to
better inform the market.



Appropriate trust compliance programmes benefit the market



Cybersecurity encourages the deployment of global cost-effective industry solutions



Costs relating to information systems security and data protection



Sources: (ELSTAT, 2015; OECD, 2018; 2012)
Table 12: Analysis of socio-political and economic environment in Greece

Summary of the main findings (Socio-political events relevant to the project and potential
impacts):


Germany has a comprehensive cybersecurity strategy (adopted in 2011) with guiding
principles, clear goals and an implementation plan.



The objective of Federal Government is to make a substantial contribution to a secure
cyberspace.



The Federal Government formulated ten strategic areas they will focus on for the
upcoming periods dealing with cyber security and critical infrastructure protection.



There is a national computer emergency response team (CERT) established in 2012.



There is a national competent authority for network and information security (NIS) called
BSI. The BSI has the task to collect information about cybersecurity incidents and provide
an online reporting structure to log these incidents.
Sources: (BSA; Federal Ministry of the Interior, 2016)
Summary of the main findings (Economic trends and prospects):


The protection of critical information infrastructures is the main priority of cyber security.
Therefore, the Federal Government examined the integration of additional sectors and
considered a more intensive introduction of new relevant technologies.



A task force on “IT security in industry” with the participation of industry was set up from
the Federal Ministry of Economics and Technology to support SMEs and increase the
awareness for cyber security.



A modern secure network infrastructure will be created in the federal administration.



The Alliance for Cyber-Security, an initiative of the German federal government, was
established to exchange information and provide a growing database in order to
strengthen cybersecurity in Germany.



67 percent of companies in Germany were affected by a cyber-attack in 2017, this means
in detail a financial loss of 43 billion euro.



Due to a survey of bitkom 74 percent of SMEs will increase their expenditure in 2018 to
gain a better cyber risk protection but only 35 percent of these SMEs have already an IDS
or IPS running in their local network.



Related to the digitisation 83 percent of SMEs in Germany are expecting an increase in
risks particularly in the case of cyber security.



However according to the high expectation of increase in risks, 55 percent of SMEs
believe that with a proper solution almost all cyber-attacks could be prevented.



Although 90 percent of SMEs have implemented some kind of protection in their
premises only 35 percent of them are relying in cyber protection solutions that can detect
and react to a cyber-attack immediately.



90 percent of SMEs in Germany are using a virus scanner or firewall for protection but
are aware of that a virus scanner or firewall alone is not enough to protect a SMEs
network.



26 percent of SMEs are planning to invest more money to establish a protection against
cyber criminals by using an Intrusion Detection System (IDS) and further 23 percent of
SMEs are thinking of using an IDS in the near future.



The Market volume of internet industry in Germany will increase approximately to 114
billion euros (2015: 73 billion), that is an average increase of 12 percent annually
therefore, more advanced and improved protection mechanisms are needed to give
SMEs a better protection against cyber-crime.



Increasing productivity in several segments of internet industry in Germany will lead to
an increase in the number of employees resulting in 332.000 new jobs in 2019.



In 2019 4.1 billion euros will be spent on IT security hardware, software and services, that
is a growth of 9 percent in comparison to 2018.



Expenditure on IT security software increased to 1.3 billion euros in 2018, 1.4 billion
euros are estimated for 2019.
Sources: (Bitkom; Little; BSA; Federal Ministry of the Interior, 2016)
Table 13: Analysis of socio-political and economic environment in Germany

Summary of the main findings (Socio-political events relevant to the project and potential
impacts):


Due to the favourable environment for IT companies, Ireland is becoming a hub for
organizations working on cybersecurity issues. For this reason, the impact of
cybersecurity on Ireland’s economy has been, so far, very positive in terms of new
business and employment generated.



This has also driven the attention of the business community to these topics, pushing
policies aimed to enhance performances and increase the average security level for Irish
companies and increasing the awareness with respect to cybersecurity issues.



Ransomware, which can go from email phishing scams to advanced malware strains, has
enabled cybercriminals to easily extort money from businesses both big and small,
creating concern among companies and driving attention and investments in preventing
these issues.



Data breaches generated by malicious activities increased in frequency becoming a
reason for major concern, on the same level as the previous one.



In 2016, a survey put to Irish companies stated that 48% of the sample companies would
have increased their spend on cybersecurity in the following year.



Despite this, over a quarter (26.3%) of respondents supported that their organization has
not a structured plan for potential data compromises and an additional 12% are unaware
of whether or not their organization has a crisis management plan.



Legacy technologies such as traditional anti-virus and firewalls are perceived as
increasingly ineffective against modern threats and attacks.



Cyber security has generated employment and improved the performances also in the
public sector in the past years, and this trend is supposed to go on for the years to come
thanks to the increasing level of digitization of public administrations and services.

Sources: CPA Ireland, 2017; Deloitte; Department of Communications Climate Action &
Environment; 2017; Mathews, 2016;
Summary of the main findings (Economic trends and prospects):


In order to build a robust cybersecurity policy within an organization, it is key to involve
people working at every level sharing knowledge and best practices with them.



Risks and measures to reduce them must be clear to everybody and regularly reassessed.



People feel like companies with a strong security policy have a competitive advantage
compared to those who have a non-updated one if any.



Roles within the company must be clearly defined and agreed between all the
stakeholders involved.



Monitoring activities must be scheduled and shared with all the stakeholders.
Modifications to this must be implemented once discussed and agreed, and everybody
within the company needs to be made aware of implemented changes.
Table 14: Analysis of socio-political and economic environment in Ireland

Summary of the main findings (Socio-political events relevant to the project and potential
impacts):


Slovenian government published a strategy for cybersecurity where it is evident that
security systems have a positive economic effect in the development within private and
public sector. (Slovenian government’s agencies, 2016). The document lists risks, actors

and fields which are imposed and affected by the threats in the cyber world. Document
also presents how cybersecurity can be guaranteed within different sectors.


New Slovenian government has put more emphasis on cybersecurity, also in the context
of IoT. (Slovenian government, 2018)



Cybersecurity is one of the main priorities in the socio-political events in Slovenia. The
new Law on Information Security (ZInfV) was accepted on 17th April 2018: This Act
regulates the field of information security and measures to achieve a high level of security
of networks and information systems in the Republic of Slovenia, which are essential for
the smooth functioning of the state in all security situations and provide essential services
to maintain key social and economic activities in the Republic of Slovenia. (Slovenian
government, 2018).



The new government has issued a request for comments (also relevant to ZInfV) to public
in order to comment on “Regulation of the critical services in the republic” and on the
methodology for defining the “core” service providers and stakeholders in cybersecurity
services for Slovenian citizens. (Slovenian government, 2018)



Cybersecurity creates new jobs and increases the rate of employment – public sector has
more employment within this field since national SOC centre has been established, and
national CERT - SI-CERT - has obtained more funding for their activities. (Slovenian
government, 2018; Slovenian national CERT SI-CERT, 2016)

Summary of the main findings (Economic trends and prospects):


As noted above, economic trends are positive when considering cybersecurity in Slovenia
– companies and public sector are investing more comparing to past years into
cybersecurity, moreover, there are more conferences (INFOSEK conference, SecuryIT)
and community events (SecTalks, BSidesLJ) organised in Slovenia.



Slovenian government encourages companies to be proactive in cybersecurity and
supports these kinds of activities. It has established new regulations for national projects
provided by private companies to the government. (Slovenian government, 2018)



It can be noticed that there is a larger push from the larger cybersecurity firms targeting
IoT security and usage of AI/ML in their products to the SMEs in Slovenia. E.g. IBM,
Qualys, Fortinet, Darktrace (Darktrace, 2018; INFOSEK, 2018)



It is evident that the providers aim at providing semi-automatic if not automatic
mitigation measures with their product, whereas the end-users are still reluctant to use
the automatic mitigation features. Darktrace is advertising their product Antigena:
Antigena (autonomous response capability) which, they say, continues to help their
customers respond to advanced threats in real time without manual intervention.
(Darktrace, 2018; INFOSEK, 2018)



Cybersecurity is one of the major elements in deciding on results from quotes for project
in the Ministry of Public Administration. They have established a SOC (national
cybersecurity centre) within the Ministry. (Slovenian government, 2018)
Table 15: Analysis of socio-political and economic environment in Slovenia

Conclusions
This task described and analysed the social, cultural, economic, institutional and political
framework of each host country of the project. The internet, as well as network and
information systems facilitate the cross-border movement of goods, services and people.
Hence, substantial disruptions of those systems can affect individual Member States and the
EU as a whole. Cybersecurity provides a new way of living and creates new jobs and increases
the rate of employment. Thus, information security improves the resilience and recoverability

of ICT systems following a cyber-attack. As a result, businesses are mainly reliant on online
services, thus exposed to cyber security risks. Furthermore, organisations and large businesses
have been often breached or attacked: the more potential risk factors exist, the more likely to
experience cyber security breaches or attacks. Breaches impact on organisations in various
ways, like lost assets or data, having as consequences significant financial losses. Therefore,
senior managers in most businesses prioritise cyber security. However, this is not entirely
matched by action. There is increased awareness of social institutions and public and private
stakeholders in order to adopt an institutional framework to new technological requirements.

6. Social Action Plan
The purpose of this task is to measure and evaluate the positive and negative impacts based
on the following indicators:
Extent or Spatial
influence of Impact

Local/Site specific;
Regional;
National;
International

Magnitude of Impact
at that spatial scale

High: natural and/or social functions and/or processes are severely altered
Medium: natural and /or social functions and /or processes are notably altered
Low: natural and /or social functions and/or processes are negligibly or minimally
altered

Duration of Impact

Short Term (ST): 0-5 years;
Medium Term (MT): 5-10 years;
Long Term (LT): 15+ years
Table 16: Criteria for impact assessment

In this report the results of a survey conducted in SMEs participating in SIA process are
presented in order to evaluate the possible negative and positive impacts presented in the 4th
section. 38 CIO, Information Security Managers and IT managers from Greece, Italy, Bulgaria,
UK and Spain participated in this survey. SMEs had <10.000.000 euros turnover and 0-99
employees. The results of impact evaluation are presented in Table 18.
Impacts
Positive

Extent
Local

Magnitude
Regional

National

International

High

Medium
x

Duration
Low

Short

Medium

Increased competitiveness
of European ICT security
products
and
services
catering to the needs of
SMEs

x

Increased resilience against
widespread cyber security
threats facing SMEs

x

x

x

Increased effectiveness of
cybersecurity
solutions
through
usability
advancements
and
increased automation

x

x

x

Improved
innovation
capacity and integration of
new knowledge

x

x

x

x

Long

Negative

Economic impact & EU
added value

x

Impact
on
environment

x

social

x

x
x

x

Impact on employment

x

x

Lack of commitment by
SMEs owners

x

x

Interoperability
issues
between different solutions

x

x

x

Conflicting
interests
between providers

x

x

x

Table 17: Evaluation of impacts

Conclusions
The purpose of this task was to measure and evaluate the positive and negative impacts based
on 3 indicators regarding the extent or spatial influence of impact, the magnitude of impact
at that spatial scale and impact duration. The results of the survey showed that managers
agreed that the spatial influence of impacts is international. The magnitude of most impacts
is high and the duration is medium.

7. Analysis of alternatives for the planned activities
The first SIA report identified alternative scenarios that could support the project objectives.
This analysis systematically compared feasible, less adverse alternatives – including the "no
project" option – to the proposed project in terms of their effectiveness in achieving the
project objectives as well as potential trade-offs, the feasibility of mitigating social impacts,
potential environmental and social impacts, institutional, training, and monitoring
requirements, operational requirements and their suitability under local conditions,
estimated cost-effectiveness and conformity to existing regulations, policies, laws, plans. In
this report, this task confirmed that FORTIKA is the best solution for SMEs in contrast to
alternative solutions.
In this report the results of a survey conducted in SMEs participating in SIA process are
presented in order to examine if the effects of FORTIKA are positive for SMEs. 12 IT managers,
Information Security Managers and Software engineers from Germany, Greece, Ireland,
Slovenia and Spain participated in this survey. SMEs had <2.000.000 euros turnover and 0-99
employees.
Managers indicated that there is a lack of security awareness in SMEs and financial resources
for security solutions are limited. Also, managers have limited time to focus on security issues.
Shared information and online services by technical experts are important for them in order
to face threats in cybersecurity and adopt security solutions. There is a need for updated
solutions and interconnected systems that allow firms investing in new equipment or services
and reducing cyber risks.
Thus, the implementation of the FORTIKA project increases the effectiveness of cybersecurity
solutions through usability advancements and automation. Furthermore, FORTIKA’s security
accelerators can be easily installed/plugged into existing modems/routers/gateways by nonexpert users and they allow access to additional trusted security solutions through their
security marketplace. Another important aspect of this project is that FORTIKA is a low-cost
solution for SMEs which can use a combination of highly automated and novel cyber security

x
x

services included in the project. Moreover, non-expert users can install and operate the
security accelerator and the related services.

Conclusions
This task examined if FORTIKA was the best solution for SMEs in contrast to alternative
solutions. Medium sized companies may not be as sensitive, but can also experience
detrimental effects from cyberattacks. This impacts not only individual companies or their
clients, suppliers and partners, but has wider societal effects and particularly on the welfare
of the European society, either at local or European-wide level.
FORTIKA has a direct economic impact on the European cybersecurity industry and an indirect
on the European economy. FORTIKA will create new jobs to the European cyber security
industry, research organizations and higher education establishments. At societal level, this is
translated to a better and more efficient allocation of human resources.

8. Environmental and Social Management Plan
In this report the results of a survey conducted in SMEs participating in SIA process are
presented in order to identify mitigation strategies for the negative impacts of the project
presented in the 4th section. 38 CIO, Information Security Managers and IT managers from
Greece, Italy, Bulgaria, UK and Spain participated in this survey. SMEs had <10.000.000 euros
turnover and 0-99 employees.
The following list presents the proposed mitigation strategies for the FORTIKA project:











Increase awareness for the project and its benefits, so as to reduce lack of
commitment
Co-operate with cyber security vendors / solution providers / with the cyber-security
industry
Make the connection between cyber security and increased European legislation (e.g.
GDPR) evident, and relevant for SMEs.
Reach out to the SME market through well-established players of the ICT supply chain
(e.g., ICT retail stores, etc.)
Offer the solution free-of-charge to a group of SMEs as a more extended pilot
There are seminars where unqualified people are being certified as security officers
Follow a generic design and implementation. Follow existing standards.
Create awareness campaigns, setup workshops and exhibitions, publish and distribute
explanatory leaflets
In order to deal with interoperability issues a good practice is to create an umbrella
product that will communicate with all different solutions in an upper level.
In order to minimize the lack of commitment by SMEs owners the project must
"invent" and offer them specific incentives, economical or incentives that are aligned
with the company's main targets and objectives.

Conclusions
This task identified the mitigation strategies for the negative impacts of the project. Users in
SMEs maybe have difficulties to use pilots due to interoperability issues. Furthermore, they
have conflicts with providers for the services. In order to face these obstacles, the following
actions should be implemented. First, multiple iterations and user feedback should be
provided in the development process. Then, users have to prioritize interoperability problems
to be addressed during the project.

The customization of controlled cyberattacks at pilot environment for each specific use case
(SME user) is required so as to showcase that no risk of compromising real operations is
involved. Finally, developers have to provide incentives to end-user to give their consent (e.g.
offer a free cyber-security packaged solution tailored to their needs). If users in SMEs are not
aware of the use of the new security service, technical and vocational skills have to be
provided through training to enhance employment and self-employment opportunities.

9. Stakeholder Engagement
In this task, partners participating in the SIA process communicate with stakeholders in their
countries in order to engage them in the consultation process. Stakeholders have to discuss
about the following issues:


What benefits they hoped the project might bring



How they could participate in the project



How they could influence the project

The results of a survey conducted in SMEs participating in SIA process are presented. 38 CIO,
Information Security Managers and IT managers from Greece, Italy, Bulgaria, UK and Spain
participated in this survey. SMEs had <10.000.000 euros turnover and 0-99 employees.
Managers identified the main benefits of the project for SMEs as follows:





Reduction of the exposure of small and medium sized businesses to cyber security
risks and threats
Reduction of costly efforts of identifying, acquiring and using the appropriate cyber
security solutions
SMEs will be able to customize / package security services through the marketplace
and ideally form suitable security management solutions
FORTIKA allows SMEs to free resources and direct them to core operations and thus
increase productivity and ensure smoother operation of their IT systems

Managers could participate in the project by:






Sharing experience
Providing know-how
Evaluating the solution bundles
Implementing and testing the security services
Involved as a beta user

Managers could influence the project by:







Giving feedback
Adding case studies that they faced
Sharing knowledge that we accumulated
Checking FOTIKA’s effectiveness and compare it with current solution
Providing the requirements for such adaptation
Participating in the pilot test

Conclusions
The consultation process has significant benefits for stakeholders because it is a process which
allows them to improve the understanding about local conditions and their concerns and it is

important in order to identify effective mitigation strategies for reducing negative impacts.
Stakeholders seek initial inputs for the project, they provide feedback on results and
suggestions for mitigation actions and concluding with other action plans, where relevant. In
this report, the issues that stakeholders discussed during the consultation were described.

10. Discussion
This section presents a discussion regarding the main findings of the Social Impact Assessment
of the FORTIKA project. In recent years, there aren’t important partnerships between public
and private organizations in Greece, there isn’t important industry-led platform for
cybersecurity in Greece. The government is not actively pursuing cooperation with the private
sector and there isn’t a reference model in Greece to facilitate sharing of cybersecurity assets
across borders or with other nation states. Furthermore, sector-specific security priorities
have not been defined and sector-specific risk assessments have not been released. Thus,
private and public stakeholders are encouraged to exchange information pertaining to the
information and communication systems they operate, to the security policies they have
implemented, and to the threats and security incidents they face. Greek SMEs have limited
resources in terms of finance, limited time and knowledge and lack of security awareness. As
small-scale IT systems are not upwardly scalable due to incomplete security models, security
managers indicated that customized systems and a model which allows SMEs to have the
required IT skills is required.
IT managers in Greek SMEs believe that the main advantages of the project are the increased
resilience against widespread cyber security threats facing SMEs, the increased effectiveness
of cybersecurity solutions through usability advancements and increased automation, the
increased competitiveness of European ICT security products and services catering to the
needs of SMEs and the improved innovation capacity and integration of new knowledge.
These benefits confirm managers’ opinion about the reduction of the exposure of small and
medium sized businesses to cyber security risks and threats and the reduction of costly efforts
of identifying, acquiring and using the appropriate cyber security solutions. IT managers
believe that the implementation of the project integrates hardware and software with
business needs and behavioural patterns, so SMEs will be able to customize / package security
services through the marketplace and ideally form suitable security management solutions.
However, security managers in Greek SMEs indicated that the FORTIKA project has some
disadvantages such as the lack of commitment by SMEs owners, interoperability issues
between different solutions and conflicting interests between providers. They indicated some
mitigation strategies in order to avoid these negative impacts. They suggest that SMEs can
increase awareness for the project and its benefits, so as to reduce lack of commitment, follow
standards during the implementation of the project and organize educational programs for its
implementation. Thus, it is important to understand the cyber risks relevant to the system as
well as the risks that different post-incident actions might represent.
In Italy, the national cybersecurity strategy was adopted in 2013. It sets out guidelines for
national cyberspace protection and IT security and led to the definition of a National Plan,
which provides a roadmap for the adoption of the priority measures for implementing the
National Strategic Framework by the public and private sectors. There are no significant
public-private partnerships in Italy though several independent associations exist that deal
with cybersecurity. However, Italy has officially recognized national or sector-specific
educational and professional training programs in order to raise awareness with the general
public. It is required to develop suitable operating centres for security and intelligence in order
to face with security issues in a strategic, tactical and operational national and transnational
level, and where they will be analysed and related to Dynamic Data Mining Techniques
millions of data.

IT managers in Italian SMEs believe that the main advantages of the project are the increased
competitiveness of European ICT security products and services catering to the needs of SMEs,
the economic impact & EU added value and the impact on employment. These benefits
confirm managers’ opinion about the reduction of the exposure of small and medium sized
businesses to cyber security risks and threats. They believe that FORTIKA allows SMEs to free
resources and direct them to core operations and thus increase productivity and ensure
smoother operation of their IT systems.
However, security managers in Italian SMEs indicated that the FORTIKA project has some
disadvantages such as the lack of commitment by SMEs owners and interoperability issues
between different solutions. They indicated some mitigation strategies in order to avoid these
negative impacts. They suggest that SMEs can increase awareness for the project and its
benefits and interoperability solutions.
In Bulgaria, the current situation of electronic communication surpasses greatly the legislative
processes in the country. The cybersecurity Strategy determines the main objectives before
the government for the establishment of a secure online environment in Bulgaria, framing
steps and terms for the implementation of certain legislation. The government is in need of
assistance from the non-gov organizations in the field in order to keep up to speed with the
imminent cybersecurity obstacles before the country. The legislation currently provides no
detailed texts regarding cyber security prevention testing or auditing, assessment of risks and
procedures for identification of such, using international and current practices. There aren’t
important partnerships between public and private organizations in Bulgaria and there isn’t
important industry-led platform for cybersecurity in Bulgaria. The government is not actively
pursuing cooperation with the private sector and is not active enough as to inform and
educate the community in connection with future technology, e-government and cyber
security. Also, the government is not active enough in regard with the implementation of
cyber security laws across the country. Government and state latency give the opportunity to
business and private entities to develop and propose different solutions to outstanding cyber
security challenges, as well as in regard with the proper education regarding these challenges.
IT managers in Bulgarian SMEs believe that the main advantage of the project is the increased
effectiveness of cybersecurity solutions through usability advancements and increased
automation. These benefits confirm managers’ opinion about the reduction of the exposure
of small and medium sized businesses to cyber security risks and threats.
However, security managers in Bulgarian SMEs indicated that the FORTIKA project has some
disadvantages such as interoperability issues between different solutions and conflicting
interests between providers. They indicated some mitigation strategies in order to avoid these
negative impacts. They suggest that SMEs can use standards in order to implement the
FORTIKA project and increase educational programs about its implementation.
In UK, the national cybersecurity strategy was adopted in 2011. The collaboration with
industry on active cyber defence mean that large scale phishing and malware attacks are no
longer effective. The UK public trusts government services because they are implemented as
securely as possible, and fraud levels are within acceptable risk parameters. The public will be
able to use government digital services with confidence, and trust that their information is
safe. The UK has a sustainable supply of home grown cyber skilled professionals to meet the
growing demands of an increasingly digital economy, in both the public and private sectors
and defence. Cyber security cuts across almost all the issues outlined in the National Security
Strategy, and interlinks with a wide range of Government policies, involving many
departments and agencies. The complexity and interdependence of these challenges means
it is required to work coherently across all sectors in the UK, as well as with international
partners, to ensure that the advantages of cyber space can be delivered in a rules-based,
global environment. That is why the Government is launching, alongside the National Security

Strategy: Security for the Next Generation, the UK’s first Cyber Security Strategy. The
government works with Communications Service Providers (CSPs) to block malware attacks
and promotes security best practice through multi-stakeholder internet governance
organizations.
IT managers in SMEs believe that the main advantages of the project are the improved
innovation capacity and integration of new knowledge, the economic impact & EU added
value, and the impact on social environment. These benefits confirm managers’ opinion about
the reduction of costly efforts of identifying, acquiring and using the appropriate cyber
security solutions.
However, security managers in Bulgaria SMEs indicated that the FORTIKA project has some
disadvantages such as interoperability issues between different solutions. They indicated
some mitigation strategies in order to avoid these negative impacts. They suggest that SMEs
can improve compatibility between different tools, increase awareness of the capability of
each tool and cost effectiveness.
In Spain, National Cybersecurity Strategy is a national project aimed primarily at improving
research and education in the area of cyber-attacks. There are no significant partnerships
between public and private organizations in Spain. Also, there is no significant industry-led
platform for cybersecurity in Spain. The National Security Framework promotes cooperation
between the public and private sectors. In Spain SMEs have limited resources in terms of
finance, limited time and knowledge, lack of sufficient IT infrastructure in which to adopt good
practice and lack of security awareness. Small-scale IT systems are not upwardly scalable due
to a lack of economies of scale, incomplete security models and issues with system availability.
Thus, a model which allows cash flow risks of investing in new equipment or services not
outweigh cyber risks is required. The FORTIKA project can be developed through
demonstrations in small SMEs. Furthermore, the project can be implemented by using
resources that help companies to make decisions and understanding the cyber risks relevant
to the system, but also the risks that different post-incident actions might represent.
In Slovenia, the National Cyber Security Strategy was adopted in 2016. The establishment of
the National Cyber Security Strategy identifies the most significant principles for the
development of a safe online environment in Slovenia and defines strategic goals and actions
through which they will be achieved. There aren’t important public-private partnerships in
Slovenia and there isn’t important industry-led platform for cybersecurity. The government is
actively pursuing cooperation with the private sector. Also, there is no framework in Slovenia
to facilitate sharing of cybersecurity assets across borders or with other nation states. Sectorspecific security priorities have not been identified and sector-specific risk assessments have
not been released. There is no clearly detailed national incident management structure for
responding to cybersecurity incidents in place in Slovenia. SMEs have limited time and
knowledge and small-scale IT systems are not upwardly scalable due to a lack of economies of
scale. Thus, a model which allows SMEs to have the required IT skills is needed. As a result,
the FORTIKA project can be implemented by identifying the risks and using security indicators.
Ireland’s national legal and policy framework is very recent when it comes to cybersecurity.
Ireland is taking on public-private partnerships with some companies working in the
cybersecurity field, and is actively contributing in creating strong ecosystems for said
companies to grow and prosper. Sector-specific security priorities have not been defined and
sector-specific risk assessments have not been released. Ireland has become a significant base
of international technology and security organizations stemming from a growing, welleducated and flexible workforce with a rapidly increasing graduate output. The overall
awareness on risks and best practices for data security is high, due to informative campaigns
taken on recently. Irish SMEs have limited resources in terms of finance and small-scale IT
systems are not upwardly scalable due to a lack of economies of scale. Thus, customized

systems and a model which allows cash flow risks of investing in new equipment or services
not outweigh cyber risks are required. As a result, the FORTIKA project can be implemented
through demonstrations in small SMEs.
In Germany, a comprehensive cybersecurity strategy was adopted in 2011. The majority of
companies in Germany were affected by a cyber-attack in 2017 and lost billions of euros. 90
percent of SMEs in Germany are using a virus scanner or firewall for protection but are aware
of that a virus scanner or firewall alone is not enough to protect a SMEs network. Furthermore,
many SMEs are planning to invest more money to establish a protection against cyber
criminals by using an Intrusion Detection System (IDS) and other are thinking of using an IDS
in the near future. During the last year, billions of euros were spent on IT security hardware,
software and services, that is a growth in comparison to 2018. In Germany, training aspects of
corporate-style cyber security models is relatively low and technological aspects of cyber
security models lack of downward scalability. SMEs have limited resources in terms of finance
and limited time and knowledge. Small-scale IT systems are not upwardly scalable due to a
lack of economies of scale. Thus, a model which allows cash flow risks of investing in new
equipment or services not outweigh cyber risks is required. As a result, the FORTIKA project
can be developed through demonstrations in small SMEs. Furthermore, the project can be
implemented by using resources that help companies to make decisions and understanding
the cyber risks relevant to the system, but also the risks that different post-incident actions
might represent.
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Annex A
This questionnaire was answered by stakeholders in the 4th, 6th, 8th and 9th tasks of this (2nd
SIA) report. These stakeholders were identified in the first SIA report by each partner.
PART A: Stakeholders' interests, expectations and possible impacts from the project
1. What could be the possible positive impacts of the project?
2. What could be the possible negative impacts of the project?
3. Please identify 3 mitigation strategies for negative impacts.
4. Please evaluate the positive impacts based on the following indicators:
 Extent or Spatial influence of Impact: Local; Regional; National; International
 Magnitude of Impact at that spatial scale: High; Medium; Low
 Duration of Impact: Short Term; Medium Term; Long Term








Increased competitiveness of European ICT security products and services catering to
the needs of SMEs
Increased resilience against widespread cyber security threats facing SMEs
Increased effectiveness of cybersecurity solutions through usability advancements
and increased automation
Improved innovation capacity and integration of new knowledge
Economic impact & EU added value
Impact on social environment
Impact on employment

5. Please evaluate the negative impacts based on the following indicators:
 Extent or Spatial influence of Impact: Local; Regional; National; International
 Magnitude of Impact at that spatial scale: High; Medium; Low
 Duration of Impact: Short Term; Medium Term; Long Term




Lack of commitment by SMEs owners
Interoperability issues between different solutions
Conflicting interests between providers

6. Please indicate how SMEs could be impacted by the project.
7. How could you participate in the project? Please identify ways of your possible
participation in the project.
8. How could you influence the project? Please identify ways in which you could
influence the project.
PART B: Participant’s Demographics








Gender
Age (years)
Education
Job profile
Work experience
Industry type
Turnover



Number of employees in the organization

Annex B
This questionnaire was answered by stakeholders in the 7th task of this (2nd SIA) report. These
stakeholders were identified in the first SIA report by each partner.
1.
2.
3.
4.
5.

How do SMEs deal with the security of ICT nowadays?
How does the ICT infrastructure look in SMEs these days?
Which Secured model could be optimal for SMEs?
How can a developed model (such as FORTIKA project) be verified?
What could be the limitations during the construction of the FORTIKA project?

